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Foreword

Managing our Nation’s water resources; providing sustainable engineering, military
construction, and environmental management; and integrating critical research and
development solutions are important and complicated endeavors in the 21st century.

Clearly, the United States Army Corps of Engineers is important to America. We are
unique. No other country has the capability that we bring to our citizens. Meeting
sophisticated customer demands in the near future will require the highest caliber
communications and collaboration throughout the organization, in tandem with our
business partners.

Over the next several years, we will transform ourselves to an improved premier public
engineering service by creating a virtual team that transcends organization structure
and geographic boundaries. The USACE 2012 Implementation Plan will serve as the
modernization blueprint for reengineering our business processes and making
Information Technology (IT) investment decisions. This TWE will demand streamlined
business processes and leveraging IT assets. The intent is to drive out process
redundancies while encouraging us to make informed decisions about where, when,
and how to invest in automated business tools.

Corps Enterprise Architecture Target 2006 provides a flexible management structure for
meaningful exchange between business owners and IT professionals. This focused
partnership and continued dialogue will ensure improved efficiency and serve as one
more method for attaining projected, strategically derived goals and standards of
product delivery to the public.

Corps of Engineers Enterprise Architecture
Project Delivery Team

Special Note: This Corps Enterprise Architecture document was updated on May 2005.
Charts and diagrams are refreshed as necessary. Original publication date was
10 September 2003.
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Executive Summary

The United States Army Corps of Engineers (USACE) Corps Enterprise Architecture
(CeA) is a management tool to enhance communications between business leaders
and Information Technology (IT) experts to ensure IT is effectively used to achieve
current and future business needs. Specifically, the CeA will serve as the key to
exchanging ideas, fulfilling functional requirements, and building technical solutions
among business owners/managers, strategic planners, Automated Information System
(AIS) developers, and the Chief Information Officer’s (ClO) staff.

The main components of this architecture are the five models,

(Business, Performance, etc.) or views, of the Corps and our IT

and the interrelationships between the models. Each model
will have a current and future state with a planned
migration path to get to our target. Architecture
Management and Information Assurance are also
necessary components.

The approach for CeA is based on the Federal
Enterprise Architecture Framework required by the
Office of Management and Budget and generally follows
the Enterprise Architecture Planning method outlined by
Dr. Stephen Spewak in 1992." Because of this, some aspects and terminology of the
architecture such as “Value Chain” will be unfamiliar to many Corps readers.

The CeA collects, shares, and manages information about current (Baseline
architecture) and future (Target architecture) functions, business and IT performance
metrics, information and data, applications, technology, and security. With several
dynamic initiatives under way (e.g., 2012), our target states will be in flux for the near
future. A metaphor for this tool is to consider it an exchange where concepts and real
needs will be deposited and collected, with interest, at later dates. The CeA Exchange
therefore will contain much useful information about business and IT activities in the
Baseline and Target work environments.

The CeA is not, however, an automated problem-solving tool. Nor is it an overarching IT
governance document. Business and IT decisions will continue to be made using a wide
range of methods, and rulemaking will continue to hone in on individual programmatic
issues.

' Steven H. Spewak with Steven C. Hill. (1992). Enterprise architecture planning: Developing a blueprint
for data, applications, and technology. John Wiley, New York.

Vi Chapter 1 CeA Overview
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The Project Delivery Team (PDT) that developed the CeA says:

“The CeA is a Business Owner and IT Expert partnership established to create a
focused Exchange for making informed IT asset decisions and finding best
technical solutions that meet USACE Target Work Environment requirements.”

This document serves as a high-level view of our Corps Enterprise Architecture —
Target 2006. An interactive and collaborative Web site has been established to allow
searching lower levels of details pertaining to the architecture. To begin using the Corps
Enterprise Architecture to support your business needs, go to the CeA Web site at
https://cea.usace.army.mil.

Chapter 1 CeA Overview Vil
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Chapter 1 — CeA Overview

1.1 CeA Components

The architectural methodology chosen for the CeA (Figure 1.1) is based on a set of
prescribed reference models (sometimes referred to as views) that allow detailed
analysis to be performed on the complex relationships between business performance
and Information Technology (IT) support requirements. The five CeA reference models
that serve as vantage points from which to conduct this relational analysis are:

The Performance Reference Model (PRM): Identifies a common set of general
performance outcomes and metrics used to achieve USACE program goals and
objectives. Think of this as a view of USACE Business and IT Performance —
Knowing the value of IT.

The Business Reference Model (BRM): Describes USACE business functions
and subfunctions. Think of this as a view of USACE Business — Who we are
and what we do.

The Data and Information Reference Model (DRM): Describes the data and
information that support program, support, and internal lines operations. Think of
this as a view of USACE Information — The Information we share.

The Service Component Reference Model (SRM): Identifies and classifies
horizontal and vertical IT capabilities that support business functions and
subfunctions. Think of this as a view of USACE Applications — How we get
work done.

The Technical Reference Model (TRM): Provides a hierarchical foundation to
describe how technology is supporting the delivery of the application capability.
Think of this as a view of USACE Information Technology — Our business
utilities and infrastructure.

Two additional management constructs are prescribed to ensure safeguards of
people/information and effective management of CeA resources:

Information Assurance: Ensures special emphasis on safeguarding people and
information in all aspects of the CeA. Think of this as a view of USACE Security
— keeping people and work safe.

Management and Maintenance: Provides guidance and tools that will be
provided to assist users in locating and analyzing information and technical
specifications. Think of this as a view of USACE CeA Management — Our focus
and style.

Chapter 1 — CeA Overview 1
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Figure 1.1. CeA architectural methodology

1.2 CeA Value to USACE

Enterprise architecture planning and management can be a significant contributor to the
corporate decision-making process. Good business management practices must ensure

that IT initiatives are derived from architecture-based parameters, filters and analysis.
The outcome will be improvements in IT asset management decisions and quicker
response times in solving technical problems associated with Automated Information

Systems (AIS) development.

The CeA establishes a high-level framework for information exchanges between
business owners and IT specialists by identifying corporate cross-cutting business
functions, data requirements, and opportunities for measuring and controlling costs and
efficiencies. Examples of potential benefits that will come from developing the CeA are

listed in Table 1.1.

Enable informed decisions to be
made about selecting, ranking
and resourcing IT investments

Improvement to the Capital
Planning and Investment Decision
Process

Business Owners, Customers,
Stakeholders

Analyze sources (beyond P2) for
project-related data and
information throughout the
PMBP process

Increased accuracy and timeliness
of data and information related to
program and project planning

Project Managers, Business
Owners, District Commanders,
Senior Leaders, Project
Review Boards, Customers,
Stakeholders

Identify potential electronic
government (e-Gov) initiatives

Leverage IT investments by
collaboration with other Federal
agencies

Federal Agencies, Customers,
Stakeholders

Identify potential opportunities
for consolidation in business
processes, applications,
information, or technology.

Reduce redundant IT initiatives

Business Owners, District
Commanders, Senior Leaders,
Project Review Boards,
Customers, Stakeholders
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Analyze sources for data and
automated processes in the pre-
development stage of AIS
development

Reduced time and cost to upgrade
or deploy new AIS

Customers, Stakeholders,
Business Owners, System
Developers, CIO Staff

Standard vocabulary to
articulate expectations between
business owners and AIS
developers

Improve communication among the
business organizations and IT
organizations

Business Owners, System
Developers, CIO Staff

Provide architectural views that
communicate the complexity of
large systems

Facilitate improvements to
managing extensive, complex
computing environments

Business Owners, System
Developers, CIO Staff

Increased focus on the strategic
use of emerging technologies to
better manage the enterprise
information

Improved ability to consistently
insert new technologies into the
enterprise

Strategic Planners, Business
Owners, System Developers,
ClO Staff

Discover opportunities for
building greater quality and
flexibility into applications
without increasing cost

Consolidation of applications at the
functional level, providing ability to
expedite integration of legacy AIS —
reducing number of AISs over time

Business Owners, System
Developers, CIO Staff

Effectively link information
technology investments to
USACE strategic goals,
objectives and plans, as well as
to USACE business functions

Improve consistency, accuracy,
timeliness, integrity, quality,
availability, access, and sharing of
IT-managed information across the
USACE enterprise

Strategic Planners, Business
Owners, System Developers,
CIO Staff, Customers,
Stakeholders

Effectively link USACE business
functions to other Federal
Government business functions

Improve consistency, accuracy,
timeliness, integrity, quality,
availability, access, and sharing of
IT-managed information across the
Federal Government

Strategic Planners, Business
Owners, System Developers,
CIO Staff, Federal Agencies,
Customers, Stakeholders

Make common, reliable data
available for sharing throughout
USACE

Faster access to information for
decisions and business activities

Strategic Planners, Business
Owners, System Developers,
CIO Staff, Federal Agencies,
Customers, Stakeholders

1.3 CeA Principles

Decisions made about USACE IT assets and initiatives have important consequences
to the USACE strategic goals, particularly the “Process” goal, which challenges the
organization to “operate as One Corps, regionally delivering quality goods and
services.” These decisions are based on available information and sound professional
guidance. Corps Enterprise Architecture (CeA) principles were established by the
Project Delivery Team (PDT) to provide universal constraints that narrow the
parameters of success in applying CeA concepts for aligning IT assets with business
requirements. The Principles identified in Appendix A will serve as common threads
throughout the development and use of the CeA.
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Examples of CeA Principles include:

e The CeA is business driven, delineating business functions and subfunctions.

o Systems developers use the CeA to promote the efficiencies and effectiveness of
individual IT products and services as they evolve.

e Changes to the CeA will include input from stakeholders to ensure improvement
in work force productivity.

e New Standards are approved, controlled, planned, tested, financially justified,
documented iteratively, and add value to business function.

e Structured and unstructured data are treated as a corporate resource in support
of business operations.

1.4 CeA Development

The schedule for completing the CeA, to the point it allowed business and IT
professionals to use it as a tool, was constrained to the last 6 months of FY03

(Figure 1.2). The PDT took advantage of parallel organizational and business analysis
that was underway within USACE in order to use these parts for the CeA and prepare
the FY05 budget submittal to the Office of Management and Budget (OMB).

Business
Who we are and
what we do

mexs

Information
The information
we share

24 February to 1 October 2003

Performance
Knowing the
Value of IT

Management
Our focus and
style

Applications
How we get work

done
Security

Keeping people and

k safe
Technology WOl

Our business
utilities and
infrastructure

Figure 1.2. Schedule for completing the CeA
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1.5 Strategic Communications

The CeA project started with a kickoff meeting the first week of May to begin the PDT
collaboration process. A series of briefings were conducted to senior Headquarters
staffs at various meetings and to USACE Information Managers in June. In-Progress
Review (IPR) briefings and discussions will continue with senior staff and the field as
opportunities present themselves.

The CeA Web site (https://cea.usace.army.mil) will serve as the primary source for CeA
information. See Appendix B for Strategic Communications Plan.

Primary Audiences: The following communities of practice are primary users of the
CeA Web site:

e Business Owners

e Strategic Planners
e System Developers
e CIO Staff

e CeA Team Members
The PDT would hope the resounding message would be:

“The CeA is an information exchange for making informed decisions and solving
technical problems associated with aligning IT to business needs.”

A CeA interactive Web site, https://cea.usace.army.mil, provides collaboration and
discussion forums as a single point of entry to the CeA Exchange (Figure 1.3).

1.6 The CeA Project Delivery Team

A multifunctional PDT (Figure 1.4) was established to include full representation from
the business community and IT experts in Headquarters and the field. The
sophistication of the CeA requires a dedicated, diverse, and creative team. Team
members have come together from diverse functional areas to contribute to goals and
objectives, while applying critical thinking skills. A full list of team members is available
in Appendix C. Appendices V & W provide information about contractor expertise used
for CeA development.

Chapter 1 — CeA Overview 5
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Corps Enterprise \
Architecture [/

Lagin
U-PASS ID

web Portal Password:

Comments From Lead
Architect

Documentation
CEA Process Document (Draft) - Piease

review and Share your Commeants with the
Ced team members.

CsA Valus Brisfing (Draft) Septsmber 11,
2004

Target working Enviranments (TWES)
(Draft) - Outlines strategic business
practices for USACE - Comments are
welcomed.

CeA Principles (Draft)- Comments are
comed.

CeA Communications Plan (Draft)-
Comments are welzomed.

Quick Links

» Federal Enterprise Architecture
Frogram Management Office

» Federal CIO Council

» OMB's scorecard for federal agencies

Articles
> Finding the Right Formuls - Federal
agencies struggle with IT architectures
to support business goal

» Providing Enterprise Architecturs Value

» OMB Eyes Architecture Practices

Overview

Welcome to the Corps Enterprise Architecture (Ced) web-based infarmation portal. This portal serves as the enterprise repasitory
and analysis tool for business managers, system developers, strategic planners and Chief Information Officer (CLO) staffs invelved
in managing IT products and services. Acoess to this weh site is restricted to Corps Intranet users anly, Additional features, such as
posting documents, extended searches, collaboration, analysis, ete. will be extended to registered users, Registration is easy and
encouraged to anyone interested in the full capabilities of this CeA portal.

The Ce# is being canstructed through the callection of interrelated “reference models” desianed to facilitate intra- and inter-agency
analysis and the identification of duplicative inwestiments, gaps, and apportunities for collaboration within and across Federal
fgencies.

The Cea pravides reference madels, guiding principles, toals, etc, to assist USACE, from HQs to PMs, with:

Effectively delivering programs and cemman services
Tdentifying collabaration oppartunities ta eliminate redundant expenditures
= aligning technalogy with business strategy

Headlines

Cea Pilot in Support of Regional Watershed Analysis

USACE is transitioning ta a "#stional,” "Watershed” or “Systers” management approach to improve our capability to address
natianal and international engineering concerns. In the past and current work environment, survey data was acquired by local
Districts for District use. Today, and increasingly mare in the future, USACE Scientists and Engineers throughout the organization
demand access ta survey data and related information that has a direct impact an programs and prajects in their immediate
areas of responsibility. Details on the pilot is availalable here.

CeA Team Presents FY04 Efforts on the USACE DRM
Ms. Denise Martin presented her effarts an the USACE DRM as part of the Ced IPR. Her presentation is available here,

CeA IPR

An Internal Progress Review (IRP) of the CeA was held November 22nd at USACE HQs. The focus was to update various groups
within HQs an the FY04 progress of the Ced. The presentation is available here.

CeA Self Assessment

QOn fug‘e %3 2004 the CeA PDT conducted a selfassessment of USACE's enterprise architecture progress. The results are
available here

CeA Supports the USACE FY04 Capital Planning Investiment Control Process
Throu’ghaut July, all of the 300 business/case reports were evaluated in terms of their alignment with the CeA Technjcal Referem:e
). Given that it was the first time that the CeA has been directly involved with the CPIC process the Ced te

decided to limit the assessment to the Sendce Platform and Infrastructure section of the TRM. |t was found that hm\tad amnunt

technical information is available concerning the mvestlmems Cansec&uemly arauestmnalre was developed and sent to the P

overseeing each investiment. The results were studied and compared TRM with respect to: ase of

EAEIIWETIY‘ Security, 3) Infrastructure Compliance, 4) Standards Compliance, 5) Reusability or Interoperability, and Operational
aturity

The results were presented to the CFAT and feedback was provided to sach PM concerning future enhancements. A copy of the
presentation to the CFAT and Phs is available here

Cea, Briefed to the CEELS CCB - November 2, 200

4
Frogress on the Ced was presented during the November CEEIS CCB mesting, Two questions were presented for the CEEIS
CCE to ponder over the next several months,

1. Can processes be established whereby the CEEIS CCB uses the Ced in decision making?
2. How can the Divisions/Districts best use the CeA?

Quiz Architecture

Access the Cea here.

QUIZ The
Architecture

Hote that all five Cea models are
arganized inta a hisrarchical structure
that allows users to quickly drill down into
the various levels and locate information.
Users simply select the relevant sections
and the sxport function converts the
information into a Word document

CEA Search Tool

To Yiew 3 Saved Search, select one from
the list below:

EB v

Search

To perform a Free-Text Search, enter
your Search Term below:

| [ Search |

Send Comments

want to add, change, or comment on
the Cea?

Click Here To Send Comment(s)

Figure 1.3. CeA-interactive Web site

CeA Chairs

D. Basham, CECW
W. Berrios, CECI

CeA PMs

MK Miles, CECW
T. Brunner, CECI

Performance Ref
Model Team
Leads

P. Sequin, CEPG
D. Rowson, CECI

Data and Info Ref
Model Team Leads

D. Martin, ERDC
P. Pinol, CEMP

Business Ref
Model Team
Leads

T. Hart ERDC
M. Gmitro, CECS)

Leads

Service Component
Ref Model Team

B. Bank, CECW
W. Sevila, CECI

Technical Ref
Model Team
Leads

C. Butler, CEITL
E. Bentz, CESAM

Figure 1.4. CeA PDT organization chart
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1.7 Relation of CeA to the USACE Capital Planning Investment Control
Process

Governance provides a formal process for defining who has the power to make
technology decisions and how those decisions should be made. It addresses the
problem of decision making in an environment where IT responsibilities are
decentralized, and it deals with the processes needed to manage both the acceptance
of the architecture and follow-up assessments and planning. A governance structure
determines the responsibilities of the various parties involved in IT decision making and
includes a framework for resolving disputes. It balances the common good and
individual liberty by defining what is of central importance and what is local. Adherence
to this principle will enable USACE to share responsibility for the deployment,
operations, and management of technology with all components and stakeholders. It will
also ensure business unit participation in evaluating and making IT investment
decisions using consistent criteria and will maximize the use of IT resources across the
enterprise. One of the main functions of the USACE CeA, in fact, is the support of the IT
investment review process by providing an architectural framework against which all IT
projects can be evaluated. The governance process provides USACE staff with the
policies, procedures, and tools needed to make sound IT purchase and development
decisions for the future.

It will be important for USACE to make short-term investment decisions related to
activities that sustain current operations at acceptable levels (e.g., legislative
mandates), while pursuing the architectural goals concurrently. Guiding principles and
processes have been established to help the CeA Technical Architecture Working
Group (TAWG) and Capital Planning Investment Control (CPIC) Committee make
decisions about the necessary trade-offs and compromises when faced with mitigating
circumstances, permitting progress toward the target CeA. Architectural Alignment and
Assessment (AAA) is an integral element to keep focus on the Target Work
Environment (TWE) (Figure 1.5). For additional information on the TAWG or CPIC, see
the CeA Web site.

Chapter 1 — CeA Overview 7



.’ECIRF’E ENTERPRISE ARCHITECTURE
APRIL 2005

IT Portfolio Management

IT Strategic Match
and Prioritization

o AAMAMAAAAE L
Alignment Management
<

and

Assessment | AN HE EEE ER AN EEN .
PEEPHIEEN DU e
u ] EEE BN E EE Management

-

Figure 1.5. IT Portfolio Management
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Chapter 2 — Business Reference Model

The CeA BRM is a function-driven framework for describing USACE business
operations and the organizational elements
that perform them. While many existing
sources for information are available about
‘how” (regulations and operating manuals) and
“‘where” (formal organizational structure) work is
getting done, the BRM focuses on the basic relationships
between “who we are and what we do” with respect to the
Baseline and Target work environments. The CeA PDT put
it this way:

“The BRM provides business owners, strategic planners,
system developers and CIO staffs with an organized,
hierarchical construct for exchanging critical information about the Target Work
Environment.”

BRM work products (Figure 2.1) should be used as reference points in motion that help
to make informed choices that contribute to forward progress toward the USACE TWE.
Functional and organizational information collected and sorted for example, is
considered accurate without an attempt to achieve 100 percent validation from
individual offices. Functions and organizations are in constant motion. The PDT felt their
energy was better used in understanding the business function needs for the TWE than
getting the present/past work environments 100 percent accurate. Adjusting the BRM
work products, however, will be an ongoing task.

2003 Strategic Sourcing Strategic Vision \
2001 Strategic Campaign
Civil Works Strategic Plan
Military Programs Strategic Plan
Real Estate Strategic Plan
Research and Development Strategic Plan
2002 Manpower Management Survey
USACE 2012 Study
2003 Functional Area Assessments
2003 Process Committee 2012 Report
2003 Strategic Sourcing
OM10-1-1
OM10-1-3
Organization Charts
Web Pages
1984 Information Systems Plan _/

Figure 2.1. BRM work products

Chapter 2 — Business Reference Model (BRM) 9
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2.1 USACE Enterprise Statement and Value Chain

The CeA PDT employed a Value Chain method to ensure proper understanding of
USACE business from the Washington Headquarters office to the lowest field levels.
The Value Chain in Figure 2.2 depicts the relationship of the USACE Enterprise
Statement (Agency Purpose), Primary Mission Areas, Core Competencies, Mission
Support Functional Areas, and Internal Support Functional Areas.
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Figure 2.2. USACE Target Work Environment enterprise statement and value chain

The Enterprise Statement succinctly states why USACE exists. The five Primary
Mission Areas and reinforcing Core Competencies speak to the assignments and
capabilities that have earned USACE worldwide recognition as a premier public
engineering organization. The thirteen functional areas, shown as bars on the chart,
provide the foundation for understanding the TWE.

USACE Missions of Civil Works, Military Programs, and Research and Development
(also considered primary functional areas) directly provide Service for Citizens (OMB
term), which includes the delivery of citizen-focused products and services on behalf of
the United States Government. The Real Estate Business Function becomes a

10 Chapter 2 — Business Reference Model (BRM)
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subfunction of Military Programs in the TWE. Two Crosscutting Business Functions
(Regional Business Functions and Program and Project Management) are integrated
throughout the other eleven business functions.

The next four Functional Areas, known as the Support Functional Areas, or Support
Delivery of Services (OMB term), refer to the functions that provide the critical policy
and programmatic and managerial underpinnings that facilitate USACE delivery of
services to citizens.

The final four Functional Areas, known as the internal support functional areas, or
Management of Government Resources (OMB term), encompass the activities that
must be performed for USACE to operate effectively.

Chapter 2 — Business Reference Model (BRM) 11
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2.2 Business Reference Model (BRM) Components

Figure 2.3 shows the components of the BRM
(see Appendix M for readable version).

SRM  TRM

Federal Enterprise

USACE Strategi n Architecture
Management _System

(FUTURE)

USACE Strategic Plan
and Campaign Plan

USACE Primary Mis:
Areas (5)

USACE CeA Value Chain
See Target Work Environment Below
USACE Primary Functions (12), Includes Business Lines (17) and
Sub-functions (53) for

FederalEnterprise

Architecture Lines of Service for Citizens,
Business (38) and Sub- Mode of Delivery,
functions (159) Support Delivery of Services, ai

Management of Government Resources.
Matrix and Definitions

Civil Works
Mission and Functions Sub-functions (9)
Statement and High Activity Definitions
Level Functional Models
sios (3),Includes Willtary Programs
BusinessLines(17)- Mission and Functions Sub-functions (5)
See Target Work Statement and High Activity Definitions

Level Functional Models

Research and
Development
Mission and Functions
Statement and High
Level Functional Models

Sub-functions (3)
Activity Definitions

Science and

N

Mission and Functons Subfunctions (4)
Statement and High Activity Definitions
Level Functional Model;
Resource Management
Mission and Functions Sub-functions (5)
Statement and High Activity Definitions
SupportFunctions Level Functional Models
(4),Includes
SupportSub- Legal Services and
functions (16) Internal Review Sub-functions (2)
See Target Work Mission and Functions ib-sub-fu ©
EnvironmentBelow Statoment and High Activity Definitions
Level Functional Models
thor (Safoty and
Health, Small Business,
Public Affairs, and Sub-functions (5)
Istor ib-sub-f 17)
Mission and Functions Activity Definitions
Statement and High
\ Lovel Functional Models
~ oqu
nagement Sub-functions (4)
Mission and Functions Activity Definitions
Statement and High
Lovel Functional Model
Pesot (Logistics)
Management Sub-functions (4)
InternalSupport Mission and Functions i Do
Functions(4), Statement and High
' Level Functional Models
SupportSub- < Human Resources
functions(20)- e ehagement Sub-functions (3)
See Target Work praa m:"';"g“‘:‘* Activity Definitions
EnvipnmentBelow Level Functional Models
Information
Tedchnology
Sub-functions (9)
Mission and Functions Activity Definitions
Statement and High

\ Level Functional Models

Horizontal Business Practices
= RegionalBusiness CenterMgt

Process
= (See Target Work Environment Below)

Corporate Calendar

Electronic Calendar of

Annual Events (Future
CeA Development)

Figure 2.3. BRM components
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2.3 USACE Business Functions and Subfunctions

The PDT reviewed the 39 business functions defined in the 1984 Information Systems
Plan (ISP) and compared them to the information provided in the Functional Area

Assessment (FAA) team, current OM 10-1-1, 2002 Manpower Management Survey,

and USACE Web sites to decompose and synthesize USACE business functions and

subfunctions. The Hierarchy diagram in Figure 2.4 (see Appendix D for easy-to-read

version) depicts the functional decomposition of the primary business areas (2003
snapshot).
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[-~Environmental m " Career Management | | | i Monitor USACE Policies v 11 oo o ecords Management
Military Operations Program Occupational Health & Procedures Civil and Military Services
i us P P
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Water Supply —Provide Policy [ Chilian fesource L Evaluate Operations & © |+Printing and Publications
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Advice ’ erams Management of Civil and Services
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Figure 2.4. Hierarchy diagram

2.4 Understanding the Evolution of Business and Organization
Structure

The USACE BRM in the TWE reflects an enterprise-centric approach to program and
project management through Regional Business Centers (RBC). Civil Works, Military
Programs, and Research and Development will continue to be official USACE missions
(also referred to as primary business functions) as depicted in Figure 2.3. Each of these
missions will additionally include Business Lines (sometimes referred to as Lines of
Business) not shown in Figure 2.4. All remaining Business Functions are Support
Functions (sometimes referred to as Support Services).
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2.5 Articulating Future Information Technology Requirements and
Migrating to the Target Work Environment (TWE)

The CeA PDT identified 13 business practices as expressions of end states for the
TWE. These 13 end states are known directives extrapolated from the USACE vision,
strategic and tactical business initiatives. The TWE end states are in alignment with the
CeA guiding principles established as parameters for developing the evolving target
architecture. Sculpting and migrating to the TWE will always be a growing and changing
process. The descriptions provided here are considered high-level, minimum definitions,
which are intended to provide general direction on IT investment decisions. More
detailed analysis and considerations will be conducted as IT investment decisions are
made at the enterprise, regional, and local levels.

2.5.1 USACE Target Work Environment

The TWE focuses on business functions and subfunctions that transcend organizational
structure and work location in the future. The optimal USACE organizational structure
will evolve through senior-led growth and analysis of the following seven elements:
Structure, Strategy, Systems, Shared Values, Stakeholder Values, Style of Leadership,
and Skills. For detailed information, refer to the discussion of the Seven S Model and
the Objective Organization Design in “USACE 2012: Aligning the U.S. Army Corps of
Engineers for Success in the 21st Century,” at
http.//www.hq.usace.army.mil/stakeholders/Final.htm.

The following 13 TWE end states are the linchpin to a successful CeA:

Enterprise (Corporate-level) Program Asset Management

Regional Watershed and Installation Management

Protection of USACE Military and Civil Critical Infrastructures

Integrated Emergency Management and Homeland Security

Enhanced Communications and Information Access Throughout USACE
Enhanced Management of Business Processes (Example: Online Applications)
Enterprise Management of Manpower Resources

Enterprise and Regional Acquisition Strategy

© © N oA~ D=

Enterprise Management of Knowledge That Includes Best Practices, Registry of
Skills, Customer Feedback, Lessons Learned, Corporate Issues Management,
etc.

10. Enterprise Processes to Manage Technology and Data

11. Methods for Data Exchange with Government and Industry Partners
12. Internal and External Virtual Teaming

13. One-Stop Web Access to USACE Public Information

14 Chapter 2 — Business Reference Model (BRM)
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2.5.2 CeA TWE End States and Description Summaries
2.5.2.1 Enterprise (Corporate-level) Program Asset Management

TWE Summary: Business practices in the TWE associated with Enterprise Program
Asset Management will require IT investments that improve analytical modeling
capabilities and collaboration/communications between USACE and other Federal
agencies.

2.5.2.2 Regional Watershed and Installation Management

TWE Summary: Business practices in the TWE associated with Regional Watershed
and Installation Management will require IT investments that improve USACE
enterprise-level AlS interoperability, data sharing, collaboration and communications
between USACE and other Federal, State, local and tribal organizations, as well as
such trusted partners as universities and private industry.

2.5.2.3 Protection of USACE Civil and Military Critical Infrastructure

TWE Summary: Business practices in the TWE associated with Protection of USACE
Civil and Military Critical Infrastructure will require IT investments that improve USACE
current capabilities for Federal-level data sharing, detection, warning, alert systems, and
analysis of potential terrorist attacks.

2.5.2.4 Integrated Emergency Management and Homeland Security

TWE Summary: Business practices in the TWE associated with Integrated Emergency
Management and Homeland Security will require IT investments that improve
Geographic Information Systems (GIS), cross-agency data sharing/application
interoperability, mobile communications, TeleEngineering, intra-agency modeling,
response simulations, and other information especially related to watersheds.

2.5.2.5 Enhanced Communications and Information Access Throughout USACE

TWE Summary: Business practices in the TWE associated with Enhanced
Communications and Information Access Throughout USACE will require IT
investments that improve enterprise-level interoperability among USACE AIS, data
warehousing, data transport, collaborative tools, security, and decision support tools.

2.5.2.6 Enhanced Management of Business Processes (Example: Online Applications)

TWE Summary: Business practices in the TWE associated with Enhanced Management
of Business Processes will require IT investments that improve AIS component-level
interoperability for internal and external users (examples include single sign-on or
on-line applications).
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2.5.2.7 Enterprise Management of Manpower Resources

TWE Summary: Business practices in the TWE associated with Enterprise Management
of Manpower Resources will require IT investments that ensure state-of-the art science
and engineering automated tools, standard practices, and treatment of data as a
corporate asset (data warehousing) in support of virtual teaming.

2.5.2.8 Enterprise and Regional Acquisition Strategy

TWE Summary: Business practices in the TWE associated with Enterprise and
Regional Acquisition Strategy will require IT investments that maintain and improve
regional acquisition-related AlS.

2.5.2.9 Enterprise Management of Knowledge That Includes Best Practices, Registry of
Skills, Customer Feedback, Lessons Learned, Corporate Issues Management, eftc.

TWE Summary: Business practices in the TWE associated with Enterprise Management
of Knowledge That Includes Best Practices, Registry of Skills, Customer Feedback,
Lessons Learned, Corporate Issues Management, etc., will require IT investments that
consolidate current AIS and system components currently providing similar services.

2.5.2.10 Enterprise Processes to Manage Technology and Data

TWE Summary: Business practices in the TWE associated with Enterprise Processes to
Manage Technology and Data will require IT investments in the IT infrastructure to bring
state-of-the-art computing capabilities to the desktop, and implement a clear path to
increased access/use of corporate data via shared data repositories.

2.5.2.11 Methods for Data Exchange with Government and Industry Partners

TWE Summary: Business practices in the TWE associated with Methods for Data
Exchange with Government and Industry Partners will require IT investments that
improve data collection, analysis, and dissemination for internal and external
information users.

2.5.2.12 Internal and External Virtual Teaming

TWE Summary: Business practices in the TWE associated with Internal and External
Virtual Teaming will require IT investments that promote standard science and
engineering tools and processes for internal and external team members to support
virtual project management.

2.5.2.13 One-Stop Web Access to USACE Public Information

TWE Summary: Business practices in the TWE associated with One-Stop Web Access
to Public Information will require IT investments that reduce reporting burdens,
streamline business transactions, and provide automated support to decision making
through an aggressive migration to Web-based electronic mechanisms.
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2.5.3 Prescribed IT Focus for Supporting the TWE

Improve communications capabilities between USACE and other Federal, State,
university, tribal organization, and other trusted partners.

Improve data collection, analysis, and sharing between USACE and other
Federal, State, university, tribal organization, and other trusted partners —
particularly in areas of watershed management, infrastructure protection,
homeland security, and GIS.

Improve collaboration and virtual teaming capabilities — particularly in the area of
science and engineering tools/practices standardization.

Improve USACE analytical modeling capabilities.

Improve intra-agency modeling and response simulations, especially related to
watersheds.

Bring IT infrastructure state-of-the-art computing capabilities to the desktop.

Consolidate current USACE AIS and system components providing similar
services.

Improve enterprise-level interoperability among USACE AIS.

Improve AIS component-level interoperability for internal and external users
(examples include single sign-on or on-line applications).

Reduce reporting burdens, streamline business transactions through an
aggressive migration to Web-based electronic mechanisms.

Improve mobile communications.
Improve TeleEngineering capabilities.
Provide decision support tools.

Maintain and improve regional acquisition-related AlS.

2.5.4 Examples of Specific IT Initiatives Supporting the TWE

Improvements in data management (standards, access, etc.).

Select data marts warehouses (GIS, homeland security, watershed
management, etc.) for internal and external access.

Increase in Web-based collaboration tools.
Increase in regional/national IT contracts; decrease in local IT contracts.

AIS consolidation at system and component level (Computer-Aided Design and
Drafting (CADD)/GIS, business, lessons learned, etc.).

e-Corps (single sign-on, knowledge management horizontal portal, lessons
learned, etc.).
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e Standard suite of S&E tools to support virtual engineering.

2.5.5 Migration to Target Work Environment (TWE) Analysis

The Baseline Work Environment (Figure 2.5) is a snapshot taken of USACE business
activity at the end of the 3rd Quarter, Fiscal Year 2003. Information sources used by the
PDT to establish the baseline as a reference point included operating manuals,
organization charts, and various management studies that had been recently
conducted. The PDT observed many effective business activities within functional areas
and some efforts to improve operational efficiencies across organizational borders. One
clear example of how to achieve collaboration while maximizing available corporate
resources is the recent USACE Project Management Business Process (PMBP)
initiative. After review, observations, and discussions of the various BRM input sources,
the PDT concluded the baseline offers much evidence of functional areas and at a
variety of locations, with success in collaboration across traditional functional and
geographic area boundaries.

Strategic Vision

CeA PDT

Soirces for 2001 Strategic Campaign
OM10-1-1 information USACE Integrated Strategic Plan

OM10-1-3 Civil Works Strategic Plan
Organization Charts Military Programs Planning Documents
Web Pages Real Estate Strategic Plan

2002 Manpower Management Survey Research and Development Strategic Plan
USACE 2012 Study USACE 2012 Study
2003 Functional Area Assessments 2003 Process Committee 2012 Report
2003 Strategic Sourcing 2003 Strategic Sourcing
N
N M

Baseline Target
Work Environment Work Environment

Figure 2.5. TWE analysis

The TWE (Figure 2.5) can be painted from Strategic Plans developed by the Program
Areas of Civil Works, Military Programs, and Research and Development. The USACE
2012 Process Committee Report and Strategic Sourcing Plan are also reliable
indicators of changes in business functions in the near future. Critical thinking applied to

18 Chapter 2 — Business Reference Model (BRM)



CORPS ENTE| E ARCHITECTURE .
APRIL 2005

the various inputs about the TWE revealed that the initiatives outlined in the strategic
plans were the most critical elements to monitor and support. These initiatives are the
areas where the organization rises above the normal operational mode to improve
efficiencies and/or customer satisfaction. The PDT states that:

“The Target Work Environment focuses on business functions and subfunctions
that transcend organizational structure and work location.”

2.5.6 USACE IT Investments Supporting Migration to the TWE

The Chief Information Officer (ClO) focuses on a select group of
enterprise-level IT Investments to enable a smooth migration to
the TWE. For budget year 2005, the CIO requested IT Program
Managers to prepare business cases that clearly mapped the
following eight IT investments to the President’s Management
Agenda and USACE Strategic Plan:

e Acquisition Services Program

e Asset Management Services Program

e Business Management Tools Program

e Consolidated IT Infrastructure/Office Automation/Telecommunications

e Emergency Preparedness and Response Program

e Financial Management Services Program

¢ Real Estate Management Program

e S&E Technology Program

For budget year 2006, the CIO expanded the breadth and depth of this mapping/
migration requirement to increase granularity of investment details related to 16
individual IT projects (business cases) within the eight programs established for
FY2005. The following list and rest of the main text of this report provide general
discussion and migration strategy; state assumptions; present contributions toward
USACE Strategic Goals; demonstrate support of the President’'s Management Agenda;
and clearly demonstrate how this investment will reduce costs or improve efficiencies.

e Architect-Engineer Contract Administration Support System and Construction
Contractor Appraisal Support System (ACASS/CCASS)

e Asset Management Services Program (AMS)

e Automated Personal Property Management System (APPMS)

e Consolidated IT Infrastructure/Office Automation/Telecommunications (I/OA/T)

e Corps Enterprise Architecture (CeA)

e Corps Water Management System (CWMS)
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e Emergency Preparedness and Response Program (EPRP)

¢ Financial Management Services (FMS)

¢ Knowledge Management Environment (KME)

e Operations and Maintenance Business Information Link (OMBIL Plus)
e Project Management Information System Il (P2)

¢ Real Estate Management Program (REMP)

¢ Resident Management System (RMS)

e Science and Engineering Technology (SET) Strategy - Common Delivery
Framework (CDF)

e Science and Engineering Technology (SET) Strategy - Enterprise Geospatial
Information Systems (eGIS)

e Science and Engineering Technology (SET) Strategy — Modeling Tools

2.5.7 Budget Year 2006 Architectural Alignment and Assessment

An Architectural Alignment and Assessment of Major Enterprise-level IT Investments
was conducted in August 2004. Sixteen business cases were studied to validate IT
support to USACE business needs (Reference Civil Works Strategic Plan, dated March
2004, http://www.usace.army.mil/civilworks/hot_topics/cw_strat.pdf) and support to the
President's Management Agenda (Reference President’s Management Agenda, 2000,
http.//www.whitehouse.gov/omb/budintegration/pma_index.html). Figure 2.6 illustrates
where these 16 business cases are considered valuable contributions to reaching Civil
Works Strategic Goals and business objectives.

The CeA, in tandem with USACE 2012, is the modernization blueprint for mapping IT
investments to business needs.

More detailed mapping of IT Investments can be found at Appendix |. Table 2.1
provides a sampling of data.
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PMA - Expanded E-Gov

Contributes to, and participates in, E-Gov
initiatives rather than creating redundant, or
agency-unique, IT projects

Modernization blueprint that focuses IT investments
on important agency functions and defines how
those functions will be measurably improved

Figure 2.6. Contributions of IT business cases to Civil Works Strategic Goals/Objectives

Table 2.1. Excerpt of IT Investment Mapping

CW Goals and
Business

Supporting, Major
Enterprise-level IT
Investments

IT Investment Support to President’s Management

Objectives

Objective 1.2. Corps Water Management
Support the System (CWMS) is a Web-
formulation of enabled decision-support and
regional and analysis tool, used to support
watershed USACE water control
solutions to management staff. This
water resources |automated information
problems. system makes decision data

readily available to chain of
command, public input
process for 700 reservoir and
lock and dam projects.
CWMS is required to operate
24/7 to meet the authorizing
legislation and administration
policies.

Agenda

CWMS supports the President's Management Agenda goal,
"Expanded Electronic Government,” specifically addressing
two objectives:

1. “Share information more quickly and conveniently
between the Federal and State, local, and tribal
governments.” CWMS provides Web-based, Internet-
accessible standardized water management information of
river flows, stages, and reservoir operation plans;

2. “Automate internal processes to reduce costs internally,
with the Federal government, by disseminating best
practices across agencies.” CWMS outputs have been
designed for joint exchange and use among Federal
agencies, including the National Weather Service,

U.S. Bureau of Reclamation, U.S. Geological Survey,
Tennessee Valley Authority, and several other Federal
agencies.
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2.5.8 USACE Data and Information Migration Plan for Achieving the Target Work
Environment

TWE implementation efforts will focus initially on strategic business needs that can
benefit from developing integrated databases that reside within an inner core. A
common interface layer surrounding the managed database core will enable legacy
applications to access the data using standardized, flexible, and reusable software
modules designed specifically for this universal purpose. Program management and
regional customer service are two key business areas that will potentially benefit from
this approach.

As mentioned earlier, the TWE focuses on business functions and subfunctions that
transcend organizational structure and work location. The Target Value Chain combines
Civil Works, Military Programs, and Research and Development into a single primary
business function called Missions.

The primary difference between the Baseline BRM and Target BRM is in the business
practices. The Baseline BRM business practices are defined and implemented vertically
by primary business function where each USACE organization controls and maintains
the information produced with limited information sharing across the enterprise.

The following USACE business initiative listing provides an example of how TWE
business processes and IT investments will be implemented around business functions
and not organization structure:

e Strategic Plan
— Program Management (PMBP)
— Business Information
— Inventory
— Watershed
— Environment Support for Military Installations
— Vulnerability and Loss Reduction
— Corporate Issues Management Process
— Communications
— Regulatory Process
— Financial Budgeting
— Streamline Acquisition Process

¢ Information Technology
— IT Infrastructures
— Technology Insertion
— Information Assurance
— IT Investment Portfolio Mgmt
— e-Government

¢ Knowledge Management
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¢ Human Resource Mgmt
— Manpower
— Skill Registry
— Recruitment Service
— Lessons Learned
— Career-long Learning
— Mentoring/Coaching

e Science and Engineering
— World-Class Public Engineering

After the establishment of this target architecture, USACE developed a series of
program-level IT migration plans and held discussions to consider cross-cutting impacts
and considerations. Those discussions are summarized in the following paragraphs.
Program and project milestones and strategies can be studied in more detail from the
CeA Web site (https://cea.usace.army.mil).

The Migration Plan is intended to provide the azimuth and general management
parameters for the TWE. The individual paths and methods to reach the TWE will be left
to the discretion of the IT Program Managers with responsibility to provide oversight to
all IT investments.

All IT initiatives in the near term should contribute toward creating an IT environment
that is more responsive to the demands of changing business needs, able to store and
manipulate dramatically larger volumes of data; adopts to new and more efficient
technologies with minimal disruption; and provides adequate technology for
administering new USACE programs.

Migrating from current USACE systems environment and infrastructure to the TWE will
necessitate IT program and project implementation planning, coordination, and
diligence in execution to ensure success. This migration will be phased in over a multi-
year time horizon, based upon an evolutionary implementation plan. The PDT
recognizes that implementing a target CeA is an evolutionary process, and that it must
continually balance conflicts that will inevitably arise between meeting ongoing business
needs with immediate technology solutions in the current environment and the long-
term CeA goals.

2.5.9 Data Migration Considerations

Tomorrow’s USACE worker and customers must access information where they work.
Their workplace may be in the field, in a telecommute environment, home, or while on
travel. As workers locate further out from the standard office environment, the need for
collaborative means is of paramount importance. Further, USACE workers and
customers need timely access to accurate information in support of their work, and they
need accurate, timely, and complete responses to submitted work, requests for service,
and information exchange.
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The PDT envisions a CeA that manages data as the corporate resource. All operational
business functions can be seen as data operations, whether the function is engineering,
civil works, military programs, financial management, or scientific research queries. By
optimizing information management, the CeA will improve the efficiency of all processes
dependent on information flow. This optimization depends upon structuring the data so
that searches through the data are rapid, and upon structuring the interfaces to the data
so that communication of data to and from business functions is efficient and well
defined. This results in an information-centric model, and allows for future collaborative
initiatives for USACE and the Federal Enterprise Architecture Framework (FEAF).

The CeA conceptual enterprise data model (see Chapter 4, Data and Information
Reference Model) is one based on universal data model concepts. These concepts are
designed to produce standard and flexible models that are not drastically affected by
enterprise business changes. The model is structured in a manner that permits the
integration of USACE enterprise data efficiently in support of all of the USACE business
operations, knowledge and content management, unstructured and structured, data and
geospatial functions and data. The means required to transition to this type of structure
and its underlying principles are as follows:

a. ldentify and define enterprise data objects. All of the data objects required to
perform USACE enterprise functions must be defined and mapped to specific
locations, organizational structures, and applications.

b. Establish a data management presence. Policies and procedures to manage
data as an enterprise asset need to be established, promoted, and maintained.
These data management functions cover data definitions, naming, data retention,
data accessibility, data retirement, etc. These should also address the process of
data conflict resolution in the USACE data environment.

c. ldentify data users and stewardship. All of the users and stewards of any data
object should be defined and identified with specific roles associated at any time
during the life cycle of the data object.

d. Develop the enterprise data model. This data model needs to be extensive
enough to cover all of the data used by USACE, sourced either externally or
internally. This data needs to cover “back office” data, geospatial data, and all
types of USACE unstructured data.

e. Develop data quality processes and procedures. These are policies and
procedures that define and test, on an ongoing basis, data content and data
management policies and procedures. These policies and procedures must be
supported with metrics for data consistency, accuracy, timeliness, completeness,
and validity.
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f. Define and select enterprise support tools. Consistent with the concept of
maximizing the database structure for flexibility, appropriate support tools (data
modeling, database build, quality measurement tools, etc.) need to be evaluated,
selected, and implemented.

g. Define the enterprise data migration strategy. An enterprise data migration is
an iterative, ongoing process that builds a universal data model to meet all
USACE data needs.

e Rank and select the functional area of greatest Return on Investment (ROI) to
USACE.

e Forward engineer the enterprise database.

o Alternatively, establish one of the current systems as the enterprise data and
plan the long-term migration of that enterprise database to the constructs and
principles embodied in the USACE enterprise data model.

h. Implement the migration strategy. The migration strategy must be carefully
planned and designed for implementation, over time, as USACE legacy
databases are retired.

2.5.10 Risk Management During Migration

The need is clear for standardization of USACE business practices and asset
management, particularly as it moves toward the objective organization. Risks and
problems in transitioning workloads between contractors decrease with increased
standardization in business methodologies.

Strategic and tactical planning of the business, technical, and organizational aspects of
implementing a CeA has been ongoing throughout the CeA effort. No change occurs
without risk, and change of the magnitude needed to implement a CeA fully is not
without its share of risks to the business, the technical aspects, the environment, and
personnel. Deliberate and ongoing planning, analysis, execution, and evaluation of the
effort using a phased approach to implementing the target CeA permits the PDT to
anticipate and manage risk. Its plans will be subject to continual refinement as the PDT
considers outcomes and implications of subsequent phases for the changing business
and IT environment. Progress toward achieving the target environment, changes in the
strategic outlook driven by dynamics in the business environment, and details of the
tactical steps will be reflected in each annual submittal of USACE Exhibit 300 budget
submissions to the OMB.

2.5.11 Inputs for Defining the Target Work Environment

These CeA PDT researched and analyzed a wide variety of strategic direction
documents and other information sources to arrive at the 13 TWE end states mentioned
earlier. References included but were not limited to:
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USACE Integrated Strategic Plan

CW Strategic Plan FY 04-09

MP Strategic Plan

RD Strategic Plan

RE Strategic Plan

HR Modernization Planning Documents
USACE 2012 Implementation Plan
CEEIS Modernization Planning

8 OMB Business Cases

Regional Campaign Plans

Competitive Sourcing PMP

CPIC AIS Presentations

e-Gov Initiatives/USACE e-Gov Reviews
e-Corps Project Management Plan (PMP)
DoD Joint Technical Architecture

Principal Assistant Responsible for Contracting (PARC) Web Page

The USACE 2012 Implementation Plan (“USACE 2012: Aligning the U.S. Army Corps of
Engineers for Success in the 21st Century,” http.//www.hqg.usace.army.mil/stakeholders/
Final.htm) serves as the modernization blueprint for reengineering business processes
and making IT investment decisions. The paragraphs that follow are excerpts from the
2012 Implementation Plan:

26

Act as “One Corps”: Align and operate as one Corps with the primary
responsibility, authority, tasks and activities at each echelon commensurate with
the appropriate role. Promote the concept of mutual-interdependence throughout
the organization while aligning expertise with the work.

Act as “One Headquarters”: HQUSACE and the Division echelons are aligned
and operate seamlessly as one headquarters and issues are resolved after only
one staff level review. The lowest level possible is empowered to action.
Functions at each level add value and eliminate redundancies. Program
oversight and integration occur at the Washington Headquarters and program
management takes place at the Regional level.

Washington Headquarters Focus: Washington Headquarters is focused
primarily on strategic learning, planning and direction, national relationships,
policy development and creating conditions for success of the entire
organization.

Chapter 2 — Business Reference Model (BRM)



CORPS ENTE| E ARCHITECTURE .
APRIL 2005

Division Office Focus: Division Offices are focused on creating conditions for
success that enable the achievement of missions within the RBC through the
accomplishment of Command and Control, Regional Interface, Program
Management, Quality Assurance and operational planning and management of
the RBC.

Actualize the RBC: The RBC is used to effectively and efficiently utilize regional
resources and expertise through the concept of mutual-interdependence.

2.5.12 Major Process Changes (Excerpts from 2012 Implementation Plan)

National and Regional Program Management: Appropriations are managed at
the national level and regions manage regional programs and funds.

Checkbook Funding: Funding should be provided to enable offices to purchase
necessary expertise and services when there is an insufficient requirement for a
continuous level of effort or service.

Eliminate certification of DD1391: The Assistant Secretary of the Army
(Installations and Environment) (ASA-I&E) direction to conduct planning
charrettes for all Army Military Construction (MILCON) projects included in the
Program Objective Memorandum (POM) creates a redundant requirement for
DD1391 certification. DD1391 certification can still be accomplished at the
District level for those projects that have not been programmed based on a
planning charrette.

Army MILCON Design Directives: Regions will issue design directives on all
Army MILCON projects.

Army MILCON Reprogramming: Regions will request MILCON reprogramming
authority and approval directly from Office of the Assistant Chief of Staff for
Installation Management (OACSIM). Washington level HQs will be informed the
action is occurring but will not be in the process flow.

Regions Manage Army MILCON Project Funds: Regions will obtain project
funds directly from HQs Washington level Directorate of Resource Management.
This includes construction and Planning and Design (P&D) funds. Washington
level HQs will manage at the appropriation level and the regions will manage at
the project level. P&D funds will be allocated by Washington level HQs on a
regional basis. The Regions will allocate and manage on a District basis.

Regional Support Centers: Many of the support functions recommended the
establishment of Regional Support Centers for their specific function. This
concept has merit on a broad scale and Regions are encouraged to evaluate the
concept for all Regional functions, support and mission. It appears that regional
processes could be streamlined significantly in some functional areas.

Programmatically Fund the “Reconnaissance Phase” of the Civil Works
Planning Process: Establish reconnaissance studies similar to the current
Continuing Authorities Program. Congressional action will be required.
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Provide 100 Percent Federal Funding for the Feasibility Phase of Project
Implementation: Seek Congressional Modification of WRDA 86 to remove the
feasibility study cost sharing requirement.

Build and Defend the Civil Works Program around Business Lines: In
FY 05, the Corps of Engineers is developing its budget based on the nine water
resources business lines. This initiative should be continued.

Reconstitute Project Cooperation Agreements (PCAs) as Partnering
Agreements executed at the District Level: This would eliminate months, if not
years, from the civil works process and address the number one partner and
customer complaint about our civil works process.

Actualize the Regional Business Center: Focus Washington Headquarters
and Division Offices on their appropriate missions and align resources to truly
actualize RBCs.

2.5.13 Organizational Design Concepts (Excerpts from 2012 Implementation Plan)

28

Regional Business Center (RBC): The Corps is moving toward the RBC
objective state defined in the RBC 2012 Concept Paper, March 24, 2003. The
basic premise is that the Corps will operate more interdependently within each
region. Each district will no longer need to perform every function; the Corps will
have technical centers, regional metrics, regional support functions that serve
multiple districts, and one CEFMS database. For example, one CEFMS database
for each region is necessary to actualize the RBC, as it will allow direct charging
to projects within a region, streamline internal funds management processes, and
promote collaboration. As the Corps defines what it does within each functional
area, it is essential that the evolving "doctrine" be recognized, particularly as
defined in the role of the RBC. Both Washington Headquarters and Major
Subordinate Command (MSC) Headquarters processes must be designed to
maximize support of district tactical level work, while efficiently leveraging all
available resources of the Corps.

Regional Support Teams: Significant cultural changes and minor structural
changes are necessary to break the existing three-echelon and competing-
stovepipe paradigms necessary to operate as One Corps and One
Headquarters. Cultural changes will take place over time as we stop competing
internally between programs and begin to behave as “One agile team, capable of
operating virtually as a learning organization.” The structural change that will
support the cultural change is the creation of Regional Support Teams (RSTs),
which will link the Washington and Regional Headquarters into one and create
synergy among all programs. RSTs will be focused on the execution of programs
for major Corps mission areas including Civil Works, Military Construction,
Installation/Interagency/International Support, Environmental, Real Estate, and
Research and Development. The teams will be assigned to the Washington level
HQs and will be duty stationed in Washington, but they will represent the voice,
concern, and conscience of the Regions. They will be empowered to work issues
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with any level of the USACE organization necessary to resolve the issue in an
expeditious and timely manner.

e Support Functions: In the context of Executive Direction and Management
(ED&M), "mission" equates to direct program oversight, and “support” is the
indirect services that facilitate that program oversight. For purposes of this
analysis, the General Expense (GE) & Operations and Maintenance (OMA)
ED&M resources assigned to Military Programs, Civil Works, Real Estate, and
Research and Development are assumed to be direct “mission” assets. All other
functions are defined as “support.”

Utilizing USACE 2012 considerations listed above, two primary organizational models
for support functions (Figure 2.7) were developed:

Support Organization Model A Support Organization Model B
LemmmmTTI = e
ONEHQ. -~ Washington oL
’// ‘Q \\‘
: O ,'

1
1
1

4 T N
/ I N
\ District A1,/ Distric&,ﬂ Distr\icg Disteict X2

~
S~

Figure 2.7. Organizational Models for Support Functions

e Support Organization Model A (National Focus) was designed to provide
support services that can most effectively be provided at the national level,
utilizing centrally managed national assets. Under this concept, individuals and
their work assignments would be managed by the functional lead located in the
Washington Headquarters. This model requires all personnel to be included in
the Washington level HQs manning document. Individuals would be forward
deployed to other locations as needed. There may or may not be a physical
presence at each location.

e Support Organization Model B (Regional Focus) was designed to provide
support services that are best provided regionally, that are part of the “business
of doing business” in the RBC. Under this concept, individuals and their work
assignments would be coordinated by and be under the oversight of the
functional lead located in the RBC Headquarters. Only ED&M personnel would
be physically located in the RBC Headquarters. Most assets would be forward
deployed to serviced locations. Supervisory relationships between the functional
lead and the serviced organization can be tailored depending upon the specific
function being performed. The functional lead in the RBC would generally report
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to the Deputy Division Commander. The functional lead in the RBC would retain
a staff-to-staff relationship with the functional lead in the Washington HQ, much
as it is today. For example, this type support organization is currently functioning
in the U.S. Army Engineer Research and Development Center (ERDC), although
the funding is less complicated as there is no differentiation between ED&M and
other funding sources. There is one Chief, Resource Management (RM)
responsible for providing support to all of ERDC's seven laboratories. Functional
team members are present at each of the locations although they do not all
perform the same functions at each location. There is a direct reporting
relationship between the Chief of Resource Management and the director of
ERDC and a staff relationship between the ERDC Chief of RM and the USACE
Director of RM.

2.6 USACE Functions and Subfunctions Mapping to the FEA Business
Reference Model

The OMB requires all Federal agencies to map their individual Lines of Business (LOB)
and subfunctions to the Federal Enterprise Architecture (FEA) LOB and subfunctions.
USACE BRM business functions directly map to the FEA BRM at the USACE 2nd level
subfunctions (not shown in Figure 2.7). Table 2.2 provides a representative sampling of
the subfunction mapping to FEA subfunctions. This list also shows the information
source used to make this determination. As shown, the PDT referred to the USACE
1984 Information Systems Plan (ISP), which was the last time enterprise-level business
processes were identified and validated by business owners. The 2003 USACE
Strategic Sourcing was also used as a reference point to consider present-day
subfunctions being conducted. The Strategic Sourcing Work Breakdown Structure
(WBS) was particularly useful to understand subfunctions at the District level. See
Appendix E for full listing and subfunction crosswalk.

As mentioned in the previous paragraph, OMB requires all Federal agencies to map
their individual LOB and subfunctions to the FEA LOB and subfunctions. Table 2.2
shows the direct mapping of USACE subfunctions to FEA subfunctions. The LOB is the
higher-level crosswalk between individual Federal agencies business and the general
crosscutting LOB at the Federal level. The PDT has developed the chart in Figure 2.8
as the starting point for aligning USACE LOB with the OMB FEA-prescribed LOB. It
should be noted that this LOB crosswalk is notional at best until validated by USACE
senior leaders. This work will continue to ensure USACE business owners have a good
reference point for work being done by USACE in comparison to work being done by
other Federal agencies.
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Table 2.2. Sampling of Subfunction Mapping to FEA Subfunctions
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Figure 2.8. Chart for aligning USACE LOB with FEA LOB
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OMB has established four specific FEA BRM Business Areas that require mapping from
individual Federal agencies:

e Services for Citizens (the purpose of government)
¢ Mode of Delivery (the mechanisms the government uses to achieve its purpose)

e Support Delivery of Services (the support functions necessary to conduct
government operations)

e Management of Government Resources (the resource management functions
that support all areas of the government’s business)

Figure 2.8 shows the mapping process. Figure 2.9 shows the PDT’s best effort at
aligning USACE LOB to FEA LOB. See Appendix F for full LOB listing and subfunction
crosswalk.

32 Chapter 2 — Business Reference Model (BRM)



CORPS ENTERPRISE ARCHITECTURE .
APRIL 2005

US Army Corps of
Engineers
Services for Mode of Delivery Support Delivery Mégigfﬁ:;ff
Citizens (1) @) of Services (3) Resources (4)

R

Community & Public .GOOdS Controls & Administrative
H| Social Services Creation & Oversight (01) Management (01)
(01) Management (03) 9 9

| | Disaster E?::;Iii:g; Legislative Financial
Management (04) Management (02) Relations (03) Management (02)

Regulatory
Compliance &
Enforcement (04)

Planning &
Resource
Allocation (04)

Public Affairs (05)

Regulatory
Development (06)

Human Resource
Management (03)

Education (06)

Energy (07) \

Environmental
Management (08

Information &
Technology
Management (04)

|

Supply Chain
Management (05)

Revenue
Collection (07)

Homeland
Security (11)

International
Affairs &
Commerce (14)

Law Enforcement
(15)

Litigation &
Judicial Activities
(16)

Natural
Resources (17)

Transportation
(18)

Figure 2.9. USACE Lines of Business Mapping to the Federal
Enterprise Architecture Lines of Business
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2.7 USACE Business to Information Technology Support Context

Depicting USACE LOB and subfunctions, and mapping them to the FEA are helpful but
not the main purpose for developing the USACE BRM. To understand and improve the
way IT supports USACE vision, missions, and business functions requires mapping at
the sub-subfunction (or activity) level. The PDT puts it this way:

“Comprehending the consequences of choices being made about USACE
business functions and IT support requires mapping relationships of inputs,
outputs, controls and mechanisms at the activity level.”

The PDT developed a series of diagrams to illustrate inputs, outputs, controls, and
mechanisms (ICOM) at various operational levels to ensure closer examination at the
lowest level was done in concert with higher level ICOM. The charts describe the ICOM
process for the USACE primary business functions. Figures 2.10 and 2.11 reflect the
ICOMs affecting USACE and their impact on a single business function (between
Baseline Work Environment Primary Business Function of Civil Works, Military
Programs, and Research and Development Programs). Validation has been
accomplished with most, but not all business owners. This work will continue. See
Appendix G for full-size, easy-to-read versions of ICOM charts.

Federal Mandates N

Federal Regulations

Federal
Agency

International

International,
State & Local Funding

Federal Funding
Request for Service USACE

YSACE Services

Civilian Employees %

Payment )

Public

NODE: A TITLE: USACE Context Diagram NO.: 1

Figure 2.10. ICOMs affecting USACE
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Materials MP Equipment & Materials
NODE: A1| TITLE: USACE Level A1 - Deliver Programs NO.: 3

Figure 2.11. Impact of ICOM on a single business function

Figure 2.11 shows ICOM exchanges between Civil Works, Military Programs, Real
Estate and Research and Development Programs (see Value Chain diagram in

Figure 2.2).

2.8 USACE High-level Business Functions Inputs, Controls and
Mechanisms

The high-level functions ICOMs are the lowest level scope for the initial CeA
development task. Additional levels of understanding about ICOMs at lower levels are
necessary and will be continued in later CeA development efforts. Figure 2.12 shows
one example of one functional area identified on the Value Chain. See Appendix G for
full-size chart and ICOM spreadsheets of remaining functional areas.
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Figure 2.12. Example of one functional area identified on the Value Chain

2.9 The Target USACE Work Environment Worksheet

The TWE worksheet (Table 2.3) was used to focus on business functions and
subfunctions that transcend organizational structure and work location. It was observed
that the USACE Value Chain and BRM will remain very similar to the Baseline work
environment except that the Target Value Chain will combine Civil Works, Military
Programs, Real Estate, and Research and Development into a single primary business
function called “Programs.”

The primary difference between the Baseline BRM and Target BRM is in the business
practices. The Baseline BRM business practices are defined and implemented vertically
by primary business function where each USACE organization controls and maintains
the information produced with limited information sharing across the enterprise.

The worksheet in Table 2.3 provides a sample of USACE initiatives that move the
organization closer to the TWE. See Appendix H for full listing.
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Table 2.3. TWE Worksheet for Business Functions and Subfunctions

Primary Business Function

Initiative

Source Document

Source Document Section

As-Is

To-Be

Programs

Program Management
(PMBP)

USACE Campaign Plan

Process, Strategy 1.2 & 1.3

MP 2012, May 2003

Goal 6

CERE 2012, April 2003

Process, Objectives 1.1,1.2,
4.1,3.2-5

Communication Objective
22

by Project (PROMISE)

by Enterprise (P2 and Regional
Management Board)

Business Information

USACE Campaign Plan

Process, Strategy 2.3

by Enterprise (OMBIL-+)

by Enterprise (OMBIL-+)

Inventory USACE Campaign Plan Process, Strategy 2.3 by functional area (FEM, |Enterprise Asset Management
NID, REMIS, etc.)
Watershed USACE Campaign Plan Process, Strategy 3.1 by project managed Watershed Solutions

CW Strategic Plan
FY 2004-2009

plan details As-Is and To-Be as
well as implementation strategy)

(note:

Strategic Goal 1-3, Section 4
(Goals and Objectives),
Section 5 (Implementation &
Evaluation)

(Regional Watershed Planning Tool)

Environmental Support for
Military Installations

USACE Campaign Plan

Process, Strategy 3.3

MP 2012, May 2003

Goal 3

limited support by project

regional, holistic assessments
leading to projects

Vulnerability and Loss
Reduction from Natural and
Man-made disasters,
including terrorism

CW Strategic Plan

FY 2004-2009

(note: plan details As-Is and To-
Be as well as implementation
strategy)

Strategic Goal 4, Section 4
(Goals and Objectives),
Section 5 (Implementation &
Evaluation)

by project

1)Integrated life-cycle management
of emergency management
programs

2) Provide critical infrastructure
protection for Civil Works facilities
and seamless infrastructure
protection within the Corps

Corporate Issues
Management Process

USACE Campaign Plan

Communications, Strategy
4.2

ad hoc issues
identification &
Resolution

Corporate Issues Management
Process

Improve Communications
with External Partners,
stakeholders, & Customers

USACE Campaign Plan

Communications, Strategy
3.1&32

CERE 2012, April 2003

Process, Objective 1.5, 2,
4.2, 4.4, 4.5 Communication
Objective 2

Ad hoc Communications

Enterprise-wide Communications
Process

Regulatory Process
(simplier, transparent,
consistent)

USACE Campaign Plan

Process, Strategy 3.2

Duplicate Permit &
Mitigation Requirements
imposed on non-Federal
O&M Sponsors

eliminate duplicate permit and
mitigation requirements imposed on
non-federal O&M Sponsors;
increase using Special Area
Management Plans

References Used in Developing Baseline and Target Work Environment

e USACE Strategic Vision: http.//www.hq.usace.army.mil/cepa/vision/vision.htm

e USACE 2001 Strategic Campaign:
https://corpsinfo.usace.army.mil/mp/n/50th/CampaignPlanUpdate8May01.pdf

e Program Area Strategic Plans —

e Organization Charts

e Human Resource Requirements to Execute the Mission

USACE 2012
2003 Functional Area Assessments
2003 Process Committee 2012
2003 Strategic Sourcing
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Military Programs
Real Estate Strategic Plan
Research and Development Strategic Plan
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— 2002 Manpower Management Survey
e CeAPRM
e FEA BRM: http.//www.feapmo.gov/feaBrm2.asp

BRM work products (sometimes referred to as artifacts) developed by the PDT to better
understand the Baseline and Target work environments include

e USACE Enterprise Statement and Value Chain Diagram
e Graphic and Narrative for the Baseline and Target Work Environments
e USACE Business Functions and Subfunctions

e USACE Subfunctions Mapping to CeA PRM Metrics (Currently under
development)

e USACE Functions and Subfunctions Mapping to the FEA BRM
e Calendars of CeA-related Events

e CeA Governance and Management Tools
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Chapter 3 — Performance Reference Model (PRM)

The PRM provides a standard performance
measurement framework designed to

Enhance available performance information
e Better align inputs with outcomes

Identify improvement opportunities across organizational
boundaries.

The CeA PDT is prescribing the FEA PRM framework recently
released to Federal agencies. The PRM uses standard IT
performance indicators, which can be new or coincide with those
already in use, and can be tailored or “operationalized” to the specific environment.

DRAFT PERFORMANCE REFERENCE MODEL (PRM)

Strategic Outcomes

Méssion and Cllaxstorlner

usiness esults s : pore
Results sy OUTCOMES: Mission and business-critical
-Services for Citizens Ssa;irsvfifeﬁggvaa . results aligned with Levels 1 and 3 of the
PouppOTLER NSV Timelness & ° BRM. Results measured from a customer
Ma t of Responsiveness -

Govrc]aargﬁ':ﬁtn Rgsources «Service Quality perspective.

+Financial «Service Accessibility

OUTPUTS: The direct effects of day-to-day
Processes and Activities activities and broader processes measured
+Financial *Quality : R H
+Productivity and Efficiency  *Management & Innovation as driven k?y desired outcomes. Aligned
«Cycle and Resource Time with Level 2 of the BRM.
/ \
Technolo Other Fixed
People o L Assets INPUTS: Key enablers measured
Qo e ton & “Quality & Effciency “Financal through their contribution to outputs —
y ; g «Information & Data +Quality, Maintenance, & i
Een;rlg;t,r::rge 2 gsge;z:? “Reliabilty & Avaiabiity i and by extension outcomes
+Employee Ratios «User Satisfaction +Security & Safety
Utilization

Value

Figure 3.1. Draft PRM
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The PRM components are shown in Figure 3.2 (see Appendix N for readable version).

Federal Enterprise
Architecture
Performance Plan

USACE
Performance
Plan(s)

Consolidated
Command
Guidance

Service for Citizens Support Delivery of Management of
Performance Services Government
Measurement Measurement Resources

Categories Categories Measurement
O (3) Categories
®)
Performance Performance Performance
Indicators Indicators Indicators
M Q) M

Definitions and
Standards

Definitions and
Standards

Definitions and
Standards

Figure 3.2. PRM components

3.1 Baseline Performance Reference Model

The current USACE PRM version covers the performance measurement for business
subfunctions and their results. USACE Baseline architecture identified twelve primary
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business functions: Civil Works, Military Programs, Real Estate, Research and
Development, Legal Service and Internal Review, Information Technology
Management, Resource Management, Others, Acquisition Management, Logistics
Management, Human Resource Management, S&E. As of September 2003, only Civil
Works, Military Programs, Real Estate, and Research and Development will be
implemented. Tables 3.1 and 3.2 show two USACE business areas: Business
subfunctions and Business sub-subfunctions (as described in the BRM):

Civil Works

Table 3.1. PRM Business Subfunctions

Primer Business Function Subfunctions

Manage Civil Works Program Development & Execution

Direct Civil Works Operations & Maintenance

Military Programs

Military Construction

Installation Support

Environment Restoration

Interagency and International Support

Direct Real Estate Activities

Provide Real Estate service for Natural Disaster Relief

Research and Development

Directs the Research and Development Programs

Primer Business

Function

Table 3.2. PRM Business Sub-subfunctions

Subfunctions

Sub-subfunctions (Also referred
to as business lines)

Civil Works

Manage Civil Works Programs
Development & Execution

Provide Strategic Direction

Direct Civil Works Policy/Planning

Direct Civil Works Operations &
Maintenance

Navigation

Flood Control

Emergency Management

Environment

Regulatory

Recreation

Water Supply

Hydropower

Works for Others

One of the key PRM work products will be a chart mapping the performance metrics to
business functions, as shown in Table 3.3. See Appendix | for a readable version.

Table 3.3. Chart Mapping Performance Metrics to Business Functions

Chapter 3 — Performance Reference Model (PRM)
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PROGRAMS Conponent Functions Indicator and Source Data [ [ [ [ [ [ [ [ [ [ [ [ [ [ [
&
& o
US Army Corps & Y &
of Engineers & &
Use of project management plans and
inclusion of quality objectives as elemental
tools of the corporate project management Rating
1|Project Plans business process Criera

2

Opearaions and Maintenance,
General

[Actual expenditure of funds evaluated as a
percentage of the schedule expenditures
reflected in the 2101 basic schedule and
compared to an expenditure goal of 100%
with a deviation of 2%

Rating
Criteria

Benefits

BCR

et Benefits

Impact of Budget Cut/Growih Arrest
(GI)

Impact of Budget Cut/Growth Arrest

(c61
Impact of Budget Cut/Growth Arrest
(03

BCR. Short Team

Damages Prevented/Dollars expended.
Long Term

Planning Response Tear Capacity

Levee Inspections Performed

Federal Levee Inspections

Restoration of Damaged Levees

Correction of Federal & Non- Federal
Project Deficiencies

Customer satisfaction

[Acres with completed nafural resource
|and cultural

[Acres with Master Plans in accord with
goveming

# of record Decisions Signed

# of FUSRAP Sites Closed

Quantity of contaminated material
remediate

[Acres/iiver miles contributing no

Pauuna\ environmmt
Sites/acres contributing to special
species habitat

3% of watersheds associated with
operating Corps

[Acres restored that contribute to
national etland goals

# Major Finding Corrected

|# Significant Findings Corrected

% Mitigation Lands where Mitigation
Met

% All permits in 60 days (85%)

% Standard Permits in 120 days (70%)

% Enforcement Resohed (40%)

% Individual Permit Compliance
Iinspections (60%)

% General Permits Compliance
Inspections (20%)

% Mitigaion Compliance Inspections
(Permitted) (25%)

%itigation Compliance Inspections
(Bank & Fees)

Recreation Unit day Availabilty Per
[Year

Customer Satisfaction

3.2 Target Performance Reference Model

Civil Works performance measures are complete. However, the remainder of the
USACE PRM (Figure 3.3) is currently under development. Once the Baseline PRM is
complete, the PDT will identify the remaining business functions measurements and
finish each subfunction or sub-subfunction under each primary business functions
measurement.

The next step in developing the PRM Target will require a detailed PRM structure for
each measurement area, category, and indicators (including operationalized indicators).

42
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: f Measurement . Operationalized
Megastl; ;T::m Indicator Op(i:‘a::g:tzlrlzed Category el Indicator
Extent to 9% of individual % of eligible % of tax filing
which returns filed customers public covered
Support intemediate | electronically Seniice senviced through e-filing
Deliveryof | outcomes # of new # of citizens
Senvices for General Coverage .
customers as | filing taxes
Goverrw % of total electronically
are achip2d customers for the first time
EXiSting Measurement Indi Operationalized
Indicator From Category T Indicator
IRS’ GPRA $ perunitof | $to
Plan products government per
Financial produced or | taxreturn
services processed
provided
Measurement Indi Operationalized
Category ieleE Indicator
#andlor% | #ofinternal
User of ITusers | users satisfied
Satisfaction | satisfied with IRS Free-
Filing

Figure 3.3. Overview of PRM

The ultimate goal of the Target PRM is to align performance information properly for
development, modernization, and enhancement of IT investments with the PRM in
“Performance Goals and Measures.”

A second important work product coming out of the PRM will be a clearly articulated
cause and effect chart that shows relationship between IT inputs, process outputs, and
ultimately business and customer outcomes. A notional example is provided in

Table 3.4.
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Table 3.4. Sample Cause and Effect Chart

Planned
Measurement Measurement Measurement Improvements
Area Category Indicator Baseline to the Baseline
2005 | Mission & Support Delivery | Percent of 41% Increase to 44% | TBD
Business of Services individual tax
Results returns filed
electronically
2005 | Customer Timeliness & Time citizens TBD TBD TBD
Results Responsiveness | save by filing
electronically
2006 | Mission & Support Delivery | Percent of TBD TBD TBD
Business of Services individual tax
Results returns filed
electronically
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Chapter 4 — The CeA Data and Information Reference
Model (DRM)

The Data and Information Reference Model
(DRM) describes, at an aggregate level, the
data and information that support USACE
programs and business lines of operation.
The initial scope of the DRM is to identify and
exchange information about enterprisewide data and
information activities. While there are thousands of actions
where data is generated and used each business day, it is
rare that users ask the questions, “Is the required data
available somewhere already?” or “Could someone else take
advantage of the data being generated for a perceived unique
requirement?”

The U.S. Army Corps of Engineers (USACE) relies on interactive computer-based
systems to identify and assess alternatives, make decisions, solve problems, and
conduct business in general. Data is the principal component that drives the decision-
making process and the quantified representation of information. Data becomes
information when meaning is applied to it. The terms data and information will be used
synonymously in this document. Information is a corporate asset. In fact, it is
information that drives our business process, not applications and technology.
Applications are developed or purchased to manipulate and create new information.
Technology is the enabler that supports applications and the ability to store and deliver
information. It is important that all automation efforts focus on information use and not
just technology. Thus, it is important to manage data according to certain basic
principles:

¢ Avoid duplication in data acquisition. Share data wherever possible via networks
and partnership.
e Look for existing data sets before performing data collection.

e Adhere to existing government and industry data content, access, and delivery
standards.

e Manage data to maximize its use by multiple processes.
e Manage data at the owner level and negotiate access arrangements.

e Require the use of metadata for every data set.
This document provides the reference model for managing USACE data according to
these principles. A reference model is a framework for understanding significant

relationships among the entities of some environment, and for the development of
consistent standards or specifications supporting that environment. Based on a small
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number of unifying concepts, a reference model is a generally accepted abstract
representation that allows users to focus on establishing definitions, building common
understandings and identifying issues for resolution. The CeA DRM provides a
mechanism for identifying the key issues associated with enterprise information
portability, modularity, scalability and interoperability.

The primary objectives of the DRM are to
e Describe, at an aggregate level, the data that support program and business line
operations
e Establish a commonly understood classification of USACE data
¢ Facilitate the identification of duplicative data resources

e Streamline data exchange processes internally, government to government,
government to business, and government to citizen

The DRM is organized in three main sections:

e Baseline and Target Data Environment for selected mission-critical AlSs
e Data Sharing Framework
e Categorization of Data

4.1 Baseline and Target Data Environment for Mission-critical AlS

Both a Baseline Data Environment and a Target Data Environment were defined based
on a review of the data environments for eight mission-critical AlS.
4.1.1 Baseline Data Environment for Mission-critical AlIS

Initially, a USACE Baseline Data Environment was identified based on the data
associated with eight mission-critical systems plus GIS data objects:

e REMIS

e CEFMS

e RMS

e FEMS

e ENGLink

e CWMS

e P2/PROMIS
e OMBIL Plus
e GIS
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More detailed information about each of these systems is provided in Appendix J,
Section J.8.

The intent was to establish a commonly understood classification for USACE data and
begin to identify duplicative data resources, data anomalies, and inefficient structures.
For each of these systems, the following efforts were completed:

¢ |dentified the data types (from the reviewed database structures) used

e Provided a high-level general description of the data and database objects

¢ Indicated the location and number of instances of these data objects

e Provided some indication of the nature of the data sharing, replication, or

extraction of data between the data types

The data models for these eight systems plus geospatial data were reviewed for

1) consistency of structure, 2) application of standards that might have been applied,
3) common data structures and attributes, 4) common relationships, and

5) unnecessary complexity or size. In addition, data was gathered from the location
where the data objects appeared and/or were interfaced, replicated, or exchanged.
Details of this review are provided in Appendix J.

The review showed that data for the eight mission-critical systems plus geospatial data
are highly consistent in terms of use of common structures and definitions, which
implies that standards and data management policies and procedures were employed
at one point. In addition, there is a substantial amount of “shared” data between the
database systems.

Several key data issues or observations that seem to be generally characteristic of the
baseline environment are worth noting:
e Redundant data in the environment.
e Unusually large numbers of tables within key databases (e.g., CEFMS, REMIS).
e Dissimilar data within key databases.

¢ Noninterfaced geospatial data to USACE operational data (e.g., REMIS data
related to geospatial data).

e Seemingly unnecessary replication of data across Districts.
e Significant data synchronization concerns.

e Data access and availability issues for key databases.

4.1.2 Target Enterprise Data Environment for Mission-critical AIS
A three-step process was used to define the Target Enterprise Data Classes:
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o First, USACE defined the 64 Baseline USACE Data Classes and rolled them up
to a “true” enterprise level. The result was that less than 30 data classes, on an
aggregate, spoke to “types of data” at the enterprise level.

e Second, with both of these columns represented in a spreadsheet, a comparison
was made to the Civil Works business area ICOM model to ensure that data
could be reasonably associated with the data represented as being used on the
ICOM models. The idea was to be able to identify any gaps (missing
components) in either the functions/subfunctions or the high-level data objects.
The result to date is a nonvalidated mapping of USACE Target Enterprise Data
Classes to USACE Baseline Data Classes.

e The third step involved adding definitions to the new USACE Enterprise Data
Classes for presentation, validation, approval, and use in work products such as
the USACE Target Enterprise Data Model (the validation is in progress).

The chart provided in Appendix J, Section J.6, depicts the mapping of USACE Baseline
Data Classes to the Target Enterprise Data Classes.

The USACE Target Enterprise Data Model is a “notional” data model in that given the
strategic plans available, it seeks to establish some basic concepts and principles that
can be associated with building and managing data objects in the environment. As
such, it is not geared toward meeting an atomic data and processing requirement. That
will come later when more detail on processes and data have been determined. This
model, in conjunction with the strategic plans, is meant to be used to facilitate the
establishment of principles and guidance in this arena. The data model is provided in
Appendix J, Section J.7.

4.2 Data Sharing Framework

The Data Sharing Framework (DSF) (Figure 4.1) is described in terms of technical
layers whereby each layer provides specific functionality required to make
data/information usable across USACE.

The top level of the framework is the set of USACE applications that require access to
the data. These applications range from simple desktop screening level tools to
commercial GIS software operating on a shared server, to multidimensional models
operating in a supercomputing environment. The challenge is to develop a framework
that will support data accessibility by all of these applications. The layers that compose
the framework are described in Appendix K. Technical standards and guidelines for
system development and acquisition are provided in the CeA-TRM.

This framework is intended to provide a description of the elements that should be
considered when access to a data source is required by multiple USACE applications.
The Data Categorization section, Section 4.3, should be consulted to determine if a
corporate data access solution already exists.
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Figure 4.1. Data Sharing Framework

4.3 Categorization of Data

Digital data is used by USACE to support S&E, Asset Management, Emergency
Operations, Business Management, Acquisition Management, Real Estate, and
Financial Management. This section describes at an aggregate level the data that
support USACE programs and business line operations, establishes a commonly
understood classification of USACE data, and facilitates the identification of existing
data resources. While there could be many different categorization schemes for USACE
data, this categorization was based loosely on the 2005 organization of USACE
Business Cases for OMB. It is expected that the categorization will evolve as users
provide feedback regarding its usefulness. The basic categorization is provided in Table
4.1. The details of each data category are provided in Appendix L.
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Table 4.1. Basic Categorization of Data

Primary Category Subcategory

Science & Engineering

Cost engineering

Structural engineering

Construction specifications

Design

Hydro

Environmental

Infrastructure

Climate

Soils

Landform

Land use/vegetation

Maps/imagery

Real Estate

Appraisal

Planning and control

Acquisition

Leasing

Management

Disposal

Relocation Assistance

Financial Management

Contracts

Labor

Emergency Operations

Project-specific

Scientific

Financial

Geospatial

Personnel

Asset Management

Facilities and Equipment

Personal Property

Infrastructure

Vehicles

Acquisition Management

Construction/engineering contracting

Business Management

Project Management

Civil Works Operations and Maintenance

Construction

50

Chapter 4 — The CeA Data and Information Reference Model



CORPS ENTERPRISE ARCHITECTURE .
APRIL 2005

Chapter 5 — Service Component Reference Model
(SRM)

The Service Component Reference Model
(SRM) will be used to assess automated
information systems and other service

components like IT production and management

tools in use through the organization. The CeA PDT
put it this way:

“USACE Applications and IT tools must be business-driven,
but to understand their relative importance they must be
sorted in some sort of functional framework with
subclassifications, in line with USACE business and/or
performance objectives.”

The SRM will also be used in the development of USACE IT capital investment
business cases the USACE submits to OMB each year as part of the Civil Works
budget submission. As part of each business case, the USACE will map the IT initiative
to the appropriate USACE Service Domain(s), Service Type(s), and Component(s). A
description of how the initiative supports the line of business and subfunctions identified
within the BRM will also be included in the business case.

e Service Domains — Represent the highest level of the SRM. They provide a
high-level view of the services and capabilities that support enterprise and
organizational processes and applications.

e Service Types — Represent a “drilled-down” view of the Service Domains. The
Service Types further categorize and define the capabilities of a Service Domain.
They are intended to define the second level of detail that describes a business-
oriented service.

e Components — Represent the lowest level of the organization as described
within the Service Domain and are depicted visually within the Service Type. Per
the OMB Federal Enterprise Architecture Program Management Office
(FEAPMO) SRM, a Component is defined as “a self-contained business process
or service with predetermined functionality that may be exposed through a
business or technology interface.”

The SRM components are shown in Figure 5.1 (see Appendix O for readable version).
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The SRM is constructed as a hierarchy of Service Domains, Service Types, and
Components as shown in Figure 5.2.

Service Domain

Service Type

Component

Figure 5.2. SRM hierarchy

The SRM is designed to be independent of the USACE business functions. This allows
it to be applicable horizontally across service areas providing a leverageable foundation
for reuse of applications, application capabilities, components, and business activities.
The SRM outlines the following seven main Service Domains of the Federal
Government, was used by USACE to develop the CeA SRM:

Customer Services Domain — Consists of the capabilities that are directly
related to the end customer, the interaction between the business and the
customer, and the customer-driven activities or functions. It consists of 3 Service
Types and 21 Components.

Process Automation Services Domain - Consists of the capabilities that support
the automation of process and management activities that assist in effectively
managing the business. It consists of 2 Service Types and 5 Components.

Business Management Services Domain - Consists of the capabilities that
support the management and execution of business functions and organizational
activities that maintain continuity across the business and value-chain
participants. It consists of 4 Service Types and 20 Components.

Digital Asset Services Domain - Consists of the capabilities that support the
generation, management, and distribution of intellectual capital and electronic
media across the business and extended enterprise. It consists of 4 Service
Types and 25 Components.

Business Analytical Services Domain — Consists of the capabilities that
support the extraction, aggregation, and presentation of information to facilitate
decision analysis and business evaluation. It consists of 4 Service Types and 19
Components.
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e Back Office Services Domain - Consists of the capabilities that support the
management of enterprise planning and transactional-based functions. It consists
of 6 Service Types and 47 Components.

e Support Services Domain - Consists of the cross-functional capabilities that
can be leveraged independent of Service Domain objective or mission. It consists
of 6 Service Types and 31 Components.

These 7 Service Domains comprise a total of 29 Service Types and 168 Components
as illustrated on the following pages. See Appendix J for more detailed information on
Service Types and Components that apply to USACE.

5.1 Customer Services — Service Domain

The Customer Services Domain consists of the capabilities that are directly related to
an internal or external customer, the interaction of the business with the customer, and
the customer-driven activities or functions. The customer Services domain represents
those capabilities and services that are at the front end of a business, and interface at
varying levels with the customer. Figure 5.3 illustrates the USACE Service Types and
Components for the “Customer Services” Domain, described as follows:

e Customer Initiated Assistance Service Type. Defines the set of capabilities
that allow customers to seek assistance and service proactively from an
organization.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Customer Services Domain and Customer Initiated
Assistance Service Type:

— Real Estate Management Program

— Corps of Engineers Financial Management Services Program

e Customer Preferences Service Type. Defines the set of capabilities that allow
an organization’s customers to change a user interface and the way that data is
displayed.

None of the FY05 Business Cases address this Service Type.

e Customer Relationship Management Service Type. Defines the set of
capabilities that are used to plan, schedule, and control the activities between the
customer and the enterprise both before and after a product or service is offered.

Applicable FY05 Business Cases. The following business case submitted for
FYO05 funding pertain to the Customer Services Domain and Customer
Relationship Management Service Type:

— Real Estate Management Program
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5.2 Process Automation Service Domain

The Process Automation Services Domain consists of the capabilities that support the
automation of process and management activities that assist in effectively managing the
business. The Process Automation Services domain represents those services and
capabilities that serve to automate and facilitate the processes associated with tracking,
monitoring, and maintaining liaison throughout the business cycle of an organization.
Figure 5.4 illustrates the USACE Services Types and Components for the “Process
Automation Services” Domain, described as follows:

Process Autom ation

Services

Routing and Tracking and
Scheduling W orkflow
Inbound
Correspondence Process Tracking

Management

Outbound
Correspondence
Management

Casellssue
Management

Conflict
Resolution

Figure 5.4. Process Automation Services Domain

¢ Routing and Scheduling Service Type. Defines the set of capabilities for the
automatic directing, assignment, or allocation of time for a particular action or
event.

None of the FY05 Business Cases address this Service Type.

e Tracking and Workflow Service Type. Defines the set of capabilities for
automatic monitoring and routing of document to the users responsible for
working on them to support each step of the business cycle.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Process Automation Services Domain and Tracking
and Workflow Service Type:
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— Asset Management Services Program
— Business Management Tools Program

5.3 Business Management Services Domain

The Business Management Services Domain consists of the capabilities that support
the management and execution of business functions and organizational activities that
maintain continuity across the business and value-chain participants. The Business
Management Services domain represents those capabilities and services that are
necessary for projects, programs, and planning within a business operation to be
successfully managed. Figure 5.5 illustrates the USACE Service Types and
Components for the “Business Management Services” Domain, described as follows:

¢ Investment Management Service Type. Defines the set of capabilities that
manage the financial assets and capital of an organization.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Business Management Services Domain and

Investment Management Service Type:

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— Real Estate Management Program via REMIS

— Business Management Tools Program

e Management of Process Service Type. Defines the set of capabilities that
regulate the activities surrounding the business cycle of an organization.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Management Services Domain and
Management of Process Service Type:

Science, Engineering and Technology

Real Estate Management Program

Asset Management Services Program

Business Management Tools Program

¢ Organizational Management Service Type. Defines the set of capabilities that
support both collaboration and communication within an organization.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Management Services Domain and
Organizational Management Service Type:

— Business Management Tools Program
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Supply Chain Management Service Type. Defines the set of capabilities for
planning, scheduling, and controlling a supply chain and the sequence of
organizations and functions that mine, make, or assemble materials and products
from manufacturer to wholesaler to retailer to consumer.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Management Services Domain and Supply
Chain Management Service Type:

— Acquisition Services Program

— Asset Management Services Program

5.4 Digital Asset Services Domain

The Digital Asset Services Domain consists of the capabilities that support the
generation, management, and distribution of intellectual capital and electronic media
across the business and extended enterprise. Figure 5.6 illustrates the USACE Service
Types and Components for the “Digital Asset Services” Domain, described as follows:

Content Management Services Type. Defines the capabilities that manage the
storage, maintenance, and retrieval of documents and information of a system or
Web site.

None of the FY05 Business Cases address this Service Type.

Document Management Service Type. Defines the set of capabilities that
control the capture and maintenance of documents and files.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Digital Asset Services Domain and Document

Management Service Type:

— Science, Engineering and Technology

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— Acquisition Services Program

— Business Management Tools Program

Knowledge Management Service Type. Defines the set of capabilities that
support the identification, gathering, and transformation of documents, reports
and other sources into meaningful information.
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Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Digital Asset Services Domain and Knowledge

Management Service Type:

— Science, Engineering and Technology

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— Real Estate Management Program

— ENGLink

— Asset Management Services Program

— Business Management Tools Program

— Corps of Engineers Financial Management Services Program

e Records Management Service Type. Defines the set of capabilities to support
the storage, protection, archiving, classification, and retirement of documents and
information.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Digital Asset Services Domain and Records

Management Service Type:

— Science, Engineering and Technology

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— Real Estate Management Program

— Acquisition Services Program

— Business Management Tools Program

5.5 Business Analytical Services Domain

The Business Analytical Services Area consists of the capabilities that support the
extraction, aggregation, and presentation of information to facilitate decision analysis
and business evaluation. Figure 5.7 illustrates the USACE Service Types and
Components for the “Business Analytical Services” Domain, described as follows:

e Analysis & Statistics Services Type. Defines the set of capabilities that support
the examination of business issues, problems, and their solutions.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Analytical Services Domain and Analysis
and Statistics Service Type:

— Science, Engineering and Technology

— ENGLink

— Asset Management Services Program

— Business Management Tools Program
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Figure 5.7. Business Analytical Services Domain

o Business Intelligence Service Type. Defines the set of capabilities that support
information that pertains to the history, current status, or future projections of an
organization.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Analytical Services Domain and Business
Intelligence Service Type:
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Science, Engineering and Technology

Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

ENGLink

Asset Management Services Program

Acquisition Services Program

Business Management Tools Program

Corps of Engineers Financial Management Services Program

e Reporting Service Type. Defines the set of capabilities that support the
organization of data into useful information.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Analytical Services Domain and Reporting
Service Type:

Science, Engineering and Technology

Real Estate Management Program

Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

ENGLink

Asset Management Services Program

Business Management Tools Program

Corps of Engineers Financial Management Services Program

e Visualization Service Type. Defines the set of capabilities that support the
conversion of data into graphical or picture form.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Business Analytical Services Domain and
Visualization Service Type:

Science, Engineering and Technology

Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

ENGLink

5.6 Back Office Services Domain

The Back Office Services Domain consists of the capabilities that support the
management of enterprise planning transactional-based functions. Figure 5.8 illustrates
the USACE Service Types and Components for the “Back Office Services” Domain,
described as follows:
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o Assets/Materials Management Service Type. Defines the set of capabilities
that support the acquisition, oversight and tracking of an organization’s assets.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Back Office Services Domain and Assets/Materials

Management Service Type:

— Science, Engineering and Technology

— Real Estate Management Program

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— ENGLink

— Asset Management Services Program

— Business Management Tools Program

e Data Management Service Type. Defines the set of capabilities that support the
usage, processing, and general administration of unstructured information.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Back Office Services Domain and Data Management

Service Type:

— Science, Engineering and Technology

— Real Estate Management Program

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— ENGLink

— Business Management Tools Program

— Corps of Engineers Financial Management Services Program

e Development & Integration Service Type. Defines the set of capabilities that
support the communication between hardware and software applications and the
activities associated with deployment of software applications.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Back Office Services Domain and Development and

Integration Service Type:

— Science, Engineering and Technology

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

¢ Financial Management Service Type. Defines the set of capabilities that
support the accounting practices and procedures that allow for the handling of
revenues, funding, and expenditures.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Back Office Services Domain and Financial
Management Service Type:
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— Science, Engineering and Technology

— Real Estate Management Program

— Asset Management Services Program

— Business Management Tools Program

— Corps of Engineers Financial Management Services Program

Human Capital/Workforce Management Service Type. Defines the set of
capabilities that support the planning and supervision of an organization’s
personnel.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Back Office Services Domain and Human
Capital/Workforce Management Service Type:

— ENGLink

— Business Management Tools Program

Human Resources Service Type. Defines the set of capabilities that support
the recruitment and management of personnel.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Back Office Services Domain and Human Resources
Service Type:

— Corps of Engineers Financial Management Services Program

5.7 Support Services Domain

The Support Services Area consists of the cross-functional capabilities that can be
leveraged independent of Service Domain objective (and) or mission. Figure 5.9
illustrates the USACE Service Types and Components for the “Support Services”
Domain, described as follows:
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Collaboration Service Type. Defines the set of capabilities that allow for the
concurrent, simultaneous communication and sharing of content, schedules,
messages, and ideas within an organization.

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Support Services Domain and Collaboration Service
Type:

— Business Management Tools Program

Communication Service Type. Defines the set of capabilities that support the

transmission of data, messages, and information in multiple formats and
protocols.

Chapter 5 — Service Component Reference Model (SRM)



CORPS ENTERPRISE ARCHITECTURE .
APRIL 2005

Support Services

Collaboration Communication Forms Search SOEiy SyEleie
Management Management Management
L L L L
. Audio . e License
Document Library . — Forms Creation |— Classification — Access Control —
Conferencing Management
. Audit Trail
Email — Coummuay — FF’.”“S. — Pattern Matching |— Capture & — Remee Syeems |El
Management Modification : Control
Analysis
Shared || ?;’I’:pﬁgi” || Precision/Recall [ | Digital Signature | Software ||
Calendaring phony Ranking 9 9 Distribution
Integration
Task || Event/News | QT | | Ene oo || System Resource | |
Management Management y yP Monitoring
Threaded | | Instant | Identification & | |
Discussions Messaging Authentication

Real-Time Chat [—

Video || Role/Privilege [ |
Conferencing Management
User ||
Management
Verification —

Intrusion
Detection

Figure 5.9. Support Services Domain

Applicable FY05 Business Cases. The following business cases submitted for
FYO05 funding pertain to the Support Services Domain and Communication

Service Type:
— Business Management Tools Program

e Forms Management Service Type. Defines the set of capabilities that support
the creation, modification, and usage of physical or electronic documents used to
capture information within the business cycle.

None of the FY05 Business Cases address this Service Type.

e Search Service Type. Defines the set of capabilities that support the probing
and lookup of specific data from a data source.
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Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Support Services Domain and Search Service Type:

- REMP

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

Security Management Service Type. Defines the set of capabilities that support
the protection of an organization’s hardware, software, and related assets.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Support Services Domain and Security Management

Service Type:

- REMP

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— ENGLink

Systems Management Service Type. Defines the set of capabilities that
support the administration and upkeep of an organization’s technology assets,
including the hardware, software, infrastructure, licenses, and components that
make up those assets.

Applicable FY05 Business Cases. The following business cases submitted for

FYO05 funding pertain to the Support Services Domain and Systems Management

Service Type:

— Consolidated Information Technology Infrastructure/Office
Automation/Telecommunications

— ENGLink

The populated SRM is available in Appendix O.
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Chapter 6 — Technical Reference Model (TRM)

The CeA—-TRM provides the technical
perspective of how technology is
assembled to support the USACE. As
such, it has two mutually supporting
objectives. The first and foremost objective is to
provide the foundation for a seamless flow of
information and interoperability among all USACE systems
that produce, use, or exchange information electronically.
The second objective is to define standards and guidelines
for system development and acquisition that will
dramatically reduce cost, development time, and fielding
time for improved systems. The CeA PDT put it this way:

“The TRM prescribes parameters, governance and preferred
products that must be used in making informed decisions about the future work
environment.”

The CeA-TRM is based on a subset of the comprehensive, standards-based Joint
Technical Architecture-Army and the Federal Enterprise Architecture Framework, with
appropriate standards modification in support of the USACE Civil Works and DoD
missions. Furthermore, it provides a common technical baseline consistent with the
DoD Net-Centric activities.

The TRM (Figure 6.1) is the minimal set of design principles, technologies, standards,
preferred products, and configurations that govern the arrangement, interaction, and
interdependence of the parts or elements whose purpose is to ensure that a conformant
system satisfies a specified set of requirements. More specifically, the TRM provides
the technical systems-implementation guidelines upon which engineering specifications
are based, common building blocks are built, and products are developed. This includes
a collection of the technical standards, conventions, rules, and criteria organized into
profile(s) that govern system services, interfaces, and relationships for particular system
architecture views and that relate to particular operational views. See Appendix P for
working draft of the TRM.

Chapter 6 — Technical Reference Model (TRM) 69



. CORPS ENTERPRISE ARCHITECTURE
APRIL 2005

Business

Figure 6.1. TRM

6.1 Technical Reference Model (TRM) Components

The technical direction of the TRM
represents the evolving
implementation of the OMB'’s e-
Government recommendations to
develop a strong, enforceable
technical architecture with a heavy
emphasis on commercial standards
and profiles. The intent is to achieve
interoperability while reducing cost Figure 6.2.
by leveraging the large investment

industry has made in developing and

implementing standards-based technologies that are in widespread use. Every effort
has been made to avoid closed commercial or military-unique standards. Standards are
based primarily on commercial "open systems" technologies (open systems approach)
that are being commonly used throughout the DoD and industry. Military standards are
used only where absolutely necessary. A hierarchy of standards by family was
developed to guide selection of specific standards for incorporation into this version of
the TRM. The general order of preference, subject to modifications due to specific
operational interoperability requirements and acceptance in the commercial
marketplace (market acceptance), was standards specified by neutral standard groups
such as the Institute of Electrical and Electronics Engineers (IEEE) or International
Organization for Standardization (1SO), followed by industry consortiums such as the
World Wide Web Consortium (W3C), then vendor standards that are so widely
supported as to be de facto industry standards, and finally government standards such
as Federal Information Processing Standards (FIPS) and Military Standards (MIL-
STDs). Several activities both inside and outside the USACE, listed in Table 6.1,
contribute to the evolution of the TRM.
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Table 6.1. Organizations or Activities That Impact the TRM

Organizations or

Activities That Impact
the TRM

Description

Federal Enterprise
Architecture-TRM
(FEA-TRM)

Federal Enterprise Architecture — Technical Reference Model
http://www.feapmo.gov/featrm2.asp

U.S. Army Corps of
Engineers ER 5-1-11

U.S. Army Corps of Engineers Business Process

Federal Information
Processing Standards
(FIPS)

Standards, guidelines, and technical methods developed by the National
Institute of Standards (NIST). Some required standards or specifications have
gone through rigid validation testing and accreditation. NIST frequently adopts
standards that have been developed by national and international voluntary
industry standard organizations. The use of voluntary industry standards
enables the Federal government to acquire commercial-off-the-shelf (COTS)
technology and to avoid the costs of developing its own standards.

International
Organization for
Standardization (ISO)

A non-governmental organization established in 1947 that sets international
standards. It is a worldwide federation for national standards bodies from
some 100 countries. Its mission is to promote the development of
standardization and related activities in the world and to develop cooperation
in the areas of intellectual, scientific, technological, and economic activities.

Army Knowledge Online
(AKO)

A repository of Army knowledge and collaborative resources

Office of Management
and Budget (OMB)

Requires the formalization of architecture practices

General Accounting
Office (GAO)

Guidelines for processing of financial data within the Federal government

Army Enterprise
Information Transport
Reengineering Working
Group (AEIT-RWG)

Effort to re-design Army-wide networking at the transport layer

Army Knowledge
Management (AKM)

Strategic goals and objectives to improve the decision dominance of the Army

Network Command
(Netcom)

New entity as part of AKM initiatives

Joint Technical
Architecture-Army
(JTA-A)

The Army’s technical architecture. Version 6.5 was used in the development
of the CeA-TRM.

World Wide Web
Consortium (W3C)

Develops interoperable technologies (specifications, guidelines, software, and
tools) for the World Wide Web (www).

Common Delivery
Framework (CDF)

A managed set of corporate assets (guidance, software, catalogs, data
linkages, etc.) that provide capabilities for development and delivery of
information and technology. https://cdf.usace.army.mil/index.jsp
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6.2 Role of the TRM

Response to changing business needs is faster.
Architecture has available blueprints on current IT environment.

IT-related decision making can progress faster with lengthy fact gathering
minimized.

Integrated solutions are easier to visualize.

Blueprints readily highlight overlooked or missed information, which translates
into opportunities for IT solutions.

Architecture framework provides USACE with a readily available pool of
knowledgeable IT resources for quick and informed decision making.

Application of key technology standards is consistent.

Economies of scale are clear across USACE.

Resource sharing highlights common areas.

Market research of emerging technologies is shared enterprisewide.

Attention is often concentrated on “bleeding edge” technology; this has resulted
in wasted time and effort.

The architecture focuses on proven market technologies.

6.3 Guiding Principles That Drive Development of the TRM
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Align technology investments with business objectives.

Promote the use of industry leading practices.

Eliminate duplication, incompatibility, and redundancy of systems and data.
Provide information integrity.

Capture and validate information once; then reuse it across the enterprise.

Place greater significance on cooperative strategies for satisfying the common
needs of multiple business lines across USACE.

Incorporate standards that promote “open systems,” provide a seamless
integration, and establish an enterprisewide perspective.

Create consistent enterprise architecture products that are at a sufficient level of
detail to be implementable.

Accelerate sound decision making.
Provide security and protection of sensitive information.

Reduce the total cost of ownership.
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¢ Reuse before buying; buy before building, utilizing industry standards.

e Standardize business rules, processes, and information across the enterprise.

6.4 Target Audience

The purpose of this document is to define a common technical model to aid in the
development and purchase of technology. Over time, technology will become consistent
and better aligned with the USACE business goals. Benefactors of the TRM are:

e Program Managers (PMs) — responsible for assembling commercial off-the-shelf
(COTS) or government off-the-shelf (GOTS) technology to support the
implementation of a project or program that may require cross-agency
collaboration and the reuse of agency assets.

e System Developers — responsible for building/assembling systems and selecting
technologies and standards that leverage existing assets and services across the
Government and industry.

6.5 Alignment with Business Objectives and Goals

In terms of the TRM, business alignment refers to the arrangement of business
objectives and goals with the technical baseline of the organization. The purpose of
alignment is to focus people, money, and time on technical issues that will result in
technology investments that yield value to the business aspects of USACE. Business
value is generated in terms of reduction in cost of doing business and/or technology that
directly benefits the ability of USACE to perform its mission.

6.5.1 TRM Relationship to the Target Business Reference Model (BRM)
The target BRM drives the target TRM. One input from the BRM team that drives the
target TRM is referred to as the TWEs, listed below:

e Enterprise (Corporate-Level) Program and Asset Management.

e Regional Watershed and Installation Management.

e Protection of USACE Critical Infrastructure.

¢ Integrated Emergency Management.

e Enhanced Communications and Information Access Throughout USACE.

e Enhanced Management of Permits.

e Enterprise Management of Manpower Resources.

e Enterprise and Regional Acquisition Strategy.

e Enterprise Management of Knowledge That Includes Best Practices, Registry of
Skills, Customer Feedback, Lessons Learned, Corporate Issues Management,
etc.
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e Enterprise Processes to Manage Technology and Data.

e Methods for Data Exchange with Government and Industry Partners.
e Internal and External Virtual Teaming.

e One-Stop Web Access to USACE Public Information.

6.5.2 Assess Business Alignment

Architecture alignment with the TRM is critical. This process ensures guidance
presented in the TRM directly aligns with strategic plans, goals, and objectives identified
in the BRM. The alignment process will use a 2x2 matrix approach to indicate where
relationships exist (i.e., TRM guidance support to USACE business objectives) by
indicating a point of interaction of the matrix. Rows in the matrix are based on the
TWEs, while the columns are based on high level domains of the target TRM. Initially,
the goal is to manage the alignment process at a relatively high level of TRM. Future
efforts will drill down further into the target TRM to assess a finer level of alignment.

6.6 TRM Practices

TRM practices (Table 6.2) are defined in terms of rules, standards, guidelines, and
product descriptions.

Table 6.2. TRM Practices

Practices Description

Rules Policies that govern system implementation and operation
Standards Focusing on commercial and Government technology standards that are supported in
the TRM
Guidelines Communicating general guidance relating to the technical decisions
Preferred COTS or GOTS product that USACE designates for use. It is either a formal or de facto
Product standard-based product or tool that must be used for USACE projects
TRM Profiles

Practices defined within each of the subdomains (Table 6.3) are profiled in terms of their
status with respect to the TRM.
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Table 6.3. TRM Profiles

Baseline Standard or product used in a deployed system. This category represents the highest
level of criticality to the architecture. Foundation elements are the most important
elements and have the largest impact across the enterprise

Tactical Standard or product that can be used in a tactical time frame (e.g., 1 to 3 years)

Strategic Standard or product targeted for use in a strategic time frame (e.g., 3 to 5 years). This
serves as a placeholder reserved for future subdomains that are in development or are
emerging but not yet populated

Emerging Product or standard under development and should be re-examined periodically for
acceptance

Retirement | Product or standard that was legacy or previously accepted, but should no longer be
used

6.7 TRM Sustainment Processes

The TRM processes provide checkpoints during the life cycle of an IT project and
manage technical standards that make up the target technical architecture. The TAWG
is responsible for managing, governing, facilitating, and assisting in the performance of
the TRM through a set of architecture processes. This is in direct support of the USACE
IT goals that require oversight on all IT-related investments, whereby projects are
approved and managed from an enterprise perspective, and have accountable
sponsorship. More specifically, the TAWG is responsible for overseeing the following
processes:

e Assess TRM compliance.
o Assess waiver/exception request.
e Conduct standards review.

e Perform new standards research and development (R&D).
In order to effectively apply the TRM, several touchpoints exist where the TAWG must
facilitate an assessment, recommendations, and decision process to ensure compliance

and to ensure that the TRM is properly evolving to address the needs of USACE and its
customers. This process is illustrated in Figure 6.3.
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Figure 6.3. TRM alignment process

6.8 Assess TRM Compliance

The purpose of compliance activity is to ensure that the developer properly interpreted
the TRM. Assessing technical compliance requires the architect to interpret how well the
business, IT, and user requirements are met by the technology design (i.e., application
topologies, data architectures, movement versus access strategies, system parameters
— reliability, maintainability, mobility, security) and whether the technology selections
have conformed to the TRM standards.

The compliance process is executed three times during the life cycle management of
information systems (LCMIS) process. The output of the process is to evaluate the level
of compliance of the solution being proposed with the standards as defined by the TRM.
Upon completion, the TAWG will generate a TRM alignment scorecard and an overall
summary to USACE AAA teams.
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The standards review process (Figure 6.4), for example, is used to evaluate existing
standards to determine if any modifications are necessary to accommodate repetitive
exceptions or external technology trends. More specifically, the goal is to keep the TRM
current to reflect technology trends and address repeated waiver request.

A - Requests for a standards review
TAWG are evaluated using the enterprise filter
to determine if it should go through the
process or if it should be handled

Kick Out No Enterprise outside the process.
) (A)

Yes B - TAWG reviews the request to
evaluate if it fits the existing TRM
structure. If yes, the standards move

Yes Assess it to a research phase. If it does not fit

against TRM

G the TRM structure, TAWG proceeds to

examine the TRM model.
No

Develop o mendation C - Based on the request, TAWG
for TRM ' .
(] develops a recommendation to modify

l the existing TRM model.

Assign domain ownership D- Tl_\WG assigns a.domain owner,
(D) who is then responsible for managing
the domain architecture.

h 4

E - TAWG acts as the lead in

Modify TRM researching standards, internal and
external, and seeks assistance from
! the subject matter experts on a need
Research technology basis.

standards
(E)

L 4

F - If an evaluation is needed, TAWG
facilitates a meeting involving the
A J impacted domain owners to conduct

Ass;gn evqmauonlteaﬁrg and the evaluation and determine the
Eﬁ;'f: v appropriate criteria to be evaluated.

F)

Figure 6.4. Standards review process

6.9 Technical Reference Guides (TRGs)

Technical Reference Guides are organized based on the four service areas identified in
the FEA TRM. Service areas represent a technical tier supporting the secure
construction, exchange, and delivery of service components. Each service area
aggregates and groups standards, specifications, and technologies into lower level
functional areas. The four service areas as described by the FEA TRM are:
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e Service Access and Delivery — collection of standards and specifications to
support external access, exchange, and delivery of service components or
capabilities. This area also includes the Legislative and Regulatory requirements
governing the access and usage of the service component.

e Service Platform and Infrastructure — collection of delivery and support platforms,
infrastructure capabilities, and hardware requirements to support the
construction, maintenance, and availability of a service component or
capabilities.

e Component Framework — underlying foundation, technologies, standards, and
specifications by which service components are built, exchanged, and deployed
across component-based, distributed, or service-oriented architectures.

e Service Interface and Integration — collection of technologies, methodologies,
standards, and specifications that govern how agencies will interface (both
internally and externally) with a service component. This area also defines the
methods by which components will interface and integrate with back office/legacy
assets.

Supporting each service area is a collection of service categories. Service categories
are used to classify lower levels of technologies, standards, and specifications with
respect to the business or technology function they serve. Each service category is
supported by one or more service standards. Service standards are used to define the
standards and technologies that support the service category. The final level of the TRM
is the service specification layer that provides technical direction for the service
standard specification. Service standards are presented in the following six areas:

e Design Principles — general guidance relating to technical decisions.
e Technologies — recommended set of technologies.

e Standards - set of commercial and Government standards required in
components associated with the service category.

e Preferred Products — a listing of COTS or GOTS packages used within the
service category. Version information is also included.

e Configurations — defines how components with a Service Category are arranged
to interoperate with other components inside and outside the service category.

e Status — identifies the standing of the service specification based on the following
definitions.

Detailed information associated with TRM is provided in Appendix P.
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Chapter 7 — Information Assurance

7.1 Missions of the U.S. Army Corps of Engineers

USACE is the Nation’s primary public
engineering agency, with Civil Works, Military
Programs, and Research and Development

missions (Figure 7.1).

The Civil Works mission includes water control, rivers and
harbors, environmental restoration, and power generation.
One of the nine high-level Civil Works programs is the
Emergency Management and Operations Program, where
USACE provided critical support to the Federal Emergency
Management Agency (FEMA) and various state and local
Emergency Response Centers in dealing with earthquakes,
hurricanes, floods, tornadoes, and other disasters including terrorist attacks. See
Appendix R for latest Information Assurance Plan of Action and Milestones.
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Figure 7.1. Divisions of USACE
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The Military Programs mission includes support to the Army, the Air Force, and other
Federal agencies for general construction, operations and maintenance, environmental
management, and direct military mission support.

The Research and Development mission includes direction of USACE R&D effort for
military and Civil Works programs and support-for-others by providing execution
direction and oversight in the development, integration, execution, and implementation
of R&D conducted by USACE.

The information flow necessary to carry on these activities is supported through the
Corps of Engineers Enterprise Information System (CEEIS) network, which provides
backbone communications and data services, information processing for corporate
information systems, and, through a corporate enterprise information architecture, data
and information at the desktop to Corps personnel and managers at all levels.

7.2 The U.S. Army Corps of Engineers Computer Network

CEEIS is composed of two Internet gateways, two information processing centers at
Vicksburg, MS, and Portland, OR, and T-1 connections into the FTS2001 network with
45-Mbps connections at the processing centers. This network provides for the passing
of data and message traffic between USACE sites in support of engineering, financial,
e-mail, water control, and other USACE Business functions as well as providing
connectivity to a high number of external customers and partners, both military and
nonmilitary. These customers access USACE systems and data via Internet gateways
at selected sites. CEEIS uses Cisco routers and Frame Relay to maximize the effective
use of available bandwidth. CEEIS also provides connectivity to the DoD Secure
Internet Protocol Router Network (SIPRNET) to support military missions and provide
command and control capability for the Chief of Engineers. Riding the CEEIS
network/processing center infrastructure in turn, and supporting the business processes
that make up our Civil Works, Military Programs, and Emergency Operations mission
areas, is the Corps logical information architecture including all mission-essential AlS.

7.2.1 Information Assurance Team

The Information Assurance (IA) team is responsible for implementing procedural and
materiel protective measures, developing plans and policies, and validating
requirements to protect the Corps communications, computers and data. It performs the
following:

e |s the focal point for the Corps IA Program.

e Establishes Corps IA policy.

e Supports the development of an infrastructure that integrates the network
management capabilities.

e Administers the IA management plan in support of the Corps’ Technical
Architecture and the Corps’ Information Systems Security Resource Program.
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e Supports Corps funding efforts to implement IA.

7.2.2 Information Infrastructure Protection Plan

The Information Infrastructure Protection Plan of the Directorate of Corporate
Information is a set of ongoing activities focused on enabling and sustaining the
Information Infrastructure Protection Program over the long run. These ongoing
sustainment activities focus on technological awareness/capability enhancement,
developing and protecting the workforce, and developing and/or implementing policies
and procedures to accomplish the first two.

Under Department of Army Regulation AR 25-2, Information Assurance, which may be
accessed through the Policy and Guidance Web page of the Defense Information
Systems Agency, http://iase.disa.mil/policy.html, paragraph 2-7:

2-7. Commanders of MACOMSs; Chief, Army Reserve (CAR); Chief, National
Guard Bureau (NGB); program executive officers (PEOs); direct reporting
program managers; NETCOM RCIOs; direct reporting units (DRUs);
Installation Management Agency (IMA); and the Administrative Assistant to
the Secretary of the Army

Commanders of MACOMSs; Chief, Army Reserve; Chief, National Guard Bureau;
Program Executive Officers; direct reporting program managers (PMs not under
the PEO structure); NETCOM RCIOs; direct reporting units; Installation
Management Agency; and the Administrative Assistant to the Secretary of the
Army (acting as the senior official for all HQDA administrative and management
services), in addition to the responsibilities defined in paragraph 2-2 [of this
regulation], will —

a. Develop and implement an |A program with the hardware, software, tools,
personnel, and infrastructure necessary to fill the IA positions and execute the
duties and responsibilities outlined in this regulation.

b. Oversee the maintenance, documentation, and updating of the certification
and accreditation (C&A) requirements required for the operation of all ISs as
directed in this regulation.

c. Implement and manage IT system configurations, including performing IAVM
processes as directed by this regulation.

d. Appoint IA and other personnel (for example, alternates) to perform the duties
in chapter 3 of this regulation and provide IAPM POC information to the
NETCOM RCIO, supporting Regional Computer Emergency Response Teams
(RCERTSs)/Theater Network Operations and Security Centers (TNOSCs), and the
Army Computer Emergency Response Team (ACERT). MACOM IAPMs will
report to the RCIO of the region in which the headquarters is physically located.

e. Appoint or approve DAAs as required.

f. Establish an oversight mechanism to validate the consistent implementation of
IA security policy across their areas of responsibility.
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g. Oversee annual security education, training, and awareness programs to all
users that address, at a minimum, physical security, acceptable use policies,
malicious content and logic, and non-standard threats such as social
engineering.

h. Oversee the implementation of IA capabilities.
i. Incorporate IA and security as an element of the system life-cycle process.

J. Develop and implement an AUP for all users for privately owned equipment (for
example, cell phones, personal digital assistants (PDAs), wireless devices) and
ISs prohibited during training exercises, deployments, and tactical operations.
Incorporate, as a minimum, the prohibition of utilizing such devices or the
limitations of acceptable use, as well as the threat of operational exposure
represented by these devices in garrison, pre-deployment staging, tactical, and
operational areas.

k. Develop procedures for immediate notification and recall of IA personnel as
assigned.

I. Report security violations and incidents to the servicing RCERT in accordance
with Section VIII , Incident and Intrusion Reporting.

m. Adhere to and implement the procedures of the networthiness certification
process.

n. Program, execute, and report management decision packages (MDEPs)
MS4X and MX5T resource requirements

Within USACE, the Chief of Engineers, as Major Command (MACOM) Commander, has
delegated program management responsibilities for enterprise IA to the CIO, who heads
the Directorate of Information Management (DIM), within the HQUSACE. Within the
DIM, IA responsibilities, including the position of Information Assurance Program
Manager (IAPM), are resident with the Information Assurance Division (CECI-A), which
was instituted as a separate divisional element in 2002, subsequent to the 2001
Financial Information System Controls Audit Manual (FISCAM) audit. The Division
mission is to "provide planning and management of the USACE Information Assurance
(IA) Program to ensure the confidentiality, integrity, and availability of information
processed by the USACE information-based systems.” This includes providing a
measure of confidence that the security features, practices, procedures, and
architecture of an information system accurately implements and enforces security
policies.

The post-9/11 USACE, like other Federal agencies, finds itself coping with a world
greatly changed. Where previously the Command was concerned primarily with denial
of service or fiscal/property impacts, today we must contend with threats of physical
harm to American citizens caused by cyber intrusion directed against USACE
operational assets. The change is neither trivial nor simple to implement. USACE is
closely watching the Department of the Army’s evolution of DA PAM 25-1A, Information
Management Information Assurance Implementation Guide (DRAFT). It is clear that
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USACE will have to issue similar implementation guidance via an Engineer Regulation
(ER).

7.2.3 Technology Security

USACE missions are continually evolving, as is the technology available to support
them. The introduction of new technologies or the implementation of existing
technologies in new ways to support existing missions may result in the recognition or
emergence of new threats to the operating environment. Among recent technological
evolutions offering security risks or potential security enhancements are:

o “Wireless” technologies
e Portable Electronic Devices (PEDs)
e Software auditing tools

Various wireless technologies offer tempting capabilities to the managerial problem
solver while posing considerable risks to the enterprise. Wireless technologies are
generally based on some variation of the IEEE 802.11 standard, which lacks secure
cryptographic capability. While extremely flexible in their general mobility and utility,
personal electronic devices such as Personal Digital Assistants (PDA’s) lack any
meaningful secure capability, and can, if improperly implemented, offer a window of
vulnerability into the enterprise.

Software auditing tools offer the enterprise the opportunity to test rapidly for multiple
vulnerabilities in a thorough and cost-effective manner. Tools such as Internet Scanner
and SafeSuite Database Scanner by Internet Security Systems, which have recently
been ordered, will significantly improve the enterprise’s ability to ascertain its security
vulnerability status by performing automated probes of communication services and
devices, operating systems, and applications including database systems
implementations in support of corporate AlS.

7.2.4 People Security

People are the heart of any of any security program — they are the greatest enabler and
the greatest vulnerability. In accordance with AR 25-2, Information Assurance, security
awareness begins when the employee is brought onboard. The Security Monitor for the
Division briefs new employees, and anyone new to the DoD and/or the Department of
the Army is acquainted with AR 25-2, which is the generally governing regulation.

After the initial personnel level, the security hierarchy within the enterprise follows the
structures laid out in AR 25-2. At the fundamental level is the Systems Administrator
(SA) — responsible for the security of a single AlS, in all its self-determined aspects. At
the next level up is the Information Assurance Security Officer (IASO); the IASO is
typically responsible for security at the workgroup or local area network (LAN) level.
Above the IASO is the Information Assurance Manager (IAM), who is responsible for
security at the Division or District level. At the head of the security “pyramid” is the
IAPM, who is responsible for the security of the enterprise.
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Security awareness must encompass not only vulnerabilities of/to computer systems,
but also vulnerabilities of the individual for the enterprise involving various types of
“social engineering” hacker exploits. Yearly Subversion and Espionage Directed Against
the Army (SAEDA) briefings assist in maintaining awareness of these types of
vulnerabilities and preventing corporate compromise. While most social engineering
penetration efforts are not directly destructive, they can create hidden vulnerabilities,
which can be difficult and costly to rectify. All personnel also receive Yearly Information
Security briefings to keep them current with emergent and emerging information
security threats.

7.2.5 Information Assurance Procedures

Security procedures in USACE are directed under a number of Army Regulations and
DoD Directives and Instructions, including:

e AR 25-2 Information Assurance
¢ AR 380-53 Information Systems Security Monitoring
e AR 380-67 Personnel Security Program
e AR 530-01 Operations Security
¢ AR 25-1 Army Information Management, and
e DoD Directive 8000.1 Defense Information Management Program
The Information Assurance Division (CECI-A) has summarized much of this directive

information in operational form and placed it on the corporate intranet, available Corps-
wide at https://corpsinfo.usace.army.mil/ci/ia.
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From the front page one can quickly go to information on any critical security function,
such as incident reporting:
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T61-8723 or (202) 369-83281
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The ultimate security and survival guarantor is a robust Continuity of Operations
(COOP) plan as required by AR 25-2. Each of USACE CEEIS processing centers acts
as a COORP site for the other.

7.2.6 Physical Information Infrastructure

USACE uses a “defense in depth” (Figure 7.2) strategy for its information infrastructure,
beginning with firewalls at every network entrance point.
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Figure 7.2. Defense in depth concept

Information/data traffic entering USACE first encounters an Army-supplied router (ASR)
(Figure 7.3), and then a Real Secure intrusion detection system (IDS) managed by the
Army’s Technical Network Operating Security Center (TNOSC) at Fort Huachuca.
Subsequently the traffic encounters a USACE-operated gateway firewall. USACE uses
Nokia Checkpoint firewalls supplied by NAI Corporation, and approved by the
Department of the Army (DA). The Network Operations Center (NOSC) in Portland, OR,
and Vicksburg, MS, centrally manages USACE firewalls. The two sites provide
continuous operational support (24/7/365). The CEEIS NOSC is responsible for keeping
the firewalls under constant observation and updating the “rules base” by which each
firewall filters incoming traffic, based on Security Advisories from the Army Computer
Emergency Response Team (ACERT).
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Figure 7.3. USACE IDS

After passing the gateway firewall, traffic encounters an additional CEEIS-managed
Real Secure IDS. Incoming e-mail is initially filtered for hostile traffic at the mail servers
in Portland and Vicksburg using Antigen anti-virus/anti-spam software; it is further
filtered at the servers in the Field Operating Activities (FOA) using Norton anti-virus,
and finally filtered at the desktop by either the McAfee or Norton anti-virus, which are
also provided to those who access the system remotely. Remote system access, in
accordance with DA policy, is permitted only to modem pools employing the remote
authentication dial-in user system (RADIUS) standard. Security at the desktop is further
enhanced by the use of password-protected screen saver “timeouts.”

Operationally, the applications, network and the enterprise components to the FOA
level, have been, or are being, subject to ongoing security accreditation and review
under the Defense Information Technology Security Certification and Accreditation
Process (DITSCAP). DITSCAP is an intensive standardized four-phase security
certification process consisting of Definition, Verification, Validation, and Post
Accreditation phases. The DITSCAP process provides vulnerability assessments for the
system or subsystem under review, as well as detailed procedural documentation for
determining, securing, and maintaining the security of a given program, FOA, or AlS.
Security of the network is critical, because information that travels the network, including
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Water Control data, inland waterways traffic usage data, and emergency operations
support (ENGLink) data, is not only mission critical but also life critical.

In addition to responding to Information Assurance Vulnerability Alerts (IAVAs) as
required by the DoD and the Department of the Army, USACE regularly performs
internal assessment testing to identify vulnerabilities. Assessment testing involves not
only penetration testing for known vulnerabilities in network control systems and
processing center operating systems, but also “war dialing’ to identify violations of
general security access and control policy via unauthorized modems.

Ideally, all USACE servers and sites would be scanned for vulnerabilities every

6 months and the results reported to the IAPM and the CIO. Current manpower
restrictions inhibit this, but the acquisition of the INTERNET SCANNER software,
currently underway, should significantly improve USACE capabilities in this regard.
Although we currently capture assessment results in a database, there is, at present, no
feedback capability from the assessment subject, nor any automated upward reporting
capability; this was proposed as an automation initiative for 2003.
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Figure 7.4. Current typical configuration of USACE network

Chapter 7 — Information Assurance 89



. CORPS ENTERPRISE ARCHITECTURE
APRIL 2005

Incident response procedures follow the Computer Emergency Response Team (CERT)
guidelines for detection checklists and report formats, and flow through the chain of
command in parallel, to the Information Assurance Manager/Officer (IAM/IAO), the
IAPM and the CEEIS Security Operations Center (SOC). Incidents are promptly
reported and worked with the appropriate levels within Army (ACERT/CID) and other
agencies (FBI/CID).

To further enhance USACE security posture, enterprise data has been partitioned into
“publicly accessible” data sets, and private or enterprise data sets. “Publicly accessible”
data sets comprise data generally available for the public good, such as the data on the
availability of space in recreation areas; data available for public safety, such as water
control data; and data available for public planning, such as data on the progress of the
South Everglades Restoration Project. Publicly accessible data sets are “quarantined”
away from “production” enterprise data sets supporting daily mission operations using
“controlled Internet accessible segments (CIAS)” versus the Internet accessible
segments allowed internal enterprise users.

a. Future enhancements to USACE information security posture, either underway or
in planning, include: adoption of the DoD Common Access Card (CAC) as the
single network access token, with eventual migration to its use as the single point
of entry, for both physical network access and logical data access, which in turn
involves Public Key Enabling of the network and selected information systems
resident thereon.

7.2.7 Logical Information Infrastructure

The USACE logical information infrastructure consists of multiple information systems
that support major Corps mission areas, or business processes, which in turn support
those business areas. These AlS either have been, or are in the process of being,
accredited with a DITSCAP review. In 2001, USACE invested $1.6M in 100 copies of
the XACTA tool by TELOS Corp, which automates and simplifies the DITSCAP process.
Additionally, training and support for 3 years was also acquired under the same
acquisition. All AIS on the CEEIS network are password access controlled, both at the
network access and again at the information system access level. The corporate
information systems database management system standard is ORACLE, which has a
robust security architecture. USACE AIS are implemented in ORACLE and take
advantage of these security features, including the use of:

e UserlD’s/Passwords — independent passwords are issued for ORACLE access
to selected databases

e Product_user_profile table — users are restricted to the specific tools within the
ORACLE tool suite necessary to accomplish their specific tasks within the AIS
framework

¢ Roles - roles are predefined object and system privileges which grant different
classes of users the necessary capabilities to accomplish their tasks within the
AIS framework
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e Views - views are used to segregate data access, permitting users to access
only the data necessary to accomplish their tasks

¢ Auditing — some applications make extensive use of how and when given SQL
capabilities are executed, as well as how data definitions and data manipulation
are executed

USACE was a pioneer within DoD in reducing paperwork and adopting electronic
signatures (e-sigs). The Corps of Engineers Financial Management System (CEFMS)
has incorporated e-sigs as a keystone of secure financial operations since 1994.
USACE is presently migrating this current secure e-sig standard from the FIPS 140-1 to
a more robust PKI enabled FIPS 140-2 e-sig, in a cooperative effort between USACE,
the National Institute of Standards and Technology (NIST), and the Government
Accountability Office (GAO) who pioneered this process with us. At the same time, we
will be cooperatively defining the requirements for a “secure Web enabled” application.
This effort is being funded using Department of the Army RDT&E monies made
available for this purpose as a result of CEFMS being a “legacy” electronic signatures
(e-sig) system.

USACE AIS are managed under an ongoing LCMIS process, with security reviews
included as a normal part of the systems architecture, design, and acceptance process.
Under Army guidance, additional AlS will be considered for migration to PKI
enablement.

7.2.8 Ongoing Internal and External Reviews and Related Reports
7.2.9 Health of the Network Study:

As part of our efforts to maintain efficiency and enhance security, the Directorate of
Information Management commissioned a DA, to test these products’ ability to enhance
management’s “span of control,” improve scarce personnel utilization, and offer

improved security opportunities.

7.3 Financial Information System Controls Audit Manual (FISCAM)

In the past 2 years the GAO in combination with USACE Inspector General (IG) and the
Army Audit Agency (AAA) have participated in extensive Financial Management
(FISCAM) reviews. Through the use of a private contractor (Price-Waterhouse Coopers)
these audits have identified weaknesses in the areas of:

e Access controls
e Software
e Segregation of duties

In response to this, access controls in the form of firewalls and intrusion detection
systems are now monitored 24/7/365. New and stricter authentication procedures have
been established at the INTERNET gateways and at each individual server. We have
also implemented both random and “by request” inspection procedures to look for
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system vulnerabilities, and unauthorized access through modem dial-up (using war-
dialing techniques, as referenced previously). We continue to limit physical access to
devices or computer rooms via keypad access control locks, and we limit the number of
persons having access as much as possible. In areas where changes were not
technically or fiscally possible, we have put in place other procedures to mitigate the
security risks. As a result, while the GAO report for the fiscal year 2000 has not yet
been finalized, we are confident the report will document significant improvement in our
security posture. Communications Architecture Assessment, which was completed in
October of 2000, addressed network performance, documented our bandwidth
deficiencies and some of the causes thereof, and projected the expected trends that we
would have to deal with in the coming years. As a result of this study, the Corps
acquired and installed Sitara network traffic prioritizers, and installed caching servers at
selected sites to improve throughput. In addition, the Corps initiated an Enterprise
Management Systems (EMS) Pilot in partnership with our South Atlantic Division,
deploying the CA Unicenter EMS products recommended by
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Chapter 8 — CeA Management and Maintenance

The architectural methodology chosen for the
CeA is based on a set of prescribed reference
models (sometimes referred to as views) that
allow detailed analysis to be performed on the
complex relationships between business
performance and IT support requirements. The CeA PDT
developed a skeletal framework to help categorize complex
components. See Appendix S for Federal Government Model
used as a guide. The five CeA reference models that serve as
vantage points to conduct this relational analysis are:

e The Performance Reference Model (PRM): Identifies a
common set of general performance outcomes and metrics used to achieve
program goals and objectives. Think of this as a view of USACE Business and IT
Performance — Knowing the value of IT.

The Business Reference Model (BRM): Describes USACE business functions
and subfunctions. Think of this as a view of USACE Business — Who we are
and what we do.

The Data and Information Reference Model (DRM): Describes the data and
information that support program, support and internal lines operations. Think of
this as a view of USACE Information — The Information we share.

The Service Component Reference Model (SRM): Identifies and classifies
horizontal and vertical IT capabilities that support business functions and
subfunctions. Think of this as a view of USACE Applications — How we get
work done.

The Technical Reference Model (TRM): Provides a hierarchical foundation to
describe how technology is supporting the delivery of the application capability.
Think of this as a view of USACE Information Technology — Our business
utilities and infrastructure.

Two additional management constructs are prescribed to ensure safeguard of
people/information and effective management of CeA resources:

Information Assurance: Ensures special emphasis on safeguarding people and
information in all aspects of the CeA. Think of this as a view of USACE Security
— keeping people and work safe.

Management and Maintenance: Provides guidance and tools provided to assist
users in locating and analyzing information and technical specifications. Think of
this as a view of USACE CeA Management — Our focus and style.
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8.1 CeA Policy

CeA policy establishes rules and guidelines for applying the information contained in the
reference models for making informed management decisions and solving technical
problems. Mandatory requirements are incorporated in the USACE IT CPIC Regulation
No. 25-1-106, released in 2003, as a critical element in method for selecting, controlling,
and evaluating IT investments.

CeA policy as presented in the CPIC policy states IT investments and the IT investment
decisions will be:

e Tied to strategic goals and missions/programs/projects.

e Tied to the business process(es) they enable.

e Linked to strategies that foster and enable e-government for the effective and
efficient delivery of products and services to citizens, partners, stakeholders and
customers.

e Acquired or developed in accordance with prescribed technical standards.

e Acquired or developed to share data/information and create opportunities to unify
and/or simplify systems and processes across the enterprise.

e Acquired, developed, operated and maintained using cost, schedule, and other
performance measurements that are monitored and reported to the IT investment
sponsor and IT investment decision authority to assure systems are working
together synergistically and are meeting performance goals.

e Aligned with the Corps Enterprise Architecture (CeA).

The USACE CIO serves as the Commanding General's principal agent to facilitate the
CPIC business process, and is responsible for establishing and maintaining CeA
guidelines and configuration management practices.

CeA Policy requires USACE Staff Principals and USACE Commanders/Directors to:

e Streamline and reengineer business processes before making IT investments or
modernization decisions to support the business processes.

e Ensure that performance measurements are in place to assess the effectiveness
and efficiency of their IT investments.

e Conduct annual CeA Alignment and Assessment of each IT investment.

As stated in the CPIC policy, the following example tasks will be required to achieve
benefits:

e Enhance communication among and between LOBs and program areas across
the enterprise.
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Identify opportunities to unify and/or simplify processes and information systems
across the enterprise and the Federal Government.

Promote alignment, integration, change, time-to-delivery, and convergence
opportunities to improve mission, program, and project performance.

Identify redundant, obsolete, or duplicative systems or processes and
consolidate or eliminate where appropriate.

Achieve economies of scale by optimizing the sharing of IT assets, information
systems, and services on a regional and enterprise basis.

Expedite the integration of legacy, migration, and new information systems.

Implement and provide leadership for the CeA.

CeA Policy References

The following references contain policy and guidance directly related to the functions,
roles, and responsibilities inherent with the IT CPIC business process:

National Defense Authorization Act for FY2001, Title X, Subtitle G, 44 U.S.C.
3531

Clinger-Cohen Act, Division D, 40 U.S.C. 251

Clinger-Cohen Act, Division E, 40 U.S.C. 1401

E-Government Act, 2002 PL 107-347

National Information Infrastructure Protection Act, 18 U.S.C. 1030
Paperwork Reduction Act, 44 U.S.C. 101

Government Performance and Results Act, U.S.C. 1101

Government Paperwork Elimination Act, 44 U.S.C. 3504

Privacy Act, 5 U.S.C. 552a, as amended

Freedom of Information Act, 5 U.S.C. 552, as amended

Executive Order 13011, 16 Jul 96, "Federal Information Technology"
OMB Circular A-11, Preparation and Submission of Budget Estimates
OMB Circular A-123, Management Accountability and Control

OMB Circular A-127, Financial Management Systems

OMB Circular A-130, Management of Federal Information Resources
OMB memorandum M-97-02, Funding Information Systems Investments

OMB memorandum M-00-07, Incorporating and Funding Security in Information
Systems Investments
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e DoD Instruction 5000.2, Operation of the Defense Acquisition System, April 5,
2003

e DoD Instruction 5200.40, DoD Information Technology Security Certification and
Accreditation Process (DITSCAP)

e DoD Directive 5400.11, DoD Privacy Program

e DoD C4ISR Architecture Framework, Version 2.0
e AR 11-18, Cost and Economic Analysis Program

e AR 25-1, Army Information Management

e AR 70-1, Army Acquisition Policy

e AR 71-9, Materiel Requirements

e AR 340-21, The Army Privacy Program

e AR 25-2, Information Assurance

e Joint Technical Architecture — Army (JTA-A), V6.5

e Department of the Army, Economic Analysis Manual, U.S. Army Cost and
Economic Analysis Center

e Department of the Army, Cost Analysis Manual

e ER5-1-11, USACE Business Process

e ER 25-1-2, Life Cycle Management of Information Systems (LCMIS)
e Federal CIO Council, Architecture Alignment & Assessment Guide

e Federal CIO Council, Federal Enterprise Architecture Framework (FEAF),
Version 1.1

e Federal CIO Council, A Practical Guide to Federal Enterprise Architecture

8.2 CeA Work Products

Each CeA work product provides a starting point for probing specific areas in greater
detail where more interrelationships will be seen. The type of interested reader or
researcher will likely shift more to system builders from the business owner level.
Please note that the CeA is in the development stage and it will take time to create
additional work products that are missing at this time. The following brief descriptions
offer explanations for the use and value of the various, known work products used in the
CeA (as of May 2005).

8.2.1 Business Reference Model Work Products

Value Chain - Provides an overview of the missions and services the Corps provides.
Serves to define the scope of the enterprise covered by the architecture. Used by all
team members and for external communication.
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Graphic and Narrative for the Baseline and Target Work Environments - Provides a
quick look at the current stovepiped nature of the Corps. Shows that the future will not
be constrained by organization or by location. Used by all team members and for
external communication.

Business Functions and Subfunctions - Provides details on what the Corps does.
Used by each of the teams for mapping between views. Also used for external
communication. It helps everyone in the Corps understand how they fit into the
enterprise. Used by the IT Capital Planning Process to show the relationship of
investments to the business.

Subfunction Mapped to Federal Business Reference Model - Used by OMB to see
across the whole Federal Government. Used to demonstrate the complexity of the
Corps.

Business ICOM Diagrams - Provide a basis for understanding relationships among
processes, and provide a structure to be decomposed into more detailed diagrams.
Used by business owners to confirm their accuracy, and by system designers to
understand what needs to be in a system.

Calendars of CeA Related Events - Used by the CeA team to understand business
events that CeA products will be used to support.

8.2.2 Data and Information Reference Model Work Products

Baseline Data Classes and Definitions - Used by all users of data to ensure
consistency.

Baseline Data Objects - Used by database designers to allow reuse.

Baseline Entity Relationship Diagram - Used by database designers to understand
what types of things are represented by the data, and by business owners to validate
any missing items.

Baseline Create Reference Update Delete (CRUD) Matrix - Used by application
designers to understand system constraints. Also used to show possible problems if
more than one process has the ability to delete data.

8.2.3 Information Assurance Work Products

Products make up a description of the environment. Used in concert with the business
owners to understand what information needs to be protected.

8.2.4 Management and Maintenance Work Products

Principles - Used to ground the work. Helps decision makers make choices between
alternatives based on the priorities expressed by the principles. Used by all team
members and for external communication.
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Relationship Diagram - Provides an overview of the views of the architecture and their
relationship to one another and to other external processes. Used by all team members
and for external communication.

Web Site - The CeA Web site is the CeA. This Web site is to provide an information
exchange between business owners and IT professionals. Used by all team members
and for external communication.

Glossary - Tells what the terms and acronyms used by the products mean. Ensures
consistency within and between the products. Used by all team members and for
external communication.

8.3 CeA Architectural Alignment and Assessment

The management objective of the architectural alignment and assessment process is to
establish a line of sight between business needs and IT performance that identify
opportunities for adjustments. Figure 8.1 illustrates how proper alignment of IT initiatives
to business subfunction requirements can enhance mission performance.
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Figure 8.1. Architectural alignment and assessment process
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It should be noted that the CeA is a multifaceted program that will evolve over several
years (Figure 8.2). Detailed, Component level exchanges of information can be
achieved only after a solid foundation and an architectural framework are established.
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Figure 8.2. CeA development status (September 2003)
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CPIC and CeA policy requires business owners, as proponents of IT investments, to
conduct an annual CeA Alignment and Assessment. In the first year or so of CeA
development, however, there will simply not be enough data and information to conduct
a thorough alignment and assessment. The interim decision matrix in Table 8.1 is
recommended, therefore, to help business owners determine how well IT initiatives are
supporting business needs.

Table 8.1. IT Investment Decision Matrix

IT Investment:

Assessment
Rating (Red,
Analysis Performance Criteria Amber or Green)
1. Explain how the IT investment Red = IT investment does not
supports USACE missions and support mission and functions
functions. Amber = Somewhat supports

mission and functions
Green = Directly contributes to
mission and function performance

2. Explain how IT will improve the Red = Cannot articulate how the IT
business process. investment improves process
Amber = IT investment contributes
to process

Green = IT investment clearly
contributes to performance
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IT Investment:

Analysis

3. Identify data elements used to
support this requirement and if data
is shared with other USACE
systems.

Assessment
Rating (Red,

Performance Criteria Amber or Green)

Red = Cannot articulate list of data
elements and data sharing aspects
of data generated

Amber = List of data elements
available but data is not shared
Green = Enterprise data standards
are used and data is shared
extensively.

4. Explain standard and unique
system requirements.

Red = Cannot articulate whether the
IT investment is a justifiably unique
solution or part of an enterprisewide
solution

Amber = Some analysis has been
done to consider relation of system
components to similar technical
solutions.

Green = Can articulate why system
is unique or part of a standard
solution

5. Explain the project management
approach and list major milestones.

Red = No Project Management Plan
(PMP), no Project Manager (PM)
credentials, no PDT, etc.

Amber = Can articulate milestone
and progress toward goals

Green = Highly capable PM
assigned to lead a multi-functional
PDT, project on target and within
PM limitations.

6. Explain progress made toward
capability to conduct future
(objective) more complete CeA
Alignment and Assessment.

Red = Cannot articulate progress
Amber = Some progress made
Green = Good to significant
progress made toward ability to
conduct more detailed alignment
and assessment

As the CeA matures, business owners will able to conduct a more thorough
architectural alignment and assessment. This will be a six-step process that walks the
business owner through 15 important architectural questions as shown in the illustration
(with today’s business/IT examples) in Table 8.2.
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Table 8.2. Sample Architectural Alignment and Assessment

Step 1 Step 2

Identify Primary Business Function, Subfunction and Sub-
subfunctions.

Example: Civil Works Primary Business Function,
Environment Subfunction, and 404 Permit as the Sub-
subfunction.

Identify Business Performance Metrics.
Example: Improve 10% Customer
Satisfaction of 404 Permit Process.

The following question must be answered:

1. Which Primary Function Area and Subfunctions (and
references) are being supported by this IT investment?
Example: The two Enterprise-wide emphasis statements
below depict the importance of seeking improvements to the
404 Permit process associated with providing direct service
for citizens:

“...applicants for wetland development permits - are also
counted as customers.”™

“Regulatory Issues. Attendees called for streamlining the
regulatory process by: shortening the permitting time
(especially for Clean Water Act, Section 404 permits),
simplifying the process, providing easy tracking of permits
after they have been submitted, obtaining more consistency
along with the ability to particularize regulations to meet
regional challenges, closing loopholes, and achieving better
balance between commercial/industrial beneficiaries and
community and environmental beneficiaries. People want to
see Federal-state communication improve. Many called for
better enforcement of regulations.

Some highlighted staffing shortages as contributing to
processing delays.™

* Reference CW Program Strategic Plan (Draft) FY03-FY08

The following question must be
answered:

2. What are the business performance
metrics (and references) associated with
this IT investment?

Example: The two metrics below would
be evaluated against a customer
satisfaction survey to determine
improvements:

- Customer Satisfaction*

- % All permits in 60 days (85%)*

* Reference FY05 CW Performance Plan
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Step 3 Step 4

Identify IT Performance Metrics.
Example: Reduce Computer Response Time by 50%,
provide Web access and e-signature capability.

Assess Data Requirements and Source.
Example: Requirement to collect 404
Permit Transaction Data. Data Standard
is Environment.

The following question must be answered:

3. What are the IT-specific performance metrics (and
references) associated with supporting the business
performance metrics identified earlier?

Example: Performance metrics would be established to
measure response time improvements per the IT objective
below:

“Objective 2.1. Implement Web-based technologies to enable
flexible and timely information sharing and exchange in
warfighting, mission critical and sustaining base processes
and/or applications. Initiatives under this objective include
identifying applications to Web-enable; acquiring, on an
enterprise-wide basis, Web-based technologies; converting
applications to be Web-based; building data marts and
warehouses to leverage corporate information; using on-line
analytical and graphical information tools to improve
information collection and dissemination to a wide range of
various information consumers; and creating an enterprise-
wide horizontal and vertical framework (i.e., taxonomy) to
build a shared, knowledge-rich environment that achieves
information superiority and creates a learning organization.”
* Reference IRM FY03-FYO08 Strategic Plan (Draft)

The following questions must be
answered:

4. |s the data needed to assess
performance already being collected by
USACE or another government agency?
5. Is data being collected or proposed to
be collected using standard naming
conventions and definitions within
parameters set by USACE Enterprise
Data Classes and USACE Standard
Data Classes?

6. Has a data management plan been
prepared to identify specific data
requirements (accuracy, timeliness,
etc.)?

7. Will data being generated be shared
with other systems/agencies?
Examples: Data being collected is not
available in electronic form by any
government agency.

Data elements use USACE Data class
naming conventions.

A data management plan is used and
updated XX/X/XXXX.

Data generated will be shared with EPA,
as well as State and local governments.

Steps 3 and 4 focus on the integral contributions IT initiatives make to business
objective and overall performance. It is not simply increasing computer speeds but
adding value by reducing steps in the business process via automated mechanisms like

the Web or workflow and authoring tools.
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Step 5 Step 6

Consider Availability of Alternative IT Solutions and
Standards.

Example: Use Technical Reference Model to Apply
Standards and Technical Reference Guide
Suggestions.

Demonstrate Good Project Management
Practices.

Example: Time, Cost, Scope, and Risk
Management demonstrated. Existing resources
and technology applies to IT technical solutions.

The following questions must be answered:

8. Is there a comparable technical solution available
else where in government or private industry?

9. Are any modules being used as part of the
technical solution duplicates or similar to modules in
other USACE automated systems?

10. Is the IT technical solution proposed within the
parameters set by government, private industry and
the CeA Technical Reference Guide?

Examples:

Comparable IT technical solutions were considered
in the original analysis of alternatives in
XXIXXIXXXX.

Two existing modules with the OMBIL-Plus
application will be used to additionally support this
data requirement.

Technical solution proposed incorporates latest TRG
e-signature standards and Web-enabling software
recommendations.

The following questions must be answered:

11. Has the PMP been updated within the last 12
months to include time, costs, scope, and risks?
12. Has an analysis of alternatives been
conducted within the past 36 months?

13. Are all Milestone Decision Authority
documents complete and on file with the CIO
Office?

14. Has the ITIPS Record been updated within
the past 12 months?

15. Has an Architectural Alignment and
Assessment been conducted within the past 24
months?

Examples:

PMP updated on XX/XX/XXXX.

AA last conducted on XX/XX/XXXX.

MDA approved for MS 1ll, Deployment on
XXIXXIXXXX.

ITIPS last updated on XX/XX/XXXX.

This investment was last reviewed by the EFAT
in May 2003.

Steps 5 and 6 force attention to situational awareness of other options that might be
available to solve business and technical solutions, and good project management of IT

resources.

8.4 CeA Management Team and Tools

Creating a CeA environment that encourages and nurtures meaningful exchange of
information between business owners and IT professionals will require dedicated
stewardship of the five reference model frameworks and constant reassessment of
management tools and techniques. The CeA PDT must include multifunctional
representation from the many business areas and from various tiers in the organization
chain. Team membership will include representatives from business areas and

stakeholders.

Project Delivery Team (PDT)
e Business Owners from Headquarters

e Stakeholders from Districts
e System Developers

e Strategic Planners
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e Contract Consultants
e CeA Chief Architect and Operations Staff

PDT Administration
e The PDT will meet weekly for the first year and monthly after the first year.

e Management decisions will be made by reaching team consensus.
e Disputes will be resolved by majority vote if necessary.

e A CeA Glossary of Terms (Available in Appendix U) will be used to establish
common understanding of technical terms.

Automated Architectural Tool
¢ The automated management tool chosen to support the CeA is the Metis® tool
(reference: http.//www.enterprise-architecture.info/Architecture _Tools.htm).
Metis® does a particularly good job of capturing and linking information in
multiple areas and illustrates effects of changes that may result from making
informed business decisions. Architecture models will be built and shared via the
Internet or intranet using the Metis® Model Browser.

8.5 Technical Reference Manual (TRM) Governance

The TAWG is responsible for the creation of the architecture and the set of architecture
processes directed toward the management, assessment, and governance of the TRM.
The TAWG works under the direction of the USACE AAA team and the USACE CIO.

The TAWG is the primary decision-making body for the introduction of new or revised
standards into the TRM. Domain/Service Area owners and subject matter experts are
assigned by the TAWG members to provide evaluations and technical expertise relating
to their areas of competency. Details concerning the members of the TAWG and their
processes are further discussed in the Technical Reference Guide (TRG).

8.6 CeA Components and Mapping to the Federal Enterprise
Architecture

The relational diagram in Figure 8.3 provides a snapshot (September 2003) of CeA
components with relation to themselves and where they provide input to the FEA.
Enlarged graphics of each of the five reference models will be discussed on the next
few pages. A more readable copy of the relational diagram is available in Appendix E.
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SRM TRM

Figure 8.3. Relational diagram of CeA components (September 2003 snapshot)

The CeA BRM framework shown in Figure 8.4 (September 2003 snapshot) will identify
USACE business functions and subfunctions across the enterprise. Although the
terminology for categories of mission, function and lines of business are changing at this
point in time, the relative hierarchy can be assumed to remain the same. The BRM
relationship to the PRM is one where the performance requirements dictate business
function structure. This structure will go through major changes in the next few years
based on USACE stakeholder and customer demands. The business functions in the
BRM dictate data and information needs found in the DRM, and application functionality
found in the SRM. The relationship of the BRM to the TRM is one of give and take. The
BRM drives applications in the SRM, which in turn drive the specific technology used,
while new technology capabilities can create opportunities to improve processes.

The CeA business functions and subfunctions have a direct correlation to functions and
subfunctions in the FEA (see Appendix E).

The CeA PRM framework shown in Figure 8.5 (September 2003 snapshot) will identify
USACE business performance metrics and supporting USACE Information Technology
performance metrics and the subfunction and sub-subfunction levels across the
enterprise. The PRM relationship to the Business Reference Model (BRM) is one where
the performance requirements dictate business function structure. These metrics will be
rapidly developed and/or refined over the next several months based on USACE
stakeholder and customer demands. The PRM also dictates data and information needs
found in the Data and Information Reference Model (DRM), and application functionality
found in the Service Component Reference Model (SRM).

The USACE Performance Plan(s) have a direct correlation to the Federal Performance
Plan identified in the Federal Enterprise Architecture (FEA).
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The CeA DRM framework shown in Figure 8.6 (September 2003 snapshot) will identify
USACE requirements and capabilities for sharing data and information across the
enterprise. The DRM relationship to the BRM is one where the business owner,
stakeholder, customer and public requirements for data and information dictate the
timeliness, accuracy, placement and shareability of data and information. The DRM
provides a view of how effectively data is meeting the needs for measuring
performance, as required in the PRM. The housing and maintenance of data created by
USACE applications will be mapped at the component level, from applications found in
the SRM to standard data classes and data elements prescribed in the DRM.

Federal Enterprise Corporate Data Classes
Arehltect (65 +GIS/Geo)
Ma,,agg,,,';,i "r;ystem List and Definitions Knowledge Management
FUTURE Portals Army Knowledge
( ) Enterprise Data Classes Inventory of Enterprise- OnLIne and DA DoD
(25+ GIS/Geo) level Horizontal and Portals
Categories of Corporate Vertical Portals
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DA DoDand Federal Entity Relationship
Government Data Diagram(ERD)
Standards High-lev eIDataModel
[ Access
! Intranet Internet Extranet LAN
Data Repository
Fegﬂe’t:'d (i:"(e;;'l'_‘)e"l List and Definitions 1
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¢ A (FUTURECeA I s I
Registry/Repository Development) USACE A{)pllcatlons
Integration
Convert Fuse/Aggregate Transform
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Provisioning
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Data Elements / Databases Tables Images GIS
List and Definitions
(FUTURECeA
Development)

Figure 8.6. DRM framework (September 2003 snapshot)
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CeA DRM data classes and data elements will map to DA, DoD, and Federal standards
and repositories like the Federal Enterprise Architecture Management System
(FEAMS). FEAMS was recently completed and released in mid FY04.

The CeA SRM framework shown in Figure 8.7 (September 2003 snapshot) will identify
USACE automated applications and IT tools used by business owners, stakeholders,
customers and the public to improve processes and obtain information across the
enterprise. The SRM relationship to the BRM is one where the business owner,
stakeholder, customer and public requirements for process improvement are catalogued
and improved over time. USACE applications will be mapped at the component level,
from applications found in the SRM, to standard data classes and data elements
prescribed in the DRM. The relationship of the SRM to the TRM is one of give and take.
SRM application technical requirements drive technical specification, while new
technology capabilities can create opportunities to improve processes.

CeA SRM components will directly map to the FEA SRM framework, as well as other
Federal, DoD, and DA application repositories. The SRM will be particularly useful in
providing input to the USACE Capital Planning Investment Control process and input to
the annual DA and/or OMB budget submission.

The CeA TRM framework in Figure 8.8 (September 2003 snapshot) will identify
USACE-applied technology used to support performance found in the PRM, business
functions found in the BRM, data collection and management found in the DRM, and
automation requirements found in the SRM. Technology identified in the TRM will be
used to assess opportunities for improvement in each of the other reference models as
well.

CeA TRM components will directly map to the FEA TRM framework, as well as other
Federal, DoD, and DA application repositories.
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Figure 8.7. SRM framework (September 2003 snapshot)
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Appendix A — Principles

Decisions made about USACE IT assets have important
consequences to the ability to deliver quality service to
customers. These decisions are based on sound
professional guidance. CeA principles were established to
provide universal constraints that narrow the parameters of
success in applying CeA concepts for aligning IT assets with
business requirements. The Principles below serve as
common thread throughout the development and use of the
CeA.

Value Added Principles:

e [T policies and practices improve customer satisfaction by improving delivery of
products and services.

e The CeA supports the USACE Strategic Vision, Campaign Plan, missions and
operations.

e The CeA is business driven, delineating business functions and subfunctions.
IT activities are communicated and disseminated throughout the enterprise.

e Sound business decisions are enhanced by aligning the CeA framework with
business needs.

e The CeA is used by systems developers to promote efficiency and effectiveness
of individual IT products and services as they evolve.

Performance Principle:
o Performance metrics are established, approved, and measured.

Change Management Principle:
e Changes to the CeA will include input from stakeholders to ensure improvement
in workforce productivity.

Availability Principles:
e Systems, applications and data are available 24x7
e Applications and data are redundant, recoverable & continuous as necessary to
ensure continuity of operations

Standards-Based Principles:
e CeA policies, procedures, and practices conform to standards.
o Established standards (Federal, DoD, Army, Industry, Best Practices) are
complemented to reinforce a common operating environment.

¢ New Standards are approved, controlled, planned, tested, add value to business
function, financially justified, and documented iteratively.

e Standards are chosen to maximize interoperability.
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Information Principles:

Structured and unstructured data is treated as a corporate resource in support of
business operations.

Information is accurate (Confidential, Integrity, and Available.

Information is timely/synchronized.

Information is protected.

Information is appropriately shared/distributed.

Information is warehoused and mined in support of knowledge-centric activities.

Information is consistent and indexed and taxonomy will be used to search for
information.
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Appendix B — Communication Plan

Purpose: The purpose of the CeA Web site is to provide an
information exchange between business owners and IT
professionals.

Communication Vehicle: The CeA Web Site
(https://cea.usace.army.mil/) will serve as the primary source
for CeA information.

Primary Audiences: The following communities are target
audiences of the Web site:

e Business Owners
e Strategic Planners
e System Developers
e CIO Staff
e CeA Team Members
Business Owners and Strategic Planners: come to find information about other

business functions and their relationships to IT. They provide information about their
business areas. They see opportunities to create synergy.

System Developers: come to find out about the building codes (standards) that are to
be used for Corps projects. They also find out about existing tools used in the Corps.
They provide information about solutions to problems that they have found.

CIO Staff: come to support their stewardship responsibilities for the Capital Planning
and Investment Control process. They provide information about policies, especially
from DA and DoD. Members of the Investment Control committees (CFAT, EFAT) use it
to support their decision-making work.

CeA Team Members: come to review documents and to provide information and
solutions to problems posed.

Each audience uses the tool to ask questions via the forums, and provide answers
within their areas of knowledge. All team members may post documents. The tool
supports the Corps as a learning organization.

Because there are other Web sites that contain information of interest to the business
and information technology communities, the following rules are provided to make the
relationships clearer:
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e To reduce the maintenance burden, and prevent duplication, point to original
sources of information rather than duplicating it here.

e Consider information found at the site to be references.

¢ Allinformation on the site is unclassified, and can be viewed by anyone with
access to the usace.army.mil domain.

e Site registration (profile) gives the user the ability to upload documents and to
contribute to the forums.
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Ce A Team List - 2 September 2003, POC: Tony Brunner

Team Member

1 Aiken, Chris

2 Bank, Robert

3 Bentz, Eugene

4 Berrios, Wil
12 Bradley, Sam

5 Brunner, Tony

6 Butler, Cary D

7 Cadieu, Vesta S

8 Charlton, Sondra

9 Clark, Terence B
10 Demby, Constance E
11 DuPuis, Barry
13 Ercums, Namejs
14 Faget, Nancy G
15 Fagot, Liz
16 Frank, Richard
17 Gmitro, Mark
18 Gooden, Brenda A
19 Hart, Thomas
20 Hamilton, Jeffrey,
21 Henderson, Michael
22 Howard, Esther
24 Jones, Chuck
25 Lanzarone, John R
26 Lichy, David E
27 Lynn, Raymond L
28 Mahoney, Sally E
29 Matyas, Gary
30 McDermott, Kathleen
31 Miles, Moody K
32 Mordecai, William H
33 Pixa, Rand
34 Rice, Judith V
35 Romano, Cathy
36 Rowson, David M
37 Seguin, Paul B
38 Sevila, Wiliam W
39 Sheridan, Catherine A
40 Spewak, Steve

41 Stolley, Joan |
42 Stoutenburgh, Linda E
43 Titus, Martin
44 Toole, Jeff
45 Urena, Raymond F
46 Walker, Chester B
47 Walters, Meredith C
48 Pinol, Phil

Gunn, Daryll
23

Office

QuTech

CECW-EE
CESAM-OP-R
CECI-ZA
CEDC-ITL
CECI-H
ERDC-ITL-MS
CECI-H
CECI-A
CECI-H
CECI-TA
QuTech
CERE-R-PD
CEHEC-IM-L
CERE-ZB
CECC-G

CECS-PMBP
CECI-T
CEERD-Z
QuTech
CECI-TA
CECI-ZO
QuTech
CECW-EE
CEIWR-NDC-N
CEDW-EI
CECI-TR
QuTech
CECI-H
CECW-EE
CEFC-S
CECC-L
CECW-ON
CECI-A
CECI-ZB
CECS
CECI-TR
CECI-TA

Dig Consult Inc

CECI-H
CEFC-ZI
CECI-T
QuTech
CELD-MS
CECI-TA
CECI-A
CEMP-MP
Thomas and
Herbert
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Technical Architecture Working Group

Cary D. Butler TAWG

Eugene Bentz TAWG

Roger Souser TAWG

Michael Henderson TAWG

Paul May TAWG

John Samuelson TAWG

James Ligh TAWG

TBD TAWG

Greg Bigelow TAWG

York Yarbro SME - CEEIS

Denise Martin SME - CDF

Peggy Wright TAWG

Tony Brunner CEA Lead

Sam Bradley SME - CEEIS

David Richards SME - Scientific Computing
Toby Wilson SME - CADD and GIS
TBD

Notes:

PRM - Performance Reference Model

BRM - Business Reference Model

DRM - Data and Information Reference Model
SRM - Service Component Reference Model
TRM - Technical Reference Model

IA - Information Assurance Architecture

M&M - Management and Maintenance

Strat Comm - Strategic Communications Team
Resource Team

CIO - Chief Information Officer

PM - Project Manager

P - Primary Team Leader

A - Altemate Team Leader

X - Team Member

C - Contractor
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Appendix F — Lines of Business Mapping to the FEA
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FEAF BRM Functions (Continued)

R

US Army Corps of
Engineers

Services for
Citizens (1)

Mode of Delivery
@

Support Delivery
of Services (3)

Management of
Government
Resources (4)

Community &
Social Services
(01)

Public Goods
Creation &
Management (03)

Controls &
Oversight (01)

Administrative
Management (01)

Disaster
Management (04)

Knowledge
Creation &
Management (02)

Legislative
Relations (03)

Financial
Management (02)

Education (06)

Energy (07)

Environmental
Management (08)

Homeland
Security (11)

International
Affairs &
Commerce (14)

Law Enforcement
(15)

Litigation &
Judicial Activities
(16)

Natural
Resources (17)

Transportation
(18)
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FEAF BRM Functions (Continued)

US Army Corps of

Engineers
Setrvices for Mode of Delivery Support Delivery Management of
Citizens (1) @) of Services (3) Government
Resources (4)
Public Goods Knowledge Regulatory
Creation & Creation & Compliance &
Management (03) Management (02) Enforcement (04)
1 1 1
Construction | El)ae ?/j:;:eit | | Inspections &
(074) (069) Audits (077)
Public Resources, .. Standard Setting/
Facilities, & - Co’:gl:’l't?r""g(g‘m || Reporting Guideline
Infrastructure 9 Development (078)
Management (075)
General Purpose .
Information | Data and 1 L Pert_‘mts 3‘79
|| Infrastructure Statistics (070) icensing (079)
Management
(076)
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FEAF BRM Functions (C ontinued)

US Army Corps of
Engineers

T |
Management of
Government
Resources (4)

Services for Support Delivery
Citizens (1) [¥3)] of Services (3)

- Planning &
Controls & Legislative . ) Regulatory Revenue
Oversight (01) Relations (03) An’;f;?;:c&) Public Affairs (05)|| |l oy elopment (06) Collection (07)
R | R | R | —
Folcy &
| | Corrective Action | | Legislative | Budget | Customer 1 Guidance
Tracking (097) Formulation {101) Services (108) Development
(112) User Fee
Collection (117)
Official
Program Legislative Capital Planning Information Regulatory
I'| Evaluation (092) | Testimony (098) B (102 I'| Dissemination |[| Creation (114)
(109)
Federal Asset
N Sales (118)
L[|  Program || Congressional || Enterprise | | Product Outreach | || Public Comment
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FEAF BRM Functions (Continued)

US Ammy Corps of
Engineers
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- Management H Payments (126) H Bxpense - Maintenance - Management
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Appendix G — Functional Level ICOM
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The chart below shows ICOM exchanges between Programs, Support, and Internal
functions (See the Value Chain diagram).

Request for Support Services
; l l v
\ Provide | USACE Policy & Guidance
L | Support Budget (
Lk _Suppgrt Services

Federal Mandates A2
Federal Requlations A

ntemational, Stete & | ocal Z

egulations 3

Federal Funding Deliver [—1 Payment .

Request for Service Programs USACE Services o

International, State &L ocal v
Funding /-ﬂ 1 ~

Qivilian Employees £ AAAA

Military Employees 2z JJ

Contractors J

Equipment & Meterials 2

Yy )
Provide Intemel Intemal Regources & Support )
Resources & Internal Resources & Support Policy |/
Suppott 5
f-. ‘l t 44 =
NODE: A0 TITLE: USACE Level 1 NO.:2
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The chart below shows ICOM exchanges between Civil Works, Military Program, Real
Estate and Research and Development Programs (see Value Chain diagram).

Intemal Resources & Support Policy
USACF Pdlicy & Guidance
Federal Mandates
State & Local Regulations
Federal Regulations \
State &L ocal Funding Deliver Request for Support Senvices
Civil "
Works 1
forl Request for MP Service T l g— )
Senvice | _Request for RE Service ﬂ
Request for R8D Senvice N
»| Deliver
Federal Furding _ p| Mitary MP Services ,, S;UGfACE
_Intemational & Inter-Agency Funding > > RE Services 0es
12 .
& RED Services
Support Services ﬂ
Intemal Resources & Support Provide
Estate
COW Budget i“’lﬁjé
Budget MP Biigel l( %rvvw v
Real Estate Budget , ) Provide
R&D Budget ~—h R8D Services
: 4 Request for Intemal R
TR Resources & Support
Civilian Employees
Miitary Employees )
Contraciors
R&D Equipment & Meterials
uipment Real Eslate Eouipment & Neferials
K/il;ltmds MP Equipment & therifals
NODE Ai TLE USACE Level A1 —Deliver Programs NO:3
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The chart below shows ICOM exchanges between Legal Services & Internal Review,
Information Technology Management, and Resource Management (see Value Chain
diagram).

Intemal Resouroes & Support Pdlicy
Federal Mbndates
Federal Reguiations

Intemational, State & Local Regulations

For OC& IR Senvices 1
Requestfol Ry et for IT Services L1
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Requestfor Qther Services Intemal
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,‘ﬁl

1 s N
A2l

v

Deliver
Informetion
Techndogy

CC&IR
IT Budget s .

YVYVVY

Qther Budget

Interral Resources 3
&Suppart v

Recuest for Intemdl
Y Yy | Resources&Suppatt ,
Poice [
L J

CC&IREquiprent & Meterials {

VVVVYVYY

N

Eqi IT Equipment & Meterials
& Meterids RV'E(MD‘TH" & Meterids
Cther Equipment & Materids

Qvilian Brployees
Miitary Enployees
Contractors

NODE: A7 E USACE Level A2—Provide Support NO:4
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The chart below shows ICOM exchanges between Acquisition Management (including

the Small and Disadvantaged Business Unit), Logistics Management, and Human
Resources Management and the Equal Employment Opportunity Office (see the Value

Chain diagram).

Federal Reguations
Federal Mandates K A ) \
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Y Y 3\

Request for Support
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Deliver
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Support Support
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2
f A32 A Lopigtics Support

ROz
-/ L e

&" (f
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Chlian Employees
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A
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Contractors

e EEOC
~  Senices 3

Provide Human HREEOC|Support
~—QE Resources & J
A

\ 1y
j_J A33

N
-
A A

Logistics Equpment &
Materials
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Appendix H — Charting the Target Work Environment

Prepared 27 April 2004
Tony Brunner, CeA Chief Architect

H.1 Process for Identifying Information
Technology Requirements for the Target Work
Environment (TWE)

The CeA Project Delivery Team (PDT) identified 13 business
practices as expressions of end states for the Target Work
Environment (TWE). These 13 end states are known
directives extrapolated from the USACE Vision, strategic and tactical business
initiatives. The TWE end states are in alignment with the CeA guiding principles
established as parameters for developing the evolving target architecture. Sculpting and
migrating to the TWE will always be a growing and changing process. The descriptions
provided here are considered high-level, minimum definitions, intended to provide
general direction on Information Technology (IT) investment decisions. More detailed
analysis and considerations will be conducted as IT investment decisions are made at
the enterprise, regional and local levels.

H.2 USACE Target Work Environment

The TWE focuses on business functions and subfunctions that transcend organizational
structure and work location in the future. The optimal USACE organizational structure
will evolve through senior-led growth and analysis of the following seven elements:
Structure, Strategy, Systems, Shared Values, Stakeholder Values, Style of Leadership,
and Skills. For detailed information, refer to the USACE 2012: The objective
Organization via 7S Model, found in the Corps Enterprise Architecture (CeA),
Appendix A (reference available: https:/cea.usace.army.mil/).

The following 13 TWE end states are the linchpin to a successful CeA:

Enterprise (Corporate-level) Program Asset Management

Regional Watershed and Installation Management

Protection of USACE Critical Military and Civil Infrastructures

Integrated Emergency Management and Homeland Security

Enhanced Communications and Information Access Throughout USACE
Enhanced Management of Business Processes (Example: Online Applications)
Enterprise Management of Manpower Resources

Enterprise and Regional Acquisition Strategy

Enterprise Management of Knowledge That Includes Best Practices, Registry of
Skills, Customer Feedback, Lessons Learned, Corporate Issues Management,
etc.

10. Enterprise Processes to Manage Technology and Data

©CoNOORWN =
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11. Methods for Data Exchange with Government and Industry Partners
12. Internal and External Virtual Teaming
13. One Stop Web Access to USACE Public Information

H.3 CeA TWE End States and Description Summaries

H.3.1. Enterprise (Corporate-level) Program Asset Management

TWE Summary: Business practices in the TWE associated with Enterprise Program
Asset Management will require IT investments that improve analytical modeling
capabilities, and improve collaboration/communications between USACE and other
Federal agencies.

H.3.2. Regional Watershed and Installation Management

TWE Summary: Business practices in the TWE associated with Regional Watershed
and Installation Management will require IT investments that improve USACE
enterprise-level automated information system (AIS) interoperability, data sharing,
collaboration and communications between USACE and other Federal, state, local and
tribal organizations, as well as trusted partners like universities and private industry.

H.3.3. Protection of USACE Critical Military and Civil Infrastructures

TWE Summary: Business practices in the TWE associated with Protection of USACE
Critical Military and Civil Infrastructures will require IT investments that improve USACE
current capabilities for Federal-level data sharing, detection, warning, alert systems and
analysis of potential terrorist attacks.

H.3.4. Integrated Emergency Management and Homeland Security

TWE Summary: Business practices in the TWE associated with Integrated Emergency
Management and Homeland Security will require IT investments that improve
Geographic Information Systems (GIS), cross-agency data sharing/application
interoperability, mobile communications, tele-engineering, intra-agency modeling,
response simulations and other information especially related to watersheds.

H.3.5. Enhanced Communications and Information Access Throughout USACE

TWE Summary: Business practices in the TWE associated with Enhanced
Communications and Information Access Throughout USACE will require IT
investments that improve enterprise-level interoperability among USACE AlS, data
warehousing, data transport, collaborative tools, security, and decision support tools.

H.3.6. Enhanced Management of Business Processes (Example: Online
Applications)

TWE Summary: Business practices in the TWE associated with Enhanced Management
of Business Processes will require IT investments that improve AIS component-level
interoperability for internal and external users (examples include single sign-on or online
applications).
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H.3.7. Enterprise Management of Manpower Resources

TWE Summary: Business practices in the TWE associated with Enterprise Management
of Manpower Resources will require IT investments that ensure state-of-the art science
and engineering automated tools, standard practices and treatment of data as a
corporate asset (data warehousing) in support of virtual teaming.

H.3.8. Enterprise and Regional Acquisition Strategy

TWE Summary: Business practices in the TWE associated with Enterprise and
Regional Acquisition Strategies will require IT investments that maintain and improve
regional acquisition-related AlS.

H.3.9. Enterprise Management of Knowledge That Includes Best Practices,
Registry of Skills, Customer Feedback, Lessons Learned, Corporate Issues
Management, etc.

TWE Summary: Business practices in the TWE associated with Enterprise Management
of Knowledge That Includes Best Practices, Registry of Skills, Customer Feedback,
Lessons Learned, Corporate Issues Management, etc., will require IT investments that
consolidate current AIS and system components which currently provide similar
services.

H.3.10. Enterprise Processes to Manage Technology and Data

TWE Summary: Business practices in the TWE associated with Enterprise Processes to
Manage Technology and Data will require IT investments in the IT infrastructure to bring
state-of-the-art computing capabilities to the desktop, and implement a clear path to
increased access/use of corporate data via shared data repositories.

H.3.11. Methods for Data Exchange with Government and Industry Partners

TWE Summary: Business practices in the TWE associated with Methods for Data
Exchange with Government and Industry Partners will require IT investments that
improve data collection, analysis and dissemination for internal and external information
users.

H.3.12. Internal and External Virtual Teaming

TWE Summary: Business practices in the TWE associated with Internal and External
Virtual Teaming will require IT investments that promote standard science and
engineering tools and processes for internal and external team members to support
virtual project management.

H.3.13. One Stop Web Access to USACE Public Information

TWE Summary: Business practices in the TWE associated with One Stop Web Access
to Public Information will require IT investments that reduce reporting burdens,
streamline business transactions, and provide automated support to decision making
through an aggressive migration to Web-based electronic mechanisms.

Appendix H — Charting the Target Work Environment 139



CORPS ENTERPRISE ARCHITECTURE
APRIL 2005

H.4 Prescribed IT Focus for Supporting the TWE

Improve communications capabilities between USACE and other Federal, State,
University, and tribal organizations and other trusted partners.

Improve data collection, analysis and sharing between USACE and other
Federal, State, University, and tribal organizations and other trusted partners —
particularly in areas of watershed management, infrastructure protection,
homeland security and GIS.

Improve collaboration and virtual teaming capabilities — particularly in the area of
science and engineering tools/practices standardization.

Improve USACE analytical modeling capabilities.

Improve intra-agency modeling and response simulations, especially related to
watersheds.

Bring IT infrastructure state-of-the-art computing capabilities to the desktop.

Consolidate current USACE AIS and system components providing similar
services.

Improve enterprise-level interoperability among USACE AIS.

Improve AIS component-level interoperability for internal and external users
(examples include single sign-on or online applications).

Reduce reporting burdens, streamline business transactions through an
aggressive migration to Web-based electronic mechanisms.

Improve mobile communications.
Improve tele-engineering capabilities.
Provide decision support tools.

Maintain and improve regional acquisition-related AlSs.

H.5 Examples of Specific IT Initiatives Supporting the TWE

140

Improvements in data management (standards, access, etc.).

Select Data marts warehouses (GIS, homeland security, watershed
management, etc.) for internal and external access.

Increase in Web-based collaboration tools.
Increase in regional/national IT contracts; decrease in local IT contracts.

AIS consolidation at system and component level (CADD/GIS, business, lessons
learned, etc).

e-Corps (single sign-on, knowledge management horizontal portal, lessons
learned, etc.).
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e Standard suite of S&E tools to support virtual engineering.

H.6 Target Work Environment Analysis and References

e USACE Integrated Strategic Plan

e CW Strategic Plan

e MP Strategic Plan

e RD Strategic Plan

e RE Strategic Plan

¢ HR Modernization Planning Documents
e 2012 Implementation Plan

e CEEIS Modernization Planning

e |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture

e PARC Web Page

H.7 Business and Organization Structure

The USACE Business Reference Model (BRM) in the TWE reflects an enterprise-centric
approach to program and project management through Regional Business Centers
(RBC). Civil Works, Military Programs, and Research and Development will continue to
be USACE mission areas (also referred to as primary business functions). Each of
these mission areas will additionally include Business Lines (sometimes referred to as
Lines of Business). All remaining Business Functions are Support Functions
(sometimes referred to as support services).
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Figure H.1. USACE Target Work Environment Enterprise Statement and Value Chain

H.8 Guiding Principles for Creating the Target Work Environment
(Excerpts from 2012 Implementation Plan)

e Act as “One Corps”: Align and operate as one Corps with the primary
responsibility, authority, tasks and activities at each echelon commensurate with
the appropriate role. Promote the concept of mutual interdependence throughout
the organization while aligning expertise with the work.

e Act as “One Headquarters”: HQUSACE and the Division echelons are aligned
and operate seamlessly as one headquarters and issues are resolved after only
one staff level review. The lowest level possible is empowered to action.
Functions at each level add value and eliminate redundancies. Program
oversight and integration occur at the Washington Headquarters and program
management takes place at the Regional level.
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Washington Headquarters Focus: Washington Headquarters is focused
primarily on strategic learning, planning and direction, national relationships,
policy development and creating conditions for success of the entire
organization.

Division Office Focus: Division Offices are focused on creating conditions for
success that enable the achievement of missions within the RBC through the
accomplishment of Command and Control, Regional Interface, Program
Management, Quality Assurance and operational planning and management of
the RBC.

Actualize the RBC: The RBC is used to utilize regional resources and expertise
effectively and efficiently through the concept of mutual interdependence.

H.9 Major Process Changes (Excerpts from 2012 Implementation Plan)

National and Regional Program Management: Appropriations are managed at
the national level and regions manage regional programs and funds.

Checkbook Funding: Funding should be provided to enable offices to purchase
necessary expertise and services when there is an insufficient requirement for a
continuous level of effort or service.

Eliminate certification of DD1391: The ASA-I&E direction to conduct planning
charrettes for all Army MILCON projects included in the POM creates a
redundant requirement for DD1391 certification. DD1391 certification can still be
accomplished at the District level for those projects that have not been
programmed based on a planning charrette.

Army MILCON Design Directives: Regions will issue design directives on all
Army MILCON projects.

Army MILCON Reprogramming: Regions will request MILCON reprogramming
authority and approval directly from OASCIM. Washington level HQs will be
informed the action is occurring but will not be in the process flow.

Regions Manage Army MILCON Project Funds: Regions will obtain project
funds directly from HQs Washington level Directorate of Resource Management.
This includes construction and Planning and Design (P&D) funds. Washington
level HQs will manage at the appropriation level and the regions will manage at
the project level. P&D funds will be allocated by Washington level HQs on a
regional basis. The Regions will allocate and manage on a District basis.

Regional Support Centers: Many of the support functions recommended the
establishment of Regional Support Centers for their specific function. This
concept has merit on a broad scale and Regions are encouraged to evaluate the
concept for all Regional functions, support and mission. It appears that regional
processes could be streamlined significantly in some functional areas.
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e Programmatically Fund the “Reconnaissance Phase” of the Civil Works
Planning Process: Establish reconnaissance studies similar to the current
Continuing Authorities Program. Congressional action will be required.

e Provide 100 Percent Federal Funding for the Feasibility Phase of Project
Implementation: Seek Congressional Modification of WRDA 86 to remove the
feasibility study cost sharing requirement.

e Build and Defend the Civil Works Program around Business Lines: In FY
05, the Corps of Engineers is developing its budget based on the nine water
resources business lines. This initiative should be continued.

e Reconstitute Project Cooperation Agreements (PCAs) as Partnering
Agreements executed at the District Level: This would eliminate months, if not
years, from the civil works process and address the number one partner and
customer complaint about our civil works process.

e Actualize the Regional Business Center: Focus Washington Headquarters
and Division Offices on their appropriate missions and align resources to truly
actualize Regional Business Centers.

H.10 Organizational Design Concepts (Excerpts from 2012
Implementation Plan)

Regional Business Center (RBC): The Corps is moving toward the RBC objective
state defined in the RBC 2012 Concept Paper, March 24, 2003. The basic premise is
that the Corps will operate more interdependently within each region. Each District will
no longer need to perform every function; we will have technical centers; regional
metrics; regional support functions that serve multiple districts; and one CEFMS
database. For example, one CEFMS database for each Region is necessary to
actualize the RBC, as it will allow direct charging to projects within a Region, streamline
internal funds management processes and promote collaboration. As we define what
we do within each functional area, it is essential we recognize our evolving "doctrine"
particularly as defined in the role of the RBC. Both Washington headquarters and MSC
headquarters processes must be designed to maximize support of District tactical level
work, while efficiently leveraging all available resources of the Corps.

Regional Support Teams: Significant cultural changes and minor structural changes
are necessary to break the existing three-echelon and competing-stovepipe paradigms
necessary to operate as One Corps and One Headquarters. Cultural changes will take
place over time as we stop competing internally between programs and begin to behave
as “One agile team, capable of operating virtually as a learning organization.” The
structural change that will support the cultural change is the creation of Regional
Support Teams (RSTs), which will link the Washington and Regional Headquarters into
one and create synergy among all programs. RSTs will be focused on the execution of
programs for major Corps mission areas including Civil Works, Military Construction,
Installation/Interagency/International Support, Environmental, Real Estate and
Research and Development. The teams will be assigned to the Washington level HQs
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and will be duty stationed in Washington but they will represent the voice, concern and
conscience of the Regions. They will be empowered to work issues with any level of the
USACE organization necessary to resolve the issue in an expeditious and timely
manner.

Support Functions: In the context of Executive Direction and Management (ED&M),
"mission" equates to direct program oversight, and “support” is the indirect services that
facilitate that program oversight. For purposes of this analysis, the General Expense
(GE) & Operations and Maintenance (OMA) ED&M resources assigned to Military
Programs, Civil Works, Real Estate and Research and Development are assumed to be
direct “mission” assets. All other functions are defined as “support.”

H.11 TWE Summary Backup Notes

H.11.1. Enterprise (Corporate-level) Program Asset Management

Summary Discussion: Business practices in the TWE associated with Enterprise
Program Asset Management will require IT investments that improve analytical
modeling capabilities, and improve collaboration and communications between USACE
and other Federal agencies.

References:
e USACE Integrated Strategic Plan

e CW Strategic Plan

e MP Strategic Plan

e RD Strategic Plan

e RE Strategic Plan

¢ HR Modernization Planning Documents
e 2012 Implementation Plan

e CEEIS Modernization Planning

e |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture
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Reference Civil Works Strategic Plan
1.1.1. Invest in navigation infrastructure when the benefits exceed the costs.

Flood and Coastal Storm Damage Reduction

1.1.2. Invest in flood and coastal storm damage reduction solutions when the benefits
exceed the costs.

Hydropower
1.1.3. Invest in hydropower rehabilitation projects when the benefits exceed the costs.

CW Strategic Plan Strategies

e Improve planning processes through Planning Centers of Expertise and
enhanced training and development of planners in the Corps, especially in the
area of analytic models.

e Seek ways to better align and integrate ongoing water management activities
managed by the Corps.

e Improve the Corps systems-oriented engineering and economic evaluation
methodologies. Use and develop state-of-the-art models, including economic
models, in conducting our analyses and evaluations.

¢ Increase interagency coordination of system modeling capabilities.

H.11.2. Regional Watershed and Installation Management

Summary Discussion: Business practices in the TWE associated with Regional
Watershed and Installation Management will require IT investments that improve
application interoperability, data sharing, collaboration and communications between
USACE and other Federal, state, local and tribal organizations, as well as trusted
partners such as universities and private industry.

References:
e USACE Integrated Strategic Plan
e CW Strategic Plan
e MP Strategic Plan
e RD Strategic Plan
e RE Strategic Plan
¢ HR Modernization Planning Documents
e 2012 Implementation Plan
e CEEIS Modernization Planning
e |RM Strategic Plan
e 8 OMB Business Cases
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e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture

USACE Integrated Strategic Plan
Strategies to Achieve Objective 1.2.

Work with others (tribes, Federal agencies, State and local entities, non-governmental
organizations, and regional watershed commissions) in developing integrated water
resources solutions at a watershed scale, drawing upon the examples of Coastal
America and American Heritage Rivers for success criteria.

a. There are real water resources challenges facing our Nation, and these
challenges must be met — otherwise our Nation’s economic prosperity,
environment, security, and quality of life will suffer. To practice the principles of
sustainable development, we must approach problems in an integrated, holistic
fashion — preferably on a watershed scale. We know that this planning must
accommodate significant uncertainties and allow for adjustments to future
changes in the natural and social environments. (USACE Integrated Strategic
Plan, p. 4)

Reference CW Strategic Plan:

Strategic Goal 1: Provide sustainable development and integrated management of the
Nation’s water resources.

1.2.1. As approved and funded, provide a range of assistance to support sustainable
regional, basinwide, or watershed planning and activities in partnership with others.

H.11.3. Protection of USACE Critical Infrastructure

Summary Discussion: Business practices in the TWE associated with Protection of
USACE Critical Infrastructure will require IT investments that improve USACE current
capabilities for Federal-level data sharing, detection, warning, and alert systems and
analysis of potential terrorist attacks.
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References:
e USACE Integrated Strategic Plan

e CW Strategic Plan

e MP Strategic Plan

e RD Strategic Plan

e RE Strategic Plan

¢ HR Modernization Planning Documents

e 2012 Implementation Plan

e CEEIS Modernization Planning

e |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews

e e-Corps PMP

e DoD Joint Technical Architecture
Reference USACE Integrated Strategic Plan: The Corps Emergency Management
Program must be ready to prevent all types of hazards and support the Department of
Homeland Security. Countering terrorism is a national priority. Terrorism threatens
national security through contamination of, or disruption to, infrastructure, such as major
water conveyance structures (aqueducts, tunnels, pipelines). Target threat areas
include nuclear and radiological facilities, toxic chemicals and explosive materials
facilities, transportation systems (navigable waterways and ports), and fixed
infrastructure. Since 9/11, the Nation has maintained a heightened state of readiness to
protect critical infrastructure. Concerns for water resources infrastructure focus on
several things: dam failure causing massive flooding downstream; biological or chemical

contamination — especially of water supplies -- and attacks on navigation facilities and
hydropower plants. Implications for water resources development include:

e Resources will be diverted from domestic programs to homeland security and
defense.

e There is a need to secure critical infrastructure, such as dams, hydropower
plants, and reservoirs to protect vital resources for national security and to keep
the domestic engine primed and pumping. Increased attention to planning is
required to protect water supply systems, including treatment, pumping, and
storage facilities.
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o Better detection, warning, and alert systems for a terrorist attack are required.
o Water resources project designs must take security considerations into account.
e Planning must be done to assess system vulnerabilities.

e There is a need for centralized catastrophic disaster response coordination at the
Federal level.

e Better coordination among the public health and disaster medical systems will be
required.

e Need to improve core capabilities of some states and localities to respond to a
massive disaster.

e Need improved detection and treatment for chemical and biological agents.
Readiness programs must incorporate biological and chemical attack scenarios
to a greater degree, especially in large metropolitan areas.

e Improved intelligence gathering and analysis from both domestic and
international sources will be needed.

e Changes in emergency management systems and personnel training should be
made.

The United States Army Corps of Engineers serves the Army and the Nation at home
and abroad by providing vital public engineering services and capabilities across a full
spectrum of operations in peace and war in support of national and global interests.
Using the Army’s command and control structure, we can quickly mobilize a trained
force of engineering program managers and problem solvers into a seamless military-
civil team to deliver critical infrastructure, engineering-related technical assistance, and
coalition-building expertise worldwide. This integrated military-civil blend of expertise
provides a flexible instrument for problem solving and the design and implementation of
engineering solutions. As such, our expertise contributes to the economic development,
security, and revitalization of the U.S. and the nations we support. The robust
capabilities of the Corps thus provide an instrument of national policy to preserve and
extend peace globally in support of the National Security Strategy.

a. We help shape the security environment through our many missions across the
globe in the infrastructure assistance and development, oriented towards both
military facilities and civilian needs such as water, power, and roads. (USACE
Integrated Strategic Plan, p. 3, Footnote 1).

b. Known and prospective developments in Army and DoD infrastructure needs
also present challenges beyond the capabilities of a single agency. (USACE
Strategic Plan, p. 5).

c. Thus, we anticipate the possibility of changes to our assigned mission areas in
the years ahead. Some of these potential changes are:

(1) Engineering services relating to infrastructure evaluation, recovery,
reconstruction, and development in a variety of global regions.
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(2) Technical engineering services relating to critical infrastructure protection
within the United States. (USACE Strategic Plan, p 6)

H.11.4. Integrated Emergency Management

Summary Discussion: Business practices in the TWE associated with Integrated
Emergency Management will require IT investments to improve GISs, cross-agency
data sharing/application interoperability, mobile communications, tele-engineering, intra-
agency modeling, response simulations and other information especially related to
watersheds.

References:
e USACE Integrated Strategic Plan
e CW Strategic Plan
e MP Strategic Plan
e RD Strategic Plan
e RE Strategic Plan
¢ HR Modernization Planning Documents
e 2012 Implementation Plan
e CEEIS Modernization Planning
e |RM Strategic Plan
e 8 OMB Business Cases
e Regional Campaign Plans
e Competitive Sourcing PMP
e CPIC AIS Presentations
e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture

Reference USACE Integrated Strategic Plan: The Corps might work with FEMA on its
map modernization program.

Goal 4: Reduce vulnerabilities and losses to the Nation and the Army from natural
and man-made disasters, including terrorism.

The Corps will provide timely, effective, and efficient disaster preparedness, response,
recovery, and mitigation services in flood fighting and through our support of the FEMA
and Department of Homeland Security.
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Strategies to Achieve Objective 1.2.

Enhance collaborative working relationships with the Environmental Protection Agency,
the U.S. Fish and Wildlife Service, the Natural Resources Conservation Service, the
U.S. Geological Survey, the FEMA, and others to share data, models, methods, and
other information, especially related to watersheds.

Goal 4: Reduce vulnerabilities and losses to the Nation and the Army from natural
and man-made disasters, including terrorism.

The purpose of this goal is to manage the risks associated with all types of hazards and
to increase the responsiveness of the Civil Works Emergency Management Program
within the Corps Office of Homeland Security to respond to disasters in support of
Federal, State, and local emergency management efforts. Emergency readiness
contributes to national security. We have established two objectives to promote effective
readiness, response, and recovery.

Seek partnership opportunities with the FEMA to align their mitigation and recovery
efforts with the Corps’.

The Stafford Act authorized the Corps to support the FEMA in carrying out the Federal
Response Plan, which requires 26 Federal departments and agencies to provide
coordinated disaster relief and recovery operations.

Ref CW Strat Plan:

STRATEGIC GOAL 4. Reduce vulnerabilities and losses to the nation and the Army
from natural and man-made disasters, including terrorism.

Goal 4. Reduce vulnerabilities and losses to the Nation and the Army from natural and
man-made disasters, including terrorism. The purpose of this goal is to manage the
risks associated with all types of hazards and to increase the responsiveness of the
Civil Works Emergency Management Program within the Corps Office of Homeland
Security to respond to disasters in support of Federal, State, and local emergency
management efforts. Emergency readiness contributes to national security. We have
established two objectives to promote effective readiness, response, and recovery.

Emergency Management Program

4.1.1. Attain and maintain a high, consistent state of preparedness.
4.1.2. Provide a rapid, effective, efficient all-hazards response.
4.1.3. Ensure effective and efficient long-term recovery operations.

Planning Response Team Readiness Index.

PL84-99 Response Team Readiness Index.

Percent of scheduled inspections performed for all non-Federal Flood Control Works in
RIP, as required by ER 500-1-1.

Percent of time solutions are developed and implemented (either repaired to pre-flood
conditions or possible non-structural alternative) prior to the next flood season.
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Percentage of Federal and non-Federal flood control works in Rehabilitation and
Inspection Program with a satisfactory condition rating.

Strategies to Achieve Objective 4.1.

Continue to serve as the lead agency in public engineering in support of the
Federal Response Plan.

Work with the Department of Homeland Security in defining the Corps role with
respect to homeland security and defense within the context of an all-hazards
Federal Response Plan.

Promote research and development work units to improve flood damage
reduction and disaster recovery plans, processes, and operations, e.g., levee
inspection and Advanced Measures programs, and readiness training.

Improve simulations of our response to disaster scenarios to ensure optimum
readiness planning.

Seek partnership opportunities with the FEMA to align their mitigation and
recovery efforts with the Corps.

Continue to work with stakeholders and State and local emergency management
agencies to improve emergency response planning.

H.11.5. Enhanced Communications and Information Access Throughout USACE

Summary Discussion: Business practices in the TWE associated with Enhanced
Communications and Information Access Throughout USACE will require IT
investments that improve enterprise-level interoperability among USACE automated
information systems, data warehousing, data transport, collaborative tools, security, and
decision support tools.

References:

152

USACE Integrated Strategic Plan
CW Strategic Plan

MP Strategic Plan

RD Strategic Plan

RE Strategic Plan

HR Modernization Planning Documents
2012 Implementation Plan
CEEIS Modernization Planning
IRM Strategic Plan

8 OMB Business Cases
Regional Campaign Plans
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e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture
Reference USACE Integrated Strategic Plan:

Objective 5.3. Become a more efficient and effective organization through
technology.

Strategies to Achieve Objective 5.3.

e Develop a world-class enterprise-wide IT environment through improved
information connectivity within the Corps and with the public, respecting the need
to assure information security.

e Ensure that Information Technology systems meet IT security objectives.

e Reduce reporting burdens, streamline business transactions and make decision
making more transparent through Web-based electronic mechanisms that
promote information access and sharing.

Reference CW Strat Plan:

Goal 5. Be a world-class public engineering organization. Goal 5 is focused on
ensuring that the Civil Works mission is performed in a technically skilled manner so as
to build respect and confidence in the products and services the Corps delivers today
and into the future. Building trust will come from the integrity of our engineering and
scientific evaluations and recommendations, the soundness of our management
decisions, the transparency of our decision-making process, the reliability and
effectiveness of our business processes, and the contributions we make to the state of
the art within and across our core technical disciplines. To achieve Goal 5, we must pay
attention to people, processes, fiscal responsibility, efficiencies, and technology. The
President’'s Management Agenda helps us focus on major organizational effectiveness
aspects central to being a world-class organization: human talent, financial integrity,
sound business practices, and the advantages that technology offers, especially to bring
government closer to citizens. We have set three objectives to move toward Goal 5. We
will draw upon the ongoing plans we have drafted in support of the President’s
Management Initiatives to make headway toward these objectives.

Percent of personnel that have completed security training.

Percent of sites passing security inspection.
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H.11.6. Enhanced Management of Business Processes (Example: Online
Applications)

Summary Discussion: Business practices in the TWE associated with Enhanced
Management of Business Processes will require IT investments that improve automated
information system component-level interoperability for internal and external users
(examples include single sign-on or online applications).

References:
e USACE Integrated Strategic Plan
e CW Strategic Plan
e MP Strategic Plan
e RD Strategic Plan
e RE Strategic Plan
¢ HR Modernization Planning Documents
e 2012 Implementation Plan
e CEEIS Modernization Planning
e |RM Strategic Plan
e 8 OMB Business Cases
e Regional Campaign Plans
e Competitive Sourcing PMP
e CPIC AIS Presentations
e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture
Reference USACE Integrated Strategic Plan:

Goal 5 is focused on ensuring that the Civil Works mission is performed in a technically
skilled manner so as to build respect and confidence in the products and services the
Corps delivers today and into the future. Building trust will come from the integrity of our
engineering and scientific evaluations and recommendations, the soundness of our
management decisions, the transparency of our decision-making process, the reliability
and effectiveness of our business processes, and the contributions we make to the
state of the art within and across our core technical disciplines.

Strategies to Achieve Objective 5.2.
e Improve business processes and automated information systems to improve our

financial management.
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a. As a largely reimbursable agency, we must continue to embrace up-to-date,
businesslike practices in all our customer relations to include matching our
capabilities to the needs of customers, in timing, in required services, and in
desired degree of participation. (USACE Strategic Plan, p.5)

H.11.7. Enterprise Management of Manpower Resources

Summary Discussion: Business practices in the TWE associated with Enterprise
Management of Manpower Resources will require IT investments that ensure state of

CORPS ENTERPRISE ARCHITECTURE

By the same token, we will continuously improve project management and other

business processes (PMBP) and how we work throughout all of our mission

areas.

the art science and engineering automated tools, standard practices and treatment of

data as a corporate asset (data warehousing) in support to virtual teaming.

References:

USACE Integrated Strategic Plan

CW Strategic Plan

MP Strategic Plan

RD Strategic Plan

RE Strategic Plan

HR Modernization Planning Documents
2012 Implementation Plan

CEEIS Modernization Planning

IRM Strategic Plan

8 OMB Business Cases

Regional Campaign Plans

Competitive Sourcing PMP

CPIC AIS Presentations

e-Gov Initiatives/USACE e-Gov Reviews
e-Corps PMP

DoD Joint Technical Architecture

Reference USACE Integrated Strategic Plan:

“Integrated water resources management is a process that promotes the coordinated
development and management of water, land and related resources in order to
maximize the resultant economic and social welfare in an equitable manner without
compromising the sustainability of vital ecosystems.”
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Ref CW Stat Plan

Be a world-class public engineering organization. Goal 5 is focused on ensuring that the
Civil Works mission is performed in a technically skilled manner so as to build respect
and confidence in the products and services the Corps delivers today and into the
future. Building trust will come from the integrity of our engineering and scientific
evaluations and recommendations, the soundness of our management decisions, the
transparency of our decision-making process, the reliability and effectiveness of our
business processes, and the contributions we make to the state of the art within and
across our core technical disciplines. To achieve Goal 5, we must pay attention to
people, processes, fiscal responsibility, efficiencies, and technology. The President’s
Management Agenda helps us focus on major organizational effectiveness aspects
central to being a world-class organization: human talent, financial integrity, sound
business practices, and the advantages that technology offers, especially to bring
government closer to citizens. We have set three objectives to move toward Goal 5. We
will draw upon the ongoing plans we have drafted in support of the President’s
Management Initiatives to make headway toward these objectives.

Percent of personnel that have completed security training.
Percent of sites passing security inspection.

Objective 5.1. Be a world-class technical leader.

5.1.1. Develop a Human Capital Strategy* to recruit, maintain, and enhance technical
capability in core competencies.

5.1.2. Competitive Sourcing* -- Accomplish inherently nongovernmental work through
others in support of mission accomplishment.

5.1.3. Support for Others: Provide public works engineering and construction
management services that meet the customer’s expectations.

Office of Personnel Management in rating scorecard for the President’'s Management
Initiatives.

Competitive sourcing guidelines established by the Office of Management and Budget.

Score/rating from surveys of customer satisfaction with the quality, cost, and timeliness
of public engineering and construction management services provided by the Corps.

Strategies to Achieve Objective 5.1.

Our strategies focus on recruitment, retention, fiscal responsibility and accountability,
business process improvements, innovation, and outreach. Providing quality and
responsive engineering and scientific services to the Nation and others requires a solid
technical foundation. Toward preserving our technical edge, we will do the following:
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Develop a Strategic Management of Human Capital Plan for USACE that
addresses OPM’s Human Capital Accountability and Assessment Framework
within the context of corporate planning, competitive sourcing, and technology
initiatives.

Improve recruiting policies and procedures targeted to critical skill areas.

Implement a Planning Excellence Program to enhance our planning capability
and economic evaluations.

Establish national and regional Planning Centers of Expertise.

Heed the National Academy of Sciences recommendation to institute
independent review on large or controversial projects.

Support competitive sourcing initiatives proposed by the Administration in concert
with the mandates of the Federal Activities Inventory Reform (FAIR) Act of 1998.

Partner with the Department of Army to streamline and standardize the
employment application process for individuals seeking employment with the
Corps.

Improve leadership training and doctrine.

Preserve our world-class capabilities through a robust Research and
Development program, in part oriented to development and application of holistic
systems frameworks and watershed models and technologies.

Improve our technology transfer to promulgate our skills and knowledge more
widely.

Share our knowledge and expertise with others through an active Support for
Others Program.

Improve technology implementation through a Strategy for Management of
Science and Engineering Technology (SET).

H.11.8. Enterprise and Regional Acquisition Strategy

Summary Discussion: Business practices in the TWE associated with Enterprise and
Regional Acquisition Strategies will require IT investments to maintain and improve
regional acquisition-related automated information systems.

References:

USACE Integrated Strategic Plan
CW Strategic Plan
MP Strategic Plan
RD Strategic Plan
RE Strategic Plan

HR Modernization Planning Documents
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e 2012 Implementation Plan

e CEEIS Modernization Planning

¢ |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture
e PARC Web Page

Reference USACE Integrated Strategic Plan:

There is no official list of the most important environmental challenges facing the
country and not enough money to address all of the environmental issues. We know
that we need to prioritize. But we can also begin to work with others at the State and
local level, as well as with non-governmental organizations, to establish priorities for
environmental investments. The best solutions will be those adopted through
partnerships to address regional requirements and characteristics.

Streamline Businesses Processes — Especially the Regulatory Process. People want to
see the regulatory permitting timeline shortened (especially for Clean Water Act,
Section 404 permits) and simplified, a tracking system implemented, and permit
decisions tailored to regional challenges. They would like to achieve a better balance
between commercial/industrial beneficiaries and community and environmental
beneficiaries.

Ref PARC Web Page: Regional acquisitions will require improvements to acquisition-
specific automated information systems.

H.11.9. Enterprise Management of Knowledge That Includes Best Practices,
Registry of Skills, Customer Feedback, Lessons Learned, Corporate Issues
Management, etc.

Summary Discussion: Business practices in the TWE associated with Enterprise
Management of Knowledge That Includes Best Practices, Registry of Skills, Customer
Feedback, Lessons Learned, Corporate Issues Management, etc., will require IT
investments that consolidate current USACE systems and system components
providing similar services.

158 Appendix H — Charting the Target Work Environment



CORPS ENTERPRISE ARCHITECTURE .
APRIL 2005

References:
e USACE Integrated Strategic Plan

e CW Strategic Plan

e MP Strategic Plan

e RD Strategic Plan

e RE Strategic Plan

¢ HR Modernization Planning Documents
e 2012 Implementation Plan

e CEEIS Modernization Planning

e |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture

e PARC Web Page

Reference USACE Integrated Strategic Plan:

Our strength is our public engineering technical expertise in planning, design,
construction, engineering management, and project management. This expertise is
grounded in solid scientific and interdisciplinary skills and knowledge, as enhanced by
demonstrated competence in contract management, contingency and disaster
response, real estate services, collaborative processes, and research and development.

Collaborative Approach. Clearly, collaboration is essential to bring together the
expertise on natural and human systems over the appropriate geographic area,
knowledge of problems that exist, and the range of current and potential uses for water
resources. Collaboration can involve several Federal agencies (e.g., Environmental
Protection Agency, U.S. Fish and Wildlife Service, Natural Resources Conservation
Service, Bureau of Reclamation, U.S. Geological Survey, and land management
agencies), State and local agencies, the private sector, and interest groups and can
take many forms. Each participating entity will bring its own legal authorities, skills and
knowledge, history, and contributions to funding.
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Our ability to integrate a wide ranging interdisciplinary capability into a full spectrum
engineering capability and our geographic dispersion uniquely enable the Army Corps
of Engineers to meet national water resources requirements.

The Corps intends to work within the Administration and with Congress to promote
policies and legislation that will be more consistent with the strategic direction presented
here. We want to build on our areas of strength and improve our reputation in areas in
which we have received criticism. We want to be a world-class public engineering
organization — knowledgeable on the latest technologies, capable in the latest skills,
trusted as an honest broker and helpful collaborator who provides transparent analyses,
a wise investor of taxpayer funds, and an organization that delivers projects on time and
within budgets.

Customer satisfaction. Support for Others: Provide public works engineering and
construction management services that meet the customer’s expectations. Score/rating
from surveys of customer satisfaction with the quality, cost, and timeliness of public
engineering and construction management services provided by the Corps.

¢ Intermittently during the year, issues are raised and discussed at Issues
Management Board meetings; this Board is made up of all senior military and
civilian leaders at Corps headquarters.

a. Known and prospective developments in Army and DoD infrastructure needs
also present challenges beyond the capabilities of a single agency. Working
closely with our customers, and in alliance with the other stakeholders, we will
collaborate in seeking and finding innovative answers to those challenges,
mutually leveraging our respective strengths. (USACE Strategic Plan, p. 5)

b. ...we, like other Federal agencies, must engage in continual improvement
and adjustment to changes in the larger world. Adopting the phrase
popularized by Peter Senge, we must transform ourselves into a “Learning
Organization,” one that is adaptive, flexible, and responsive. (USACE
Strategic Plan, p.5)

H.11.10. Enterprise Processes to Manage Technology and Data

Summary Discussion: Business practices in the TWE associated with Enterprise
Processes to Manage Technology and Data will require IT investments in the IT
infrastructure to bring it up to state-of-the-art support capabilities, and implement a clear
path to data warehousing corporate data.

References:
e USACE Integrated Strategic Plan
e CW Strategic Plan
e MP Strategic Plan
e RD Strategic Plan
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e RE Strategic Plan

¢ HR Modernization Planning Documents
e 2012 Implementation Plan

e CEEIS Modernization Planning

e |RM Strategic Plan

e 8 OMB Business Cases

¢ Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations

e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture
Reference USACE Integrated Strategic Plan:
3) Bring government closer to citizens through responsive technology;

Civil Works Strategic Plan OBJECTIVE 5.3. Become a more efficient and effective
organization through technology (e-government®).

Goal 5 - Be a world-class public engineering organization. Goal 5 is focused on
ensuring that the Civil Works mission is performed in a technically skilled manner so as
to build respect and confidence in the products and services the Corps delivers today
and into the future. Building trust will come from the integrity of our engineering and
scientific evaluations and recommendations, the soundness of our management
decisions, the transparency of our decision-making process, the reliability and
effectiveness of our business processes, and the contributions we make to the state of
the art within and across our core technical disciplines. To achieve Goal 5, we must pay
attention to people, processes, fiscal responsibility, efficiencies, and technology.

Be a world-class technical leader.

Strategies to Achieve Objective 5.1. Our strategies focus on recruitment, retention,
fiscal responsibility and accountability, business process improvements, innovation, and
outreach. Providing quality and responsive engineering and scientific services to the
Nation and others requires a solid technical foundation. Toward preserving our technical
edge, we will do the following:

e Develop a Strategic Management of Human Capital Plan for USACE that
addresses OPM’s Human Capital Accountability and Assessment Framework
within the context of corporate planning, competitive sourcing, and technology
initiatives.
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e Improve our technology transfer to promulgate our skills and knowledge more
widely.

e Share our knowledge and expertise with others through an active Support for
Others Program.

e Improve technology implementation through a Strategy for Management of
Science and Engineering Technology (SET).

Objective 5.3. Become a more efficient and effective organization through
technology. Strategies to Achieve Objective 5.3.

e Develop a world-class enterprise-wide IT environment through improved
information connectivity within the Corps and with the public, respecting the need
to assure information security.

e Ensure that IT systems meet IT security objectives.

e Reduce reporting burdens, streamline business transactions and make decision
making more transparent through Web-based electronic mechanisms that
promote information access and sharing.

¢ Improve government-to-citizen services by leveraging technology and e-
government (e-Gov) initiatives.

e Focus IT spending on high-priority modernization initiatives using a
modernization blueprint for Enterprise Architecture.

a. We do not know the exact nature of the missions that will be assigned to us in
the future, but based on experiences extending over many decades (up to
and including current events), it is prudent to anticipate that they will run a
large gamut of public engineering services. Thus, as an agency, we believe it
incumbent upon us to maintain the technical edge to be a world-class public
engineering organization throughout multiple disciplines. In addition to
engineering specialties, this also includes high-level expertise in fields
ranging from the natural sciences to real estate acquisition, financial
management, environmental law, and Federal procurement. These in-house
technical capabilities will be complemented by the ability to effectively
contract for and manage additional capabilities resident in the private sector.
(USACE Integrated Strategic Plan, p.5)

Ref CW Strat Plan:

Objective 5.3. Become a more efficient and effective organization through
technology.

5.3.1. Ensure that the Civil Works mission is supported by an information architecture
and capital investments in technology aimed at increasing work efficiencies and
effectiveness.”
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5.3.2. Develop and use electronic means and media to provide timely and easily
accessible information about engineering and related services to customers, the public,
and other interested parties.*

Standards set by Clinger-Cohen Act and other relevant laws that apply to the Chief
Financial Information Officer in the Corps.

Standards set by the Office of Management and Budget.

Commence at least one IT initiative that affects approximately 4,500 citizens per day.

Strategies to Achieve Objective 5.3.

Develop a world-class enterprise-wide IT environment through improved
information connectivity within the Corps and with the public, respecting the need
to assure information security.

Ensure that IT systems meet IT security objectives.

Reduce reporting burdens, streamline business transactions and make decision
making more transparent through Web-based electronic mechanisms that
promote information access and sharing.

Improve government-to-citizen services by leveraging technology and e-
government (e-Gov) initiatives.

Focus IT spending on high-priority modernization initiatives using a
modernization blueprint for Enterprise Architecture.

Examples of How the Corps is Improving Government-to-Citizen Services

The Corps’ Navigation Data Center provides the Operations and Maintenance
Business Information Link (OMBIL), an electronic system that links and
standardizes operational data regarding navigation, flood protection, hydropower,
environmental stewardship, recreation, and regulatory issues.

The Corps’ Emergency Management Program operates ENGLink, a GIS-based
interactive system for emergency communications, command, and control that
enables rapid access to maps and data regarding both baseline information and
specific disaster events.

We have integrated regulatory permits, outgrants, and other types of
authorizations and licenses for ease of public access and completion.

The Corps’ Internet-based National Recreation Reservation Service serves as
the one-stop recreation reservation system for the public for more than 145,000
recreation sites at over 1700 Federal lakes and parks, including National Parks
and other public lands.

Within the Regional Sediment Demonstration Program, a regional geospatial
information system (GIS) is being developed to provide baseline data and
historical data sets to facilitate regional sediment management decisions in the
Alabama-Mississippi region.
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e The Corps’ Natural Resources Management Gateway provides a one-stop on-
line entry point to a wealth of natural resources information for the general public.

e The Corps is taking the lead in partnership with the Coast Guard, the National
Oceanic and Atmospheric Agency, and the River Boat Pilot Association under
the Inland Electronic Navigation Chart Program to provide a geospatial one-stop
source for marine transportation information consisting of maps of navigation
channels and automated information systems related to shoreline and inland
navigation.

e The CorpsMap Program will provide one geospatial interface for all nation-level
databases, thus allowing any Federal agency to incorporate Corps data.

5.3.1. Ensure that the Civil Works mission is supported by an information architecture
and capital investments in technology aimed at increasing work efficiencies and
effectiveness.”

5.3.2. Develop and use electronic means and media to provide timely and easily
accessible information about engineering and related services to customers, the public,
and other interested parties.*

H.11.11. Methods for Data Exchange with Government and Industry Partners

Summary Discussion: Business practices in the TWE associated with Methods for
Data Exchange with Government and Industry Partners will require IT investments that
improve data collection, analysis and dissemination for internal and external information
users.

References:
e USACE Integrated Strategic Plan

e CW Strategic Plan

e MP Strategic Plan

e RD Strategic Plan

e RE Strategic Plan

¢ HR Modernization Planning Documents
e 2012 Implementation Plan

e CEEIS Modernization Planning
¢ |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP

e CPIC AIS Presentations
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e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP
e DoD Joint Technical Architecture

Reference USACE Integrated Strategic Plan:

Improve Data Collection, Analysis, and Dissemination. We heard a lot about the
need to share data across Federal agencies and with others outside government. Lack
of coordination and communication leads to needless duplication of data collection
efforts and studies or significant voids, thus limiting the potential for developing
solutions to complex problems. Some people would like to see a one-stop data
clearinghouse to make water resources data universally available to communities of
interest for enhanced coordination, planning, and project development. This would
support national assessments and the formulation of regional and watershed plans. In
addition, people noted that many agencies are not applying the most advanced
technologies and models available. But where the government excels, as in the use of
geographic information systems (GIS) technology or modeling, such technology should
be more readily available to the general public. Many cited a need to update floodplain
studies and maps, taking into account potential dam failures.

H.11.12. Internal and External Virtual Teaming

Summary Discussion: Business practices in the TWE associated with Internal and
External Virtual Teaming will require IT investments that promote standard science and
engineering tools and processes for internal and external team members to support
virtual project management.

References:
e USACE Integrated Strategic Plan

e CW Strategic Plan

e MP Strategic Plan

e RD Strategic Plan

e RE Strategic Plan

¢ HR Modernization Planning Documents
e 2012 Implementation Plan

e CEEIS Modernization Planning

e |RM Strategic Plan

e 8 OMB Business Cases

e Regional Campaign Plans

e Competitive Sourcing PMP
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e CPIC AIS Presentations
e e-Gov Initiatives/USACE e-Gov Reviews
e e-Corps PMP

e DoD Joint Technical Architecture
Reference USACE Integrated Strategic Plan:

Enhance collaborative working relationships with the Environmental Protection Agency,
the U.S. Fish and Wildlife Service, the Natural Resources Conservation Service, the
U.S. Geological Survey, the FEMA, and others to share data, models, methods, and
other information, especially related to watersheds.

Trained regional planning and response teams, ready cadres, and in-place contracts,
systems, equipment, and facilities provide a level of readiness that reduces risks and
raises confidence that help is on the way.

Coastal America provides a model of Federal cooperation among Federal, State, local,
and non-governmental entities who have joined forces to search for program and
funding linkages around a common goal — improving America’s coasts — in an attempt
to counter the piecemeal approach of the past and to leverage existing limited funds so
as to stretch the Federal dollar. Organizationally, there are a number of groups that
coordinate at different levels: a Principals group of Under or Assistant Secretaries from
partner Federal agencies; a National Implementation Team of senior managers from
these agencies; a Coastal America office that serves as a hub for national products,
multiregional projects, education, and training; nine Regional Implementation Teams;
and local Project Teams — all supported by hundreds of non-governmental
organizations and thousands of volunteers.

Civil Works Strategic Plan
Establishing interdisciplinary teams.

a. Known and prospective developments in Army and DoD infrastructure needs
also present challenges beyond the capabilities of a single agency. Working
closely with our customers, and in alliance with the other stakeholders, we will
collaborate in seeking and finding innovative answers to those challenges,
mutually leveraging our respective strengths. (USACE Integrated Strategic
Plan)

H.11.13. One Stop Web Access to USACE Public Information

Summary Discussion: Business practices in the TWE associated with One Stop Web
Access to Public Information will require IT investments that reduce reporting burdens,
streamline business transactions and make decision making more transparent through
a significant increase in Web-based electronic mechanism.
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References:

USACE Integrated Strategic Plan

CW Strategic Plan

MP Strategic Plan

RD Strategic Plan

RE Strategic Plan

HR Modernization Planning Documents
2012 Implementation Plan

CEEIS Modernization Planning

IRM Strategic Plan

8 OMB Business Cases

Regional Campaign Plans

Competitive Sourcing PMP

CPIC AIS Presentations

e-Gov Initiatives/USACE e-Gov Reviews
e-Corps PMP

DoD Joint Technical Architecture

Reference USACE Integrated Strategic Plan:
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Reduce reporting burdens, streamline business transactions and make decision making
more transparent through Web-based electronic mechanisms that promote information
access and sharing.
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Use of project management plans and inclusion of quality objectives as Rating
Opearaions and Maintenance, General elemental tools of the corporate project management business process Critiera

Actual expenditure of funds evaluated as a percentage of the schedule Ratin

expenditures reflected in the 2101 basic schedule and compared to an Criterii

expenditure goal of 100% with a deviation of -2%

Benefit/Cost Ratio (BCR)

Remaining Benefit/Remaining Cost (RB/RC)

Net Benefits

Damages Prevented/Dollars expended, Long Term (Performance

Indicator)

Planning Response Team Capacity

PL 84-99 Response Team Readiness

% of Non-Federal (Flood Control Works) FCW Inspected per
scheduled annual work plan requirements.

% o Federal and Non-Federal FCW in Rehabilitation and Inspection

Program with a satisfactory rating
Restoration of Damaged FCW

Customer satisfaction

Acres with completed natural resource and cultural inventories

# of record Decisions Signed

# of FUSRAP Sites Closed

Quantity of contaminated material remediated

Acres/river miles contributing to national environment goals

% of Corps projects with potential to participate in recovery of
Federally listed species

# Major Finding Corrected

# Significant Findings Corrected

% Mitigation Lands where Mitigation requirements Met

% All General Permits issued in 60 days

% Individual Permits Issued in 120 days

% Enforcement Resolved

% Individual Permit Compliance Inspections

% General Permits Compliance Inspections

% Mitigation Compliance Inspections (Permitted)

% Mitigation Compliance Inspections (Bank & Fees)

% Resolution Rate of Non-compliant Permits from prior FY

No net loss of Aquatic Resources (table of permit acreages by
decision requirements)

Avoidance/minimzation of Impacted Acquatic Resources (talley of
acreages)

Recreation Unit day Availability Per Year

Customer Satisfaction

BCR

Reallocated Storage Capacity

# Water Supply Developed

Revenues Collected

# of People Served

|

BCR

% Forced Outages

% Peak Period Availability

Construction Cost Growth

% Condition Assessment

Army

Construction cost growth evaluated by controllable and uncontrollable costs Rating
Construction Time Growth of modifications Criteria
Enfironmental Obligations Types funds Construction cost growth evaluated by controllable and uncontrollable costs Rating
of modifications Criteria

Lease Government Housing Program

Data aggregation by MSC

Military and Civil Direct R & D Projects

Family housing leasing action delivery dates compared againest requesting
commands' initial request dates

Quarterly status by Leading Indicators for both Military and Civil direct
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STRATEGIC GOAL 1.
Support sustainable
development through
integrated water resources
development and
management.

Hydropower Objective
uture:

Invest in environmentally
sustainable hydropower

infrastructure improvements
where economically justified.

OBJECTIVE 1.2. Support
the formulation of regional
and watershed solutions to
water resources problems.

1.2.1. As approved and
funded, provide a range
of assistance to support
sustainable regional,
basin-wide, or
watershed planning and
activities in partnership
with others.

Objective 1.3. Reduce the
backlog of ongoing,
budgeted construction
projects.

1.3.1. Deliver project benefits
as quickly as possible

within available

resources.

1.3.2. De-authorize projects
that no longer show a
positive benefit-to-cost

ratio.

1.3.3. De-authorize projects
that no longer have the
active support of a local
cost-share sponisor.
STRATEGIC GOAL 2.
Repair past environmental
degradation and prevent

future environmental losses.

Goals and Objectives

Strategic Goa1 1
Provide and integrated
water resources.

of the Nation’s

Objective 1.1. Seek water resources solutions that better balance economic,
environmental, and quality of life objectives.

Objective 1.2. of regional and to water
resources problems.

Objective 1.3. Reduce the backlog of uncompleted, scheduled work on ongoing, budgeted
Construction, General projects.

The balance to complete for all projects in - known as the

Program Objectives

Navigation
1.1.1. Invest in navigation infrastructure when the benefits exceed
the costs.

Flood and Coastal Storm Damage Reduction

1.1.2. Invest in flood and coastal storm damage reduction solutions
when the benefits exceed the costs.

Hydropower

1.1.3. Invest in hydropower rehabilitation projects when the benefits
exceed the costs.

1.2.1. As approved and funded, provide a range of assistance to
support sustainable regional, basin-wide, or watershed
planning and activities in partnership with others.

1.3.1. Deliver project benefits as quickly as possible within avallable
resources.

Backlog”
- was around $21 billion in Fiscal Year 2003. Our intent is to deliver project benefits as
quickly as possible within available resources or to de-authorize projects that no longer

a
positive cost-benefit ratio or the active support of a local cost-share sponsor.

Goal 2
Repair past and prevent future losses.

Objective 2.1. Restore degraded significant ecosystems structure, function, process to a
more natural condition.

The focus of this objective is environmental restoration where the environment has been
harmed by development activities associated with Corps projects or by the development
activities of others. The objective is to bring the affected resources back to a natural ecosystem
functional state.

Objective 2.2. Protect the Nation's wetlands to prevent degradation from future
development.

The focus of this objective is environmental protection. Prevention and protection are
preferable to mitigation for environmental losses. Under Section 404 of the Clear Water Act

1.3.2. De-authorize projects that no longer show a positive benefitto-
cost ratio.

1.3.3. De-authorize projects that no longer have the active support of
a local cost-share sponsor.

Ecosystem Restoration
211 Invest in restoration projects or features that make a positive
to the Nation’s resources ina

manner.

Regulatory Program
2.2.1. Administer the Regulatory Program in a manner that protects the
aquatic environment (assures zero net-loss of wetlands).

222 Admlnlslerme Requlamry Program in a manner that enables

the Corps has a Regulatory Program to protect wetlands threatened by private
encouraging developers to avoid losses. When losses occur, developers mitigate for the losses.

Objective 2.3. Assist in the clean-up o' toxic, and waste

effici

sites as authorized or requested by oth

The focus of this objective is envirommonta emeciaton. The purpose s to repair
contaminated land to a state that allows economic development activity to resume on that land.
This objective typically does not involve restoring original natural ecological functions to the
site.

Program
2.3.1. Achieve the clean-up objectives of the Formerly Utilized Sites
Remedial Action Program (FUSRAP).
2.3.2, Assist the Environmental Protection Agency in achieving the
objectives of the Superfund Program.

Performance Measures

Remaining BCR (project specific measure).

The incorporation of watershed principles into the plan
formulation process via guidance and training.

Percent change in constant dollar balance to complete
programmed work on all ongoing, budgetable construction
projects.

Acres of habitat restoration completed.

River miles of habitat restoration completed.
miles of nationally si habitat

completed per dollar invested.

Ci percent ion rate for Individual
Permits (standard pen and Ieners of permission) each yea
jance i ion -perc rate for Genral Pormits

wllh reporting requirements compleled each year.
- p rate for active permitted

mmganon sites.
.

- percent rate for all active
mitigation banks and i
Percent rate of resoluf
which were unresolved at the end of prior FY.

Percent of individual standards permits (excluding those with ESA
consultations) issued in 120 days or less.

Percent of General Permits issued in 60 days or less.

Quantity of contaminated material remediated.
Quantity of contaminated material remediated per dollar invested.
Customer Protection Agency) with the

and timeliness of the Corps cleanup efforts, i.e., they meet
standards and schedules.

Strategies

Strategies to Achieve Objective 1.1.

« Continue to apply the 1983 Principles and Guidelines (P&G) for tomeet and further

develop mechanisms for evaluating enwmnmenul standards of the P&G.

« Review Corps authorities, polici ses to determine those that promote and inhibit integrated water resources

management consistent wun watershed pnnc\ples and needs and recommend revisions to Corps authorities as needed.

« Build on current C: as well as more integrated water resources management.

« Promuigate guidance mm encourages e formutaton of muls objective economic and environmental projects when desired by non-

Federal interests

« Conduct outreach to other Federal agencies for collaborative watershed efforts.

+ Improve planning processes through Planning Centers of Expertise and enhanced training and development of planners in the

Corps, especially in the area of analytic models.

« Seek ways to better align and integrate ongoing water management activities managed by the Corps.

« Align (synchronize) the biannual Civil Works authorization process and annual appropriations process to foster greater integration aci

« Improve the Corps systems-oriented engineering and econormic evaluation methodologies. Use and develop state-of-the-art models,

« Increase interagency coordination of system modeling capabiles.

. Facnme discussions across Federal agencies related
review of large and projects.

. Enhance the capability of the Corps to perform policy compliance reviews and manage an independent technical review process, e.g

success criteria and measures,

Strategies to Achieve Objective 1.2.
« Work with others (tribes, Federal agencies, State and local entities, non-govermmental organizations, and regional watershed
commissions) in developing integrated water resources solutions at a watershed scale, drawing upon the examples of Coastal
America and American Hertage Rivers for success crtria

workin with the Protection Agency, the U.S. Fish and Wildife Service, the
Ntural Resources Gonservation Seni, he .S Geological Survey, the Federal Emergency Management Agency, and others to
share data, models, methods, and other information, especially related to watersheds.
+ Use budget-based performance measures to rate and rank projects within the Corps Major Subordinate Commands (Divisions),
‘which are organized along watershed lines. Give preference to projects that are designed most effectively to achieve watershed
goals.
« Support the planning of States, tribes, watershed coalitions, and regional planning commissions as appropriate and authorized.
<Use exls(mg Cors sumormes processes, and tools to promote collaborative planning.

hat fosters le planning and

~ Orent the Gl Worke Research ang Development Program to develop and use tools and processes that enhance watershed-scale ¢

Strategies to Achieve Objective 1.3.

« Use resources as efficiently as possible.

« Prioritize all projects in a business program based on performance.

+ Do not budget for construction projects that lack a favorable benefiticost ratio or that

no longer have the support of local sponsors.

« Follow the formal process described in Section 1001 of the Water Resources and Development Act of 1986 (amended in 1996) to
automatically de-authorize ‘inactive” projects that have not had funds obligated by Congress for their planning, design, or
construction for a full 7 fiscal years plus a 30-month additional evaluation period.

Strategies to Achieve Objective 2.1.

« Strive to achieve zero net loss of wetlands.

« Fully utiize existing Corps ecosystem restoration authorities (e.g., the Continuing
Authorities Program, Section 1135 of the Water Resources Development Act of 1986,
Section 204 of the Water Resources Development Act of 1992; Section 206 of the
Water Resources Development Act of 1996) to provide the highest environmental
return on investment.

« Fully explore non-structural solutions.

« Identity programmatic impediments to doing restoration projects and propose
modifications consistent with Administration policies and priorities.

« Foster partnerships with other Federal agencies, tribes, State and local govemments,
and to restore

Strategles to Achieve Objective 2.2.

« Improve the Regulatory Program by establishing a process for consolidated regulatory
permits review.

« Work with others to improve the ecological quality of new wetiands being created as
replacements for wetlands destroyed by development.

Strategies to Achieve Objective 2.3.
« Provide reliable, efficient, and effective support to assist Federal agencies, States, and
others to accomplish their clean-up responsibilites.

Examples of Recent Partnership Agreements
1) EPA - In July 2002 |he Actmg Assistant Secretsry of the Army for c.vn Works
signed a rotection
Agency to restore and clean up urban rivers comamlnaled by sed\menl

2) Ducks Unlimited - The Corps has signed a Memorandum of Understanding wi
Ducks Unlimited to provide a foundation for collaboration refated to the protectior
restoration, and management of selected wetlands and associated uplands.

3) The Nature Conservancy - In December 2000 the Corps signed a Memorandu
Understanding with The Nature Conservancy to faciltate effective and efficient
management of important biological resources within the context of civil works
activities; protect and restore fresh and marine habitats; advance our understand
of biological diversity in these habitats; promote non-structural and other measur
to sustain ecosystem functions; encourage sustainable water management; prov
for demonstration projects; monitor the rate of endangered species; and promote
gathering and sharing of scientific information of mutual concern.
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Goals and Objectives

4.3.1. FUSRAP Objective.
Achieve the cleanup
objectives of the

Formerly Utilized

Sites Remedial Action
Program (FUSRAP).

4.3.2. Support for Others
Object Assist the
Environmental

Protection Agency in
achieving the

objectives of the
Superfund Program.

STRATEGIC GOAL 3.
Ensure that projects
perform to meet authorized
purposes and evolving
conditions.

Goal 3
Ensure that projects perform to meet authorized purposes and evolving conditions.

Objective 3.1. Improve the efficiency and effectiveness of existing Corps water resources
projects.

3.1.3.2. Ensure that the
operation of all

Civil Works
facilities and
management of
associated lands,
including outgranted
lands,

complies with the:
environmental
requirements of the
relevant Federal,
State, and local
laws and
regulations.

3.1.3.3. Meet the mitigation
requirernents of
authorizing

legislation or

applicable Corps

decision document.

Hydropower Objectives
3.1.4. Provide reliable power.

3.1.5. Provide peaking power.

3.1.6. Maintain capability to
provide power

efficiently.

Recreation Objectives
3.1.7. Provide justified
outdoor recreation
opportunities in an
effective and efficient
manner at Corpsoperated
water resources projects.

3.1.8. Provide continued
outdoor recreation
opportunities to meet
the needs of present
and future generations.
3.1.9. Provide a safe and
healthful outdoor
recreation environment
for Corps customers.
Water Supply Objective
3.1.10. In partnership with
non-Federal water
management entities,
manage Corps

reservoirs to provide
water supply storage

in a cost-efficient and
environmentally
responsible manner.

OBJECTIVE 3.2. Address
the Operation and
Maintenance (O&M)
backlog.

Objective 3.2. Address the Operation and Maintenance (O&M) backlog.

3.2.1. Fund high-priority
M.

STRATEGIC GOAL 4. Goal 4

Reduce vulnerabilities and Reduce vulnerabilities and losses to the Nation and the Army from natural and

losses to the nation and the ‘man-made disasters, including terrorism. The purpose of this goal is to manage the risks

Army from natural and associated with all types of hazards and to

man-made disasters, increase the responsiveness of the Civil Works Emergency Management Program within the

including terrorism. Corps Office of Homeland Security to respond to disasters in support of Federal, State, and
local efforts. readiness to national security.
We have i two objectives to promote effective readiness, response, and recovery.

Program Objectives

Navigation Program

3.1.1. Operate and manage the navigation infrastructure so as to maintain

Justified levels of service in terms of the availability to commercial traffic of high-use navigation infrastructure
(waterways, harbors, channels).

Flood and Coastal Storm Damage Reduction Program

3.1.2. Operate and maintain Corps infrastructure to ensure that designed levels of flood protection are realized.
Environment Program

3.1.3. Ensure healthy and sustainable lands and waters and associated natural resources on Corps lands held in public
trustto support

multiple purposes, that is....

3.1.3.1. Protect, preserve, and restore significant ecological resources.

in accordance with master plans.

Performance Measures

Percent of time navigation infrastructure with high levels of
commercial traffic sustains its functional purpose.

Percent of time flood and coastal storm damage reduction
infrastructure sustains its functional purpose.

Percent of projects maintained at design level.

Percent of acres with completed natural resource inventories.
Percent of projects requiring Master Plans in accord with current
regulations.

Percent of all significant findings corrected annually.
Percent of all identified major findings corrected annu:
Percent of Corps-administered lands that meet the req

'ments in

3.1.3.2. Ensure that the operation of all C
lands,

complies with the environmental requirements of all relevant Federal, State, and local laws and regulations.
3.1.3.3. Meet the mitigation requirements of authorizing legislation or

applicable Corps decision document.

Hydropower Program

3.1.4. Provide reliable power.

3.1.5. Provide peaking power.

3.1.6. Maintain capability to provide power efficiently.

Recreation Program

| Works facilities and management of associated lands, including out-gi

or Corps decision documents.
Percent of completed projects that have successfully met mitigation
goals.
Forced outage rate.
Physical condition/failure risk index.
Annual net benefits per dol vested (programmatic measure).
Customer satisfaction.
Facility Condition Index.
Acre-feet of storage under contract versus acre-feet available.

3.1.7. Provide justified outdoor recreation opportunities in an effective and efficient manner at all Corps-operated water re- Percentage of total costs covered by revenues returned to Treasury.

projects.
3.1.8. Provide continued outdoor recreation opportunities to meet the needs of present and future generations.
3.1.9. Provide a safe and healthful outdoor recreation environment for Corps customers.

Water Supply
3.1.10.

and environmentally responsible manner.

3.2.1. Fund high-pri

entities, manage Corps reservoirs to provide water supply stor:

Percent change in dollar amount of essential 0&M backlog at key fa

Strategies

Strategies to Achieve Objective 3.1,

+ Conduct benchmark studies to determine the most efficient level of service.
. using measures.
+ Examine and implement ways to reduce operational breakdowns.

+ Develop and apply state-of-the-art technologies.

« As appropriate and feasible, use adaptive management processes to adjust to changing
conditions.

+ Conduct post-audits as authorized and funded.

* Modify operating plans as justified

Strategies to Achieve Objective 3.2.

Develop & plan to identify high-priority maintenance as a strategy to reduce the
Operation and Maintenance backlog.

Operation and Maintenance projects in the Civil Works Program will be prioritized
based on budget-based performance measures along with studies and construction

Example

Reservoir operating plans can be modified to account for changed condiitions tha
occurred over time since the project was originally constructed, as was done on 1
Green River, KY project. Any changes must necessarily be done within the purvii
existing authorities and limits of available funds, or else the Corps must seek nev
authority or increased for justified and

sound modifications.
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STRATEGIC GOAL 5. Bea
world-class public
engineering organization

(OBJECTIVE 5.1. Be a world-
class technical leader.

5.1.1. Develop a Human
Capital Strategy* to recruit,
maintain, and enhance
technical capabilty in core
competencies.

5.1.2. Competitive Sourcing”:
Accomplish inherently non-
govemmental work through
others in support of mission
accomplishment.

5.1.3. Support for Others:
Provide public works
engineering and construction
| management services that
meet the customer's
expectations.

'OBJECTIVE 5.2. Improve
budgeting and financial
performance.

5.2.1. Produce auditable annual
Civil Works financial
statements that receive an
unqualified opinion.

5.2.2. Link the budget directly
to performance.*

OBJECTIVE 5.3. Become a
more efficient and effective
organization through
technology (e-government?).

5.3.1. Ensure that the Civil
Works mission s supported by
an information architecture and
capital investments in
technology

aimed at increasing work
efficiencies and effectiveness.

5.3.2. Develop and use
electronic means and media to
provide timely and easily
accessible information about
engineering and

related services to customers,
the public, and other interested
parties.”

* Part of the President's
[Management Initiatives

Goals and Objectives
Objective 4.1. Prepare and provide for rapid, efficient, and effective all-hazards response
and recovery.

Program Objectives

Emergency Management Program

4.1.1. Attain and maintain a high, consistent state of preparedness.
4.1.2. Provide a rapid, effective, efficient all-hazards response.
4.1.3. Ensure effective and efficient long-term recovery operations.

Objective 4.2. Improve the safety and security of critical water resources infrastructure.
‘The era of high-terrorism brings with it requirements for high security. We must ensure that
dams, reservoirs, levees and other flood control works are secure from extemal threats and
malevolent tampering to prevent devastating flooding and contamination of water supplies.

4.2.1. Reduce risks to critical water resources infrastructure.

Goal § Percent of personnel that have completed security training.
Be a world-class public engineering organization. Goal 5 is focused on ensuring thatthe Civil ~ Percent of sites passing security inspection.
Works mission is performed in a technically skilled

manner so s to build respect and confidence in the products and services the Corps delivers today

and into the future. Building trust will come from the integrity of our engineering and scientific

evaluations and recommendations, the soundness of our management decisions, the

transparency of our decision-making process, the reliability and effectiveness of our business

processes, and the contributions we make to the state-of the-art within and across our core technical

disciplines. To achieve Goal 5, we must pay attention to people, processes, fiscal responsibilty,

efficiencies, and technology. The President's Management Agenda helps us focus on major

organizational effectiveness aspects central to being a world-class organization: human talent,

financial integrity, sound business practices, and the advantages that technology offers, especially to

bring government closer to citizens. We have set three objectives to move toward Goal 5. We will

draw upon the ongoing plans we have drafted in support of the President's Management Initiatives to

Objective 5.1. Be a world-class technical leader. 5.1.1. Develop a Human Capital Strategy* to recruit, maintain, and
enhance technical capability in core competencies.

51.2. Sourcing® — inherently

work through others in support of mission

accomplishment.

5.1.3. Support for Others: Provide public works engineering and
construction management services that meet the customer's
expectations.

Objective 5.2. Improve budgeting and financial performance. 5.2.1. Produce auditable annual Civil Works financial statements
that recelve an unqualified opinion.*

5.2.2. Link the budget directly to performance.”

Objective 5.3. Become a more efficient and effective organization through technology. 5.3.1. Ensure that the Civil Works mission is supported by an information architecture and capital
investments in technology

aimed at increasing work efficiencies and effectiveness.”

Performance Measures

Planning Response Team Readiness Index.

PL84-99 Response Team Readiness Index.

Percent of scheduled inspections performed for all non-Federal
Flood Control Works in RIP, as required by ER 500-1-1.

Percent of time solutions are developed and implemented (either
repaired to pre-flood conditions or possible non-structural
alternative) prior to the next flood season.

Percentage of Federal and non-Federal flood control works in
Rehabilitation and Inspection Program with a satisfactory
condition rating.

Office of Personnel Management in rating scorecard for the
President's Management Initiatives.

Competitive sourcing guidelines established by the Office of
Management and Budget.

Scorelrating from surveys of customer satisfaction with the
quality, cost, and timeliness of public engineering and
construction management services provided by the Corps.

rating by an it of all relevant financial
statements.

Percent of business programs that have at least one efficiency
measure.

Percent of programs (measured in terms of dollars) that have been
rated by the Program Assessment Rating Tool (i.e., PARTed).

Standards set by Clinger-Cohen Act and other relevant laws that
apply to the Chief Financial Information Officer in the Corps.
Standards set by the Office of Management and Budget.

5.3.2. Develop and use electronic means and media to provide timely and easlly
engineering and
related services to customers, the pul

and other interested parties.*

about

[ atleast one initiative that
affects approximately 4,500 citizens per day.

Strategies

Strategies to Achieve Objective 4.1.

« Continue to serve as the lead agency in public engineering in support of the Federal
Response Plan.

« Work with the Department of Homeland Security in defining the Corps role with
respect to homeland security and defense within the context of an all-hazards
Federal Response Plan.

+ Promote research and development work units to improve flood damage reduction
and disaster recovery plans, processes, and operations, e.g., levee inspection and
Advanced Measures programs, and readiness training.

« Improve simulations of our response to disaster scenarios to ensure optimum
readiness planning.

« Seek partnership opportunities with the Federal Emergency Management Agency to
align their mitigation and recovery efforts with the Corps'.

+ Continue to work with \d State and local emergency

agencies to improve emergency response planning.

Strategies to Achieve Objective 4.2.

« Ensure that the infrastructure the Corps operates and maintains is protected through
a program of seamless infrastructure protection within the Corps.

« Work with the Department of Defense and the Department of Homeland Security to
develop infrastructure security standards for all Civil Works projects.

« Support infrastructure threat analysis collection.

« Implement water resources management policy related to critcal safety and security.
« Share infrastructure engineering expertise across Federal, State, and local entities.

Strategies to Achieve Objective 5.1.

Our strategies focus on recruitment, retention, fiscal d business innovation,
and outreach. ing quality an and scientif to the Nation and others requires a solid technical
foundation. Toward

preserving our technical edge, we will do the following

« Develop a Strategic Management of Human Capital Plan for USACE that addresses OPM's Human Capital Accountability and
Assessment Framework within the context of corporate planning, competitive sourcing, and technology initiatives.

+ Improve recruiting policies and procedures targeted to critical skill areas.

« Implement a Planning Excellence Program
« Establish national and regional Planning Centers of Expertise.

« Heed the National Academy of Sciences to institute. onlarge or ial projects.

« Support competitive sourcing initiatives proposed by the Administration in concert with the mandates of the Federal Activities
Inventory Reform (FAIR) Act of 1998,

« Partner with p of and process for

« Improve leadership training and doctrine.

« Preserve our world-class capabilities through a robust Research and in and app
« Improve our technology transfer to promulgate our skills and knowledge more widely.

« Share our others through an active Support for Others Program.

« Improve technology implementation through a Strategy for Management of Science and Engineering Technology (SET)

Strategies to Achieve Objective 5.2.

« Work with the Department of Defense Inspector General (DODIG) to produce a Chief Financial Officer's Report summarizing
performance resuits for the Civil Works Program that is worthy of an unqualified audit opinion from the DODIG.

« Improve business processes and automated information systems to improve our financial management.

« Work with the Defense Finance and Accounting Service to ensure that financial reporting requirements are met.

« Develop the annual Civil Works budget on the basis of bt d targets. Budget

will utiize a performance-based budgeting process to set budget priorities within and across Civil Works business programs.

Strategies to Achieve Objective 6.3,

« Develop a world-class enterprise-wide information technology environment through improved information connectivity within the
Corps and with the public, respecting the need to assure information security.

« Ensure that Information Technology systems meet IT security objectives.

« Reduce reporting burdens, streamline business transactions and make decision making more transparent through web-based
electronic mechanisms that promote information access and sharing

+ Improve govemment-to-citizen services by leveraging technology and e-government (E-Gov) initiatives.

« Focus Information Technology (IT) spending on high-priority modemization initiatives using a modernization blueprint for Enterprise
Architecture.

Examples of How the Corps Is Improving Government-to-Citizen Services
-The Corps’ Navigation Data Center provides the Operations and Maintenance
Information Link (OMBIL), an electronic system that links and standardizes opere
regarding navigation, flood protection, hydropower, environmental stewardship, r
and regulatory issues.

~The Corps’ Emergency Management Program operates ENGLink, a GIS-based
system for emergency communications, command, and control that enables rapi
maps and data regarding both baseline information and specific disaster events.
-We have integrated regulatory permits, outgrants, and other types of authorizati
licenses for ease of public access and completion.

~The Corps’ Intemet-based National Recreation Reservation Service serves as
recreation reservation system for the public for more than 145,000 recreation site
1700 Federal lakes and parks, including National Parks and other public lands.
~Within the Regional Sediment Demonstration Program, a regional geospatial inf
system (GIS) is being developed to provide baseline data and historical data sets
~The Corps’ Natural Resources Management Gateway provides a one-stop on-li
~The Corps is taking the lead in partnership with the Coast Guard, the National C
~The CorpsMap Program wil provide one geospatial interface for all nation-level
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Appendix J — Description of Baseline and Target
Enterprise Data Environments

J.1 Baseline Enterprise Data Model

A USACE Baseline Enterprise Data Model, derived from the
USACE Information Systems Plan prepared in 1986,
discloses that many of the data classes are still valid today.

While there may be some modifications to definitions, most of

the terms are still appropriate.

GUIDANCE STRATEGY

Guides / FINANCE

Affects / | Is guided by {

Affected by hl ‘ “h
OversegS T T Affects / i

Is affected by
OVERSIGHT AUTHORITY
Influences /
|_Is influenced by INTEREST ELEMENT
Affects /
Is affected by
Pays /
Is paid by
Influences /
Is influenced by
SUPPORT CUSTOMER Influences /
| Supports / } Is influenced by
"Is supported b}’“L
Influences /
Pays for
STRUCTURE ff Y
Provided to / N
Acquires PRODUCT
WATERSHED
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*Based on current documentation available, discussions, the EA Repository and web site research.

Figure J.1. USACE Baseline Enterprise Data Model, July 2003
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J.2 Baseline Enterprise Data Classes

Table J.1 identifies the 64 data classes in use by USACE-wide Automated Information
Systems (AIS) for the past 20 years. Definitions for the Baseline Data Entities follow;
however, definitions for the data classes still require review and validation.

Table J.1. Baseline Enterprise Data Classes

1. Policy, Regulation, Law 33. Manpower

2. Strategy, Goals and Objectives 34. Financial Status

3. Command Performance Analysis 35. Mission Training

4. Audits and Reviews 36. Civilian Personnel

5. Inspections 37. Military Personnel

6. Efficiency Improvement 38. Equal Employment Opportunity (EEO)
7. Organization 39. Legal

8. Stationing Analysis 40. Security

9. Army Facilities Budget 41. Contract/Purchase Order
10. Civil Works Budget 42. Safety

11. Command Operating Budget 43. Public Information

12. Military RDT&E Budget 44. Administrative Information
13. R&D Project Status 45. Customer

14. Military Engineering 46. Interest Element

15. Agreement 47. Internal Regulations, Publications, Other
16. Environmental 48. Expendable Property

17. Civil Works Planning Studies 49. Accountable Property

18. Civil Works Operations 50. Hydrologic

19. Vendor 51. Climatic

20. Technical Engineering 52. Authorizing Documents
21. Studies 53. PRIP Budgets

22. Design Project 54. Law Enforcement

23. Construction Project 55. Intelligence

24. Real Property Utilization 56. Information Systems Plans
25. Real Property Management 57. CW Maintenance

26. Real Estate Acquisition and Disposal 58. Paperwork Management
27. Army Operations and Maintenance 59. Investigations

28. Regulatory 60. Payroll

29. Emergency Operations Plans 61. Travel

30. Emergency Operations Status 62. Federal Engineers Budget
31. Mobilization Plans 63. Family Housing Utilization
32. Mobilization Status 64. Waterborne Commerce Statistics
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Fifteen enterprise data entities were identified as common to USACE-wide AlSs:
ACTIVITY, AGREEMENT, FINANCE, COMPLIANCE, DOCUMENT, EVENT,
GUIDANCE, LOCATION, ORGANIZATION, PARTY, PRODUCT, PROJECT,
PROPERTY, RESOURCE, EVENT. These data entities are defined in Table J.2.

Table J.2. USACE Baseline Data Classes mapped to USACE Enterprise Data Classes

BASELINE DATA ENTERPRISE
CLASS DATA CLASS DEFINITION
ACTIVITY A name process, function, or task that occurs over time
and has recognizable results. Activities combined to form
business processes. A task or series of tasks performed
over a period of time.
Army Operations & ACTIVITY
Maintenance
Civil Works ACTIVITY
Maintenance
Civil Works Operations | ACTIVITY
Inspections ACTIVITY
Military Engineering ACTIVITY
Mission Training ACTIVITY
Technical Engineering | ACTIVITY
Paperwork ACTIVITY
Management
AGREEMENT An arrangement between parties.
Agreement AGREEMENT
Contract/Purchase AGREEMENT
Order
FINANCE The estimate of costs and expenses, including underlying
rates and unit prices, and quality units of output or service
used to plan the total cost of the project.
Army Facilities Budget | FINANCE
Civil Works Budget FINANCE
Command Operating FINANCE
Budget
Federal Engineers FINANCE
Budget
Military RDT&E Budget | FINANCE
PRIP Budgets FINANCE
Payroll FINANCE
COMPLIANCE Obedience to request, command, etc., or the capacity to
yield. It is the act or process of complying with a desire,
demand, or proposal or to coercion or to conforming in
fulfilling official requirements
Climatic COMPLIANCE
Efficiency Improvement | COMPLIANCE
Environmental COMPLIANCE
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BASELINE DATA ENTERPRISE
CLASS DATA CLASS DEFINITION
Family Housing COMPLIANCE
Utilization
Hydrologic COMPLIANCE
Law Enforcement COMPLIANCE
Legal COMPLIANCE
Safety COMPLIANCE
Security COMPLIANCE
Manpower COMPLIANCE
Military Personnel COMPLIANCE
DOCUMENT Something written, etc., that provides record or evidence of
events, circumstances, etc.
Authorizing Documents | DOCUMENT
Emergency Operations | DOCUMENT
Plans
Information Systems DOCUMENT
Plans
Internal Regulations, DOCUMENT
Publications, Other
Mobilization Plans DOCUMENT
Public Information DOCUMENT
EVENT A significant occurrence or happening that represents a
fundamental observation of physical reality represented by
a point in time.
Audits and Reviews EVENT
Emergency Operations | EVENT
Status
Financial Status EVENT
Mobilization Status EVENT
Research and EVENT
Development Project
Status
Waterborne EVENT
Commence Statistics
GUIDANCE A statement of direction provided by corporate
management.
Policy, Regulation, Law | GUIDANCE
Regulatory GUIDANCE
Strategy, Goals & GUIDANCE
Objectives
Administrative GUIDANCE
Information
Equal Employment GUIDANCE
Opportunity
LOCATION A specific place.
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DEFINITION

ORGANIZATION

Defined functional components of the USACE used to
accomplish the USACE mission. An administrative
structure with a mission.

PARTY An organization, person or group involved in an enterprise
as a participant or as an accessory.
Organization PARTY
Vendor PARTY
Civilian Personnel PARTY
Customer PARTY
PRODUCT Something resulting from or necessarily following from a
set of conditions. Something that is produced by an
activity, especially by an industrial process.
Civil Works Planning PRODUCT
Studies
Command PRODUCT
Performance Analysis
Intelligence PRODUCT
Investigations PRODUCT
Stationing Analysis PRODUCT
Studies PRODUCT
PROJECT An undertaking with a defined starting point and objectives.
Projects depend upon a finite period of time and resources
by which the objectives are accomplished.
Construction Project PROJECT
Design Project PROJECT
PROPERTY Land, improved or unimproved, along with natural
resources.
Accountable Property | PROPERTY
Expendable Property PROPERTY
Real Estate Acquisition | PROPERTY
& Disposal
Real Property PROPERTY
Management
Real Property PROPERTY
Utilization
RESOURCE Any factors, except time, which are required or consumed
to accomplish a task or activity. Resources can be
quantified and defined. This could include, but is not limited
to manpower, equipment, expenses and materials.
Interest Element EVENT

Other
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J.3 Baseline Enterprise Data Objects

The baseline data objects were defined and developed with narrow-focused scope to
ensure completeness at the higher levels of data administration as part of the
management strategy to allow more thorough examination of data in the future by
individual business functional areas.

The primary source for identifying baseline data objects was the 1984 Information
System Plan (ISP). This document identified 64 data classes and presented a basic,
high-level Entity Relationship Diagram (ERD) of data exchange. It was determined that
these data objects represented at least 80% of corporately shared data and that no
changes would be required to the data and their definitions at this time.

Sources of information to analyze current data use and data management practices
included:

e Existing USACE Data Repositories

e The 1984 ISP

e Discussions with the previous USACE Data Administrator
e Discussion with the previous USACE Model Manager

¢ DRM Team meetings and discussions

J.4 Create, Read, Update, Delete (CRUD) Matrix

An existing CRUD matrix that represents the use of the USACE data classes by major
business functions was validated and is used as the initial source of an up-to-date
CRUD Matrix for the USACE Baseline data class mapping. This modified, notional
baseline CRUD Matrix is considered a template to be completed and validated by
business owners in the near future. Figure J.2 is a representative sample of the CRUD
Matrix.

J.5 Observations and Issues Related to the Baseline Data
Environment

Issues related to the Baseline Data Environment that warrant further exploration were
identified. The following lists specific vision statements or strategic goals that the
enterprise data model addresses and the observations/issues associated with the
baseline data environment:

e Establishment of an effective standardized and interoperable Information
Technology (IT) data environment.
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ENTERPRISE DATA CLASS |DATA CLASS | | | | | | | | | | |
¢ f
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1
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4|BUDGET Army Facilities Budget RU RU R,U
5|AcTiVITY Audits and Reviews
6 |FINACIAL INSTUMENT Army O i & R R R R R R
7 [DOCUMENT izing D R R C.R,U.D
8 [FINANCE Civil Works Budget R R C.R,U.D
9 [ACTIVITY Civil Works R R
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Figure J.2. Sample CRUD MAtrix

Data Impact: Need for uniformity of data structures; standards defined and applied;
data management processes and procedures defined and applied.

e Building and maintaining a secure, effective and sharable IT data environment.
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Data Impact: Need for uniformity of data structures; standards defined and applied;
data management processes and procedures defined and applied; data access clearly
defined and applied; data changes effectively communicated. On a timely basis,
enterprise input to data changes.

e Become a citizen-centered E-Government agency. Electronic government is one
of the five key elements of the President's Management and Performance Plan.
A "digital agency" where many of our processes, activities, and interactions are
done in an electronic manner.

Data Impact: Need to realize virtual team/project management; knowledge
management utilized.

e Manage and present structured and unstructured data. The Information View
does not deal with just raw data, but all types of information derived from data to
include text, documents, presentation graphics, engineering drawings, imagery,
video and audio.

Data Impact: Need for inclusion of geospatial data as enterprise data; availability of
geospatial data to all. Uniformity of data structures; standards defined and applied; data
management processes and procedures defined and applied.

¢ Facilitate the sharing of knowledge across our traditional stovepipes.

Data Impact: Need for a repository of enterprise data/metadata; processes and
procedures for sharing; adequate access and security. Data Impact: Enable data to
facilitate the Common Delivery Framework (CDF).

e Web-enable data for sharing purposes. A Web-accessible library of software
resources and technical guidance that comprise the “raw materials” that USACE
developers, contractors and partners will use to develop specific science and
engineering applications and suites of applications, called Product Lines and
Product Suites.

Data Impact: Need to enable a flexible, timely Web presentation of information derived
from enterprise business and geospatial data.

e Collaboration with other Federal agencies and industry is key to the successful
sharing of information and technology

Data Impact: Need to use commercial off-the-shelf (COTS) and Government off-the-
shelf (GOTS) data structures and data (or universal data structures) wherever and
whenever possible.

e Improve the effectiveness of existing Corps water resources projects in adaptive
ways.
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Data Impact: Need to provide the means to respond to the need for environmental
issues quickly in a number of varied means and methods.

e Be a world-class technical leader + Develop a Human Capital Strategy to recruit,
maintain, and enhance technical capability in core competencies.

Data Impact: Need to develop and populate a knowledge management and document
presence on the Web.

e Provide an integrated enterprise across USACE science and engineering
functions.

Data Impact: Need to standardize data at the enterprise level; provide an enterprise
glossary; provide a knowledge management capability; standardize data structures;
minimize the possibility of data inconsistency; maximize data quality and availability.

e Providing a common baseline for Science and Engineering (S&E) models to
interoperate to improve the delivery of information and technology.

Data Impact: Need to provide for universal data structures; facilitate standardization;
facilitate data communication.

e Enable data to facilitate the CDF.

Data Impact: Need to provide for universal data structures; facilitate standardization;
facilitate data communication.

e Supports E-Government goals by embracing the World Wide Web Consortium
Internet-based standards for interoperability and security, providing the baseline
for all systems, new and old, to work together to improve how technology and
information are delivered to customers, business partners, and employees.

Data Impact: Need to provide for universal data structures; facilitate standardization;
facilitate data communication.

e Become involved in the collaboration among other Federal agencies and industry
including NOAA, USGS, USDA, EPA, Microsoft, ESRI in terms of data sharing

Data Impact: Need to provide for universal data structures; facilitate standardization;
facilitate data communication.

e Develop a standard approach to accessing, organizing, and managing geospatial
information, real-time monitor information, time-series data, meteorological data,
hydrographic data, etc., as defined by CDF. CDF also provides a common
approach to accessing hydrologic, coastal, and environmental S&E model.
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Data Impact: Need to integrate geospatial data into enterprise data; share geospatial
data on the enterprise level. Provide knowledge management capabilities related to
enterprise geospatial data.

e Use the processes of reengineering to facilitate the identification of technology,
functionality and information components required across USACE mission areas.

Data Impact: Need to provide for easy means of changing data structures and content.

e Modernizing legacy S&E software to accomplish future operating requirements is
one alternative to the status quo approach. This approach involves the recoding
of each S&E application/model to modern standards that facilitate operating in an
enterprise environment. Legacy S&E software currently uses hundreds of
differing technologies (dating back to the early 70's), which are unable to operate
directly with an enterprise solution.

Data Impact: Consistent with the emphasis on processing functions, need to “facilitate
operating in an enterprise environment” that involves data concerns that should be
shareable, flexible for changes and easily understood between business processes and
business units and different agencies.

e Develop data structures and processes designed for more timely decision
support.

Data Impact: Need to develop universal data structures that are flexible, easy to
understand and amenable to change.

e Develop data structures and functions designed to reduce cost for information
sharing.

Data Impact: Need to develop a repository of common data; share data definitions and
domains; control data; decide data changes in an enterprise manner.

e Develop data structures and functions designed for the S&E Technology (SET)
Business Processes that provide the strategies for corporate management by
USACE of all the technologies that support science and engineering applications.

Data Impact: Need to incorporate Geographic Information Systems (GIS) into standard
business data processing. In addition, CDF is the operational platform that supports the
SET strategy. The USACE Technology Committee and USACE leaders support this
strategy. A Strategic Plan has been developed for CDF that provides overall direction
and guidance for developing and maintaining USACE CDF of processes and reusable
components that are applied throughout the development and delivery of USACE
technologies.

e The CDF is not focused on creating data, but rather managing the use of data.
Therefore, the data supported by the CDF already exists at all levels - Federal,
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State, and local. After identifying and prioritizing the data sources, we plan to
coordinate with the agencies that own the data to develop a plan for access.

Data Impact: Need to develop and use common data definitions, structures and
knowledge management processes and procedures.

o CDF defines the rules, standards, and conventions as well as the shareable
functionality through common software libraries needed to improve how we
deliver and insert technology.

Data Impact: Consistent with the emphasis on processing functions, need to “facilitate
the capability to operate in an enterprise environment” that involves data objects that
should be shareable, flexible. These data objects should be amenable to rapid change
and easily understood between business processes, business units and different
agencies.

e The standard for geospatial information for USACE, the Spatial Data Standard
for Facilities, Infrastructure, and Environment (SDSFIE), is an implementation of
the Federal Geographic Data Committee (FGDC) standard as well as an ANSI
standard. The SDSFIE will be the CDF standard for geospatial information.

Data Impact: Need to integrate GIS into the mainstream enterprise data architecture.

e The Corps enterprise data has been partitioned into "publicly accessible" data
sets or segments, and private or enterprise data sets. "Publicly accessible" data
sets comprise data generally available for the public good, such as the data on
the availability of space in recreation areas; data available for public safety, such
as water control data; and data available for public planning, such as data on the
progress of the South Everglades Restoration Project. Publicly accessible data
sets are logically and physically "quarantined" from "production" enterprise data
sets supporting daily mission operations.

Data Impact: Make data readily available to authorized users in a format and
presentation easily understood and accessed. Provide knowledge management
capabilities; improve vertical and horizontal communications between all echelons and
functional areas.

¢ Need to be able to identify, correct and standardize inconsistent or erroneous
data in the environment.

Data Impact: To the extent reasonable, ensure that data is entered only one time.
Develop processes and procedures for routinely measuring data quality.
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J.6 Target Data Environment for Mission-Critical AIS

Figure J.3 provides a list of the USACE Baseline Data Classes mapped to USACE
Target (or Enterprise) Data Classes.

J.7 Conceptual, High-level Target Enterprise Entity Relationship
Diagram

The USACE Target Enterprise Data Model is displayed in Figure J.4.

J.7.1 Conceptual Target Enterprise ERD (explosion of the LOCATION Entity for
Conceptual Detail)

The data concept within this diagram allows one to relate any description of location and
its accompanying data to any party or project. It allows the user the capability to define
a location (e.g., country, state, county, city, non-incorporated jurisdiction, etc.). There is
a heavy use of data typing within the model along with providing historical entity and
rationale data (the reason entities) that can also be added for tracking of database
events, over time.

Through the association of LOCATION to Party (e.g., individual (e.g., POC, Contractor,
subcontractor, employee, etc.) or Organization (e.g., vendor, customer, District office,
Congress, etc.) to any location (Figure J.5), it also allows the user the capability to
define LOCATION as a telephone, physical address, a set of coordinates or even a cell
phone. Through the relationships expressed through the model, any user could query
any combination of these at any time for results the combination of which are
exponential.

By isolating specific types of data to entities that they directly characterize (attribution)
and by placing those in proximity to each other (database structure) based on type of
query, use and frequency, these will be more maintainable, efficient, and accessible.

J.7.2 Conceptual Target Enterprise ERD (explosion of the PARTY Entity for
Conceptual Detail)

The data concepts embedded in PARTY are the same (Figure J.6). There is a strong
emphasis on data typing and the provision for rationales. Through the data and data
relationships of PARTY, every type of data object (e.g., man, woman, employee,
contractor, congressman, vendor, EPA, etc.) can easily (and as a by-product of the well-
structured database) be related to the other. Through this set of data and relationships,
any individual can be related (of a certain type) to any other.
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PARTY ENTITY

PARTY RELATED HISTORY COST ACCOUNT

Figure J.6. PARTY entity

Combining these two concepts, we can see how any PLAYER of any TYPE can have
any ROLE and be located in any country and have any number of ways of being located
by address. As a concept, typing (with subsequent subtyping), making the provision for
rational capturing and relating data in “small packages” that are frequently used
together in a database while separating out “dissimilar” data from the database,
produces efficient, maintainable database structures that provide substantial information
even about its own operation.

J.8 Eight Enterprise Systems Studied as Part of ERD Analysis

J.8.1 REMIS

Description:

REMIS, a real estate database, has approximately 300 tables whose production content
handles approximately 10,000 land tracts and is replicated in 33 Districts. These
replicated structures, as with PROMIS/P2, are closely integrated with and share tables
with the CEFMS database.

REMIS to CEFMS:

The REMIS database is used by the referenced 33 Districts to store and maintain
project, funding request and funding allocations associated with the associated CEFMS
funding account and project data. Project and Purchase Request data are periodically
shared with CEFMS for funding processing and approval (each District maintains their
own data and performs this same function).
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REMIS data and any Purchase Request are compared to CEFMS stored and
maintained project data work code data and fund account data, the result of which is
communicated back to the REMIS database. CEFMS stores and maintains all funding
data for programs and projects and must allocate these funds based on budgets,
programs, projects, resources, requests and authorized work items.

CEFMS to REMIS:

Fund allocation data and request status data are interfaced from CEFMS to REMIS.
The database is used to record and maintain data on USACE civil works real property
inventory, status of acquisition, management, and disposal of land and space by
USACE and other agencies. In this way, the database stores and maintains complete
and accurate project and real property data, which is made available for business
processing through the shared REMIS/CEFMS tables.

Location:
A full and exact copy of the REMIS database is maintained within 33 Districts.
REMIS data types are:

e Acquisition data

e Address data (Electronic mail, Employee address, Addressee)

e Agreement data (Interagency agreement, Local cooperation agreement)
e Asset data

e Authority data

e Budget data (Allotment, Appropriation, Obligation)

e Contract data

e Event data (Superfund event)

e Finance data (e.g., Accounting data, General ledger correlation, Billing,
collection, claim, payment, cost account, check, Fiscal station, Invoice, Foreign
currency, Payment method, Remittance, Outgrant, Outgrant area associative)

e Fund data (Funding account, Funding authority, Funding authorization document
location master)

e Legal data (Legal advice, Legal description, Litigation)

e Location data (Country, County, County location, State, Electronic mail,
Employee address, Work item location, Tract location, Map)

e Compliance data (Outgrant compliance inspection)

e Party data (Addressee, Litigation adverse party, employee, Manufacturer,
Operating agency, Organization, Attorney, Contractor, Department, Customer,
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Employee, Point of contact, Financial institution, Payee, Installation, Tenant, Real
property owner)

e Guidance (Policy)

e Product data (Manufactured item, Work item, Survey Task, Work breakdown
element, Work categorization, Work item milestone, Work phase, Work phase
status, Function)

e Program data

e Project data (Milestone)

e Property data (Real property, Motor vehicle)

¢ Inventory data (Purchase request, Receipt voucher, Receiving report)
e Real property acquisition data

e Real property ownership data

e Resource data (Training course, Training program, Resource plan)

e Contract data (Solicitation, Bid offer data)

e Tract data (Tract map, Tract survey)

e \Warehouse inventory resource data

J.8.2 CEFMS

Description:

CEFMS is the USACE fully operational, integrated database that supports CEFMS
business processing. It contains data for a fully operational online, interactive financial
management system that integrates USACE business processes and supports the
management of all types of project work and project funding and provides operational
and management information for decisionmaking.

CEFMS is a totally integrated, relational database system that supports General Fund
Accounting, Funds Control, Time & Attendance Processing and Labor Distribution,
Accounts Payable, Accounts Receivable, Disbursing/Collections, Debt Management,
Travel Management, Acquisition, Asset Management, Inventory, Personnel/Manpower,
Budget Formulation and Execution, and Financial Reporting.

CEFMS’ data integration with the REMIS database allows revenues and expenses to be
produced for the real properties of USACE, which are then tracked through the data and
reported on. This database integration is managed through Oracle database links for
remote connectivity as well as collocated, fully shared tables residing in the same
database. The database has the functionality for real-time updating, when necessary.

The data within the CEFMS relational database is used by CEFMS applications for
project financial execution and management at the District level. This data includes
project-funding data, obligation data, capital and project expenditure data, and
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disbursement data associated with individual authorized projects. It also supports
General Fund Accounting, Funds Control, Time & Attendance Processing and Labor
Distribution, Accounts Payable, Accounts Receivable, Disbursing/Collections, Debt
Management, Travel Management, Acquisition, Asset Management, Inventory,
Personnel/Manpower, Budget Formulation and Execution, and Financial Reporting; and
it provides accounting for commitments through cash outlays, including all revenues,
expenses, and US Standard General Ledger updates by transaction. The data in
CEFMS supports cost accounting as well as Activity Based Costing.

The entry of data into the CEFMS database is a single source data entry with National
Institute of Standards and Technology (NIST) approved electronic signature capability.
This single-source data entry provides real-time data on project, contract, and financial
status so users have accurate, reliable information for providing technical and
professional services. Security of the data is maintained as CEFMS allows only
authorized users to view/input data from multiple locations at any time because access
is through the USACE CEFMS Web site.

Standardized data input is allowed from authorized users to view/input data from
multiple locations at any time through the utilization of single-source data entry and
NIST-approved electronic signature capability. CEFMS integrates financial data with
other Corps of Engineers standard automated systems and interfaces with other DoD
standard systems. It also provides real-time data on project, contract, and financial
status so users have accurate, reliable information for providing technical and
professional services.

In terms of data transfers, CEFMS provides external, Annual Financial Statement data
to the Department of Energy (e.g., Western Area Power Administration) and other
transfers of accounting data to the DoD on a monthly basis, among others.

The CEFMS database (Table J.3) is normally available during regular business hours.
However, it will be unavailable at night due to scheduled processes, which update and
backup the database. It may also be unavailable on weekends for computer
maintenance.
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Table J.3. CEFMS Database Locations

AO | Huntsville Engineering and Support J1 Far East District
Center
BO | Mississippi Valley District J2 Japan District
B1 | Memphis District J3 Honolulu District
B2 | New Orleans District J4 Alaska District
B3 | St Louis District KO | South Atlantic Division
B4 | Vicksburg District K2 | Charleston District
B5 | Rock Island District K3 | Jacksonville District
B6 | St Paul District K5 | Mobile District
EO | North Atlantic District K6 | Savannah District
E1 Baltimore District K7 | Wilmington District
E2 | Washington District LO South Pacific Division
E3 | New York District L1 Los Angeles District
E4 | Norfolk District L2 Sacramento District
E5 | Philadelphia District L3 San Francisco District
E6 | New England L4 Albuquerque District
E7 | Europe District MO | Southwestern Division
GO | Northwestern Division M2 | Fort Worth District
G2 | Portland District M3 | Galveston District
G3 [ Seattle District M4 | Little Rock District
G4 |Walla Walla District M5 | Tulsa District
G5 [Kansas District NO | Transatlantic Programs Center
G6 |Omaha District PO | Gulf Region Division
HO | Great Lakes and Ohio River Division Q0 | Water Resources Support Center
H1 | Huntington District SO0 |HQUSACE
H2 | Louisville District TO |USACE Finance Center
H3 | Nashville District U1 Topographic Engineering Center
H4 | Pittsburgh District U2 | Cold Regions Research & Engineering Lab
H5 | Buffalo District U3 [ Construction Engineering Research Lab
H6 | Chicago District U4 | Waterways Experiment Station
H7 | Detroit District W2 | Humphreys Engineering Center Support

Activity

JO Pacific Ocean Division

CEFMS data types are:

e Property data (Accountable Property, Expendable Property, Real Estate

Acquisition and Disposal)

e Document (Administrative Information)

194 Appendix J — Description of Baseline and Target Enterprise Data Environments




CORPS ENTERPRISE ARCHITECTURE .
APRIL 2005

e Agreement

e Budget (Army Facilities Budget, Civil Works Budget, Federal Engineers Budget,
PRIP Budget)

e Product (Army Operations and Maintenance, Civil Works Operation, Civil Works
Planning Study, Command Performance Analysis, Military Engineering)

e Authority (Authorizing Document)

e Account (Financial Status, Command Operating Budget, Payroll)
e Agreement (Contract, Purchase Order)

e Project (Design Project, Manpower, Construction Project)

e Resource (Environmental)

e Party (Organization, Party Civilian Personnel, Customer)

e Project (R&D Project Status)

e Event (Travel)

J.8.3 OMBIL Plus
J.8.3.1 Description:

The Corps is the sole Federal provider of water transportation data (designated by the
Office of Management and Budget (OMB)). Additionally, the Corps is the single source
for project output and activity data regarding the Operations and Maintenance business
programs of Navigation, Hydropower, Recreation, Environmental Compliance, Natural
Resources and Flood Damage Reduction. The Corps’ customers for these data sources
include parties such as the United States Customs, Department of Transportation
(DOT), Commerce Department, Environmental Protection Agency, Department of
Energy, State DOTs and the National Academy of Science as well as the

U.S. Congress. The Corps plays a central role in providing the required coordination
and oversight of these data and information transfers in order to ensure the data is
accurate, useful, fully maintained and archived.

OMBIL Plus, as a database, houses data used to generate and provide O&M Managers
results-oriented, efficiency-based performance information in support of O&M
management decisions.

OMBIL is deployed Corps-wide with management information relevant to all O&M
business function areas. There are processes that run against the database that extract
performance-based management information from various transaction-based O&M
systems as well as budget and financial systems, place that information into an
Oracle8TM database and provide that information on the Corps intranet in a graphical
format for review and analysis by users of the OMBIL Plus data.

There are three primary technical components in OMBIL. The first is the O&M
transaction systems (e.g., Natural Resources Management System, Hydropower
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Spreadsheets, etc.) that were modernized and became the transaction-based O&M
business function feeder system. Second is the data mart. This is where information
from the O&M business function feeder systems and resource information from the
budget and financial systems are summarized. The third component is the O&M
Business Information graphical user interface where users may review various
components of the data mart. The OMBIL design team developed the feeder systems
and O&M Business Information such that all transactions and analyses can occur using
Web technology. This means that the O&M users need only a Web browser to enter
their data and review their performance-based management information.

J.8.3.2 OMBIL Data Mart:

The OMBIL Plus database is an integrated data warehouse that merges data related to
financial, activities, inventory and outputs to create performance measures of efficiency
and effectiveness. The OMBIL Plus database (Operations and Maintenance Business
Information Link) supports the OMBIL Plus System. This system is designed to
standardize and integrate data whose source was data from 11 legacy systems that
provided business information, performance and data for the Corps Civil Works
Operations and Maintenance community.

It is an Oracle TM relational database and houses extracted information from each of
the O&M systems and resource information from the budget and financial systems.
Extraction routines are developed to query each of the feeder systems to generate
rollup information on a monthly basis for the data mart. These extraction routines are
designed to operate on a set schedule, such that in the first 5 days of each month, all
feeder systems are accessed for monthly information from the previous month.

J.8.3.3 O&M Business Information:

To present the data mart information to the user quickly and graphically, the data mart
information is extracted from the Oracle relational data mart into a multidimensional
database, where it can be presented to the user through the Corps intranet. The user
only needs to run the O&M Business Information data is a Web browser. The data is
presented in this manner to greatly enhance the business community’s ability to
holistically view all aspects of the business data and information from the eleven diverse
legacy systems data.

Internal Corps managers use these data to monitor and evaluate performance
nationally, throughout the organizational hierarchy from Headquarters down to the
project level. This information also provides data that the Corps reports to OMB and
Congress on the efficiency and effectiveness of the Corps’ Civil Works Program.

In summary, OMBIL data provides the data capabilities for USACE of:
e Combining and storing different types of USACE operational data with the Corps’
corporate financial data

e Storing and maintaining data used to generate performance information for all
organizational levels
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e Storing and maintaining data on real-time lock delays for the towing industry to
manage their fleets

e Storing and maintaining waterborne commerce data for trend analysis for
business projections for commodity movements

e Storing and maintaining port and dock inventory data

e Storing and maintaining hydropower and power production data

e Storing and maintaining public applications for permit data

e Storing and maintaining Joint Permits with the state government data

e Storing and maintaining plan data for towboat and shipping operation data

e Storing and maintaining national-level data for evaluating performance indicators
relevant to program and project goals

J.8.3.4 Location:

OMBIL Plus data is provided from a central (HQUSACE), nationally consistent source at
one time, eliminating multiple individual project submissions, reduction of workload, and
of varying data submission and inconsistent formats.

OMBIL data types are:
e Agreement data (Contract, Project site organization cooperative agreement)
e Corrective action data (Citation)

e Party data (Organization, Facility, Employee, Facility organization, Assessment
team person, Person)

e Assessment data (Finding, Internal assessment, External assessment, Manual
assessment, Manual finding, Nonmanual finding)

e Location data (United States Congressional District, Project site congressional
district, State, District, Division, Metropolitan statistical area)

e Project data (Project site)

e Contract data (Project site contract)
e Compliance (Regulatory action data)
e Product data (Turbine generator unit)

e Resource data (Waterway segment, Power plant)

J.8.4 P2 (Promis)
J.8.4.1 Description:

P2 is a corporate enterprise Web-based COTS database and software product that
enables project teams to work in a virtual manner on projects through a single corporate
database utilized for decision support capability, utilizing on-line analytical processing
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(OLAP) tools to display USACE management information in various data views. The
database (and its processing system) is a COTS database system that manages all
program and project data in the U.S. Army Corps of Engineers. The database will store
and maintain data that will be used for program and project scoping, developing and
tracking critical path networks, assigning resource estimates, comparing estimated
costs to actual costs, performing earned value analysis, and maintaining a historical
record of a project. In terms of its data content, it will provide a standardized, integrated
set of data to be used to develop business information to support USACE management
of projects and their allocated resources.

P2 is predicated on the same data architecture concepts as CEFMS, REMIS and RMS,
and OMBIL and shares data with them. It is a relational database that contains data
structures that are compatible with USCAE mission-critical systems. Its databases are
the Oracle relational database and the Oracle multidimensional database (data
warehouse). The data it contains is designed to address capabilities for identifying and
tracking project scopes, schedules, programmed amounts, costs, contracts, contract
modifications and technical performance requirements for management and control of
individual projects through planning, design, construction, operation and rehabilitation.
In addition, the P2 database will store and maintain summary data from individual
projects in support of Federal authorization and appropriations processes.

P2 transfers or shares data with most of the mission-critical systems mentioned in this
document. Of particular important is the interface between P2 and CEFMS. It interfaces
at various levels with multiple instances of CEFMS. The data interface and transfer are
designed to significantly reduce manual entry and maintenance of work items and
increase the quality of data in both CEFMS and P2. The interface with CEFMS is used
to populate CEFMS with project, task and work item data in CEFMS from data initially
entered in P2. This data is in a standardized format for the work item structure in
CEFMS as it uses it for creating Purchase Requests and Commitments (PR&Cs).
Project work items, task work items (Assets Only) and PR&Cs will be created in CEFMS
that correspond to the Work Breakdown Structure (WBS), activities, and resource
estimates developed in P2. Once PR&Cs are created through the P2 to CEFMS
interface, CEFMS completes the data creation processes and approval actions. Actual
costs in CEFMS will be returned to P2 through the interface to the corresponding WBS
elements and activities.

J.8.4.2 Location:
This is a centrally located database system at the CEEIS Central Processing Center.

P2 data types are:
¢ \WBS data
e Resource data

e Project (Schedule, Task, Assignment, Cost Estimate, Project model, Activity,
Project status, Project version)

¢ Products and relationship data
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e Budget (Project Budget)

J.8.5 RMS
J.8.5.1 Description:

The Resident Management System (RMS) is a quality management and contract
administration system designed by a resident engineer to help his staff do their job. The
system provides an efficient method to plan, accomplish and control contract
management by integrating job-specific requirements, corporate technical knowledge,
and management policies. Many of the reports produced by RMS such as pay
estimates, quantity variations and modification documents, are the actual documents
required and used during daily operations. In addition, a wide range of management
reports has been specifically designed to help field personnel evaluate project status
and identify appropriate actions.

RMS downloads CEFMS financial data, including appropriation data, authorized
funding, funded work items, ordering work items, obligations, and PR&Cs, for all funding
registers. RMS maintains a construction-phase CWE and all CWE elements, for each
funding source.

Except for unusual cases, there should be only one RMS database for each District.
Use of a single RMS database for each District is important because it helps make
possible the effective electronic exchange of data between RMS and other systems.
These other systems include the new procurement system, SPS, as well as CEFMS
and P2, each of which has a single, District-wide database. Database
maintenance/system administration for RMS is also made much easier with use of a
single consolidated District-wide RMS database.

For the initial version, data will flow from RMS to P2. (Note: this presumes that the
project has been loaded into P2!) This will make construction-phase information (e.g.,
pending modifications, awarded modifications, CWE updates, schedule information,
progress, other issues) available to the P2-using project delivery team members at the
District headquarters. Once the information is in P2, customers and program managers
can access this construction-phase information.

Construction contract management is a very data/information intensive business. As
such, RMS is an automated construction management/quality assurance database
system that is PC-based, client-server oriented and designed primarily for the daily
requirements of USACE field construction personnel. Its primary features include
capabilities to support construction planning, contract administration, quality assurance,
payments, correspondence, submittal management, safety and accident administration,
modification processing, and management reporting. The database entry is through
RMS and will also have fully automated single-entry data exchange/communications
capabilities with CEFMS, P2 and other Corps-wide systems. Through use of specialized
modules, it has the capability to exchange design, scheduling and construction.

Appendix J — Description of Baseline and Target Enterprise Data Environments 199



CORPS ENTERPRISE ARCHITECTURE
APRIL 2005

J.8.5.2 Location:
RMS exists at the field office (contractors) and at the District offices.

RMS data types are:

Agreement (Contract, Solicitation, Bid offer, Local cooperation agreement, Inter
agency agreement, Work item agreement) data

Authority (Program authorization) data

Budget (Budget authorization account master, Labor payroll account, Funding
account, Funding authority, General ledger, Fund, Cost account, Allotment,
Appropriation, Obligation) data

Product data

Document (Funding authorization document location master, Transfer document,
Travel order, Travel voucher) data

Resource (Employee position, Employee training, Training course, Training
session, Warehouse inventory resource) data

Product (Equipment, Service) data

Account (Pay period, Payee, Payment method, Billing criteria, Accounting phase,
Customer order item, Invoice, Receipt voucher) data

Location (Electronic mail, Contractor payment address, Employee address, Work
item location) data

Party (Assignee institution, Field operating activity master, Point of contact,
Operating agency, Organization, Authority person, Addressee, Contractor
employee, Manufacturer, Installation, Fiscal station, Financial institution,
Employee, Customer, Department, Bargaining unit, Work item organization,
Attorney) data

Property (Personal property, Real property) data
Guidance (Policy) data

Agreement (Procurement order master) data
Program data

Project (Task, Milestone, Work item milestone, Labor charge, Work breakdown
element, Work categorization, Work categorization component, Work directive
item, Work item, Work phase, Work phase status) data

Event (Superfund event) data

J.8.6 FEMS
J.8.6.1 Description:

FEMS is a COTS and GOTS product used by USACE for effective equipment
maintenance. It combines database and application systems as a maintenance function

200

Appendix J — Description of Baseline and Target Enterprise Data Environments



CORPS ENTERPRISE ARCHITECTURE .
APRIL 2005

that combines people, processes, data and communications in the maintenance of the
USACE equipment inventory. For FEMS, “equipment” includes everything that must be
maintained (e.g., facilities, large and small pieces of equipment, buildings, grounds,
river banks, dikes, revetments, roofs and walls, lock chambers and navigation
channels).

FEMS is a COTS application and database system that is used by each service (Army,
Navy, and Air Force) to fulfill each of their unique mission requirements by integrating a
number of plant maintenance functions into a coherent maintenance management
program.

J.8.6.2 Interfaces and Data Transfer:

FEMS interfaces with the CEFMS. Wherever possible the interface will be accomplished
using database links. However, there will be some cases where the data will not be
updated real time. In these cases, data will be stored and a database link will be
established periodically to update data on the other system(s). FEM will utilize its
standard interface infrastructure applications to control the physical transmission of data
to and from CEFMS databases. It connects to the CEFMS database through the
Interface Information (INTINFO) application.

The INTINFO interface uses FEM database log table(s) to serve as a transaction history
and process control mechanism for data going in both directions. Data being sent to or
received from another database will be first placed in a log table and then processed.
For outgoing data from FEM, FEM will put data in a log table based on actions on other
FEM tables. FEM will send data from log tables in FEM to the log tables in the CEFMS
databases. CEFMS will process data in the log tables and update the appropriate
CEFMS tables.

For selected incoming data to FEM, CEFMS will place data in FEM log tables and FEM
will update the appropriate FEM tables. In other cases, FEM will access CEFMS tables
directly and pull the required data. The paragraphs below describe each of the major
interface processes between FEM and CEFMS Purchase Request data (materials and
services data) input into the FEMS database for specific line item data for that request.
This data is passed to the CEFMS system via the interfaces applications mentioned
above. From these documents, the CEFMS database system constructs PR&Cs whose
data are then approved, certified and obligated. At the completion of this process, the
CEFMS database system sends the Purchase Order, along with Vendor data, to the
FEMS database for updating. When the purchase items are received, Purchase Receipt
data is input into CEFMS who transfer it to FEMS via the interfaces.

FEMS Data Types:
Data included in FEMS includes, but is not limited to:
e Capital depreciation data

e Equipment preventative and corrective maintenance data

e Equipment installation data
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e Facility modification data

e Equipment calibration data

e Inventory data

e Property budget data

¢ Maintenance budget data

e Asset catalog classification data
e Equipment data

e Equipment hierarchy data

e Operating location data

e Location data

J.8.7 CWMS
J.8.7.1 Description:

The Corps Water Management System (CWMS) database system is a modernization of
the data and data management used by applications that support USACE decision-
support analysis, and information dissemination associated with the Corps water
resources water control management mission. The data in this database CWMS directly
supports all Corps water resources management decision-making processes related to
reservoir regulation, flood control, hydropower, navigation, water quality, water supply,
environmental, recreation, irrigation, fish and wildlife and other project related water
resources. As the data acquisition, storage, maintenance and data management
repository associated with the CWMS application system, it supports modeling and
decision making in the course of regulating more than 500 dam and reservoir projects.
The CWMS is an enterprise, nationwide integrated database and a completely
integrated system spanning data, hardware and software that allows user access to
virtually any data and information in the database associated with water management.

Customer-users of CWMS are the 400 to 500 water control management technical staff
of the Corps. Customer-consumers of the information managed and served by CWMS
for other agency and public use are the myriad other Federal and non-Federal
agencies, utilities and water vendors, navigation interests, and the public, numbering in
the several thousands during normal hydrometeorology conditions, rising to tens of
thousands during emergency flood or low-flow hydrometeorology events.

CWMS will provide reservoir project status of water level, releases, and river system
stages for existing and forecast operations to ENGLink. CWMS output is formatted to
ENGLink requirements.

The Corps is modernizing the CWMS database system through an effort that includes
the following components: data acquisition and validation; database; data
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dissemination; forecasting and decision support modeling; and control and visualization
interfaces.

Types of incoming real-time data include:
¢ River stage data
e Reservoir elevation data
e (Gage precipitation data
o \WSR-88D spatial precipitation data
¢ Quantitative precipitation forecasts (QPF) data

e Hydrometeorological parameter data

These data are used to derive the hydrologic response throughout a watershed area,
including short-term future reservoir inflows and local uncontrolled downstream flows.
CWMS is deployed to operate 24/7 in each of the Corps District/Division offices (41)
with water control management responsibilities. This project modernizes to a standard
suite of software and workstations, a prior loosely coordinated system “Water Control
Data System.”

CWMS supports the President’'s Management Agenda “Expanded Electronic
Government,” specifically addressing the goal: “Share information more quickly and
conveniently between the Federal and state, local, and tribal governments,” CWMS
provides Web-based, Internet-accessible standardized water management information
of riverflows, stages, and reservoir operation plans. CWMS outputs have been designed
for joint exchange and use among Federal agencies, including the National Weather
Service, U.S. Bureau of Reclamation, U.S. Geological Survey, Tennessee Valley
Authority, and several other Federal agencies.

J.8.7.2 Location:
CWMS is deployed to operate 24/7 in each of the Corps District/Division offices (41).

CMWS data types are:
e CWMS name data

e CWMS ts spec data
e Budget (Funding) data

e Project (Gage, Gage parameter, Time series value, Rt interval, Rt parameter, Rt
duration, Rt parameter type) data

o Party (Office, Rt physical element) data

e Location (Physical location, Point location, Rt county, Rt state, Rt time zone) data
e Resource (Rt cbt name, Rt class code) data

e Product (Rt equipment) data
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e Rt goes name data

¢ Rt nws hb5 name data
e Rt shef name data

e Rt unit data

e Rtusgs name data

e St valid value data

J.8.8 ENGLink
J.8.8.1 Description:

Initially, event data about each particular disaster was not collected into a central
repository for logistics management purposes, post-event analysis, or need-forecasting
purposes. The ENGLink data system (Web-enabled information presentation) provides
information for performing real-time Command and Control/logistics management during
USACE's response to civil or military disasters/emergencies (excluding war). This
system also provides the data for disaster or “element interest” data analysis, USACE
performance measurement and the forecasting of staff and supply needs in response to
particular types of emergencies. The ENGLink database itself has been further
protected against data loss through the implementation of the physical standby
database (Dataguard). ENGLink data are available for processing for the following
purposes:

e Stores and maintains data for reporting on missions, events and Situation data.

e Stores and maintains data on schedules and tracks personnel and equipment
during the period of disaster response.

e Stores and maintains data event information.

e Stores and maintains data for GIS and provides maps, location queries, models,
geographical analysis.

e Stores and maintains data for status tracking of projects, rosters, and
communications equipment.

e Stores and maintains data for training and allows remotely located personnel.

e Stores and maintains data for a library that contains plans, guidance, and other
documents.

e |s a data warehouse that stores and maintains data for historical data on past
emergencies and associated USACE performance metrics, resources deployed,
etc.

Accessibility to this data is Web-based and real-time for critical information. Data
entered represents a single data entry point that standardizes and integrates methods
of data collecting, analysis, forecasting and presentation.
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ENGLink data types are:

Goods & service requirements data
Staff deployment data

Staff training data

Logistics management data
Water flow data

Flood condition data
Emergency activity data
Disaster cost data

Disaster expenditure data
Disaster cost estimate data
Disaster response support data

Disaster modeling data

J.8.9 Geospatial Data
J.8.9.1 Description:
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Geospatial tabular data, which is an all-encompassing term that refers to data,

referenced (directly or indirectly) to a location on the earth and the systems that
generate and process the data. Systems that employ geospatial data include GIS, Land
Information Systems (LIS), Remote Sensing or Image Processing Systems, Computer-
Aided Design and Drafting (CADD) systems, Automated Mapping/Facilities
Management (AM/FM) Systems, and other computer systems that employ or reference
data using either absolute, relative or assumed coordinates such as hydrographic
surveying systems. The process and linkages of the geospatial databases to REMIS are
as follows:

Generates a Spatial Data Standards- (SDS-) compliant personal cadastre real

estate geodatabase.

Generates SDS-compliant cadastre real estate tables, relationships between

tables, and domain values within the geodatabase.

Adds the geographic features (e.g., tracts, outgrant boundaries, disposal
boundaries, encroachment boundaries, and fee boundaries) from existing Arclnfo

shape files or coverages to the geodatabase.

Links the geodatabase to the REMIS Oracle database to retrieve the appropriate
records to populate the SDS-compliant cadastre real estate tables in the
personal geodatabase. This tool provides a one-way link to REMIS; it does not
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make changes, updates, or deletions to the REMIS database. REMIS users will
continue to enter and modify data using the existing REMIS interface.

¢ Allows the user to manually input attribute data into the tables (e.g., for attributes
that are not in the REMIS database or are not populated in the REMIS
database).

e Populates the area and perimeter attributes based on the geospatial data.

e Adds the geographic features (e.g., tracts, outgrant boundaries, disposal
boundaries, encroachment boundaries, and fee boundaries) from existing Arcinfo
shape files or coverages to the geodatabase.

e Populate the Cadastre Geodatabase with GIS Geospatial Data.

J.8.9.2 A Cadastre Real Estate GIS Database Design

The Cadastre Real Estate GIS database design was developed to be part of an
Enterprise GIS implementation. Figure J.7 illustrates the components considered in the
database design, which addresses the needs of not only the Corps' Real Estate
Division, but of all business programs that utilize cadastral real estate data. The
activities that are conducted by the business programs, such as Navigation, Flood
Control, and Real Estate, determine the geospatial and tabular data included in the
database design. The geospatial and tabular data must use a spatial data standard to
provide uniformity among offices. The SDS is the Corps of Engineers official spatial
data standard.

Figure J.7. Components considered when developing the
Cadastre Real Estate GIS database design
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J.8.9.3 Business Programs

The Real Estate GIS database design was developed by examining the needs of all
business practices within the Corps that utilize real estate data developed the Real
Estate GIS database design. Input from Corps Project, District, Division, and
Headquarters offices was solicited through workshops, e-mail distributions, and focus
groups. A real estate GIS needs assessment report developed for the Rock Island
District was also utilized (Stanley Consultants 1999). The intent was to develop a design
that would address the needs of most programs and users by determining the theme
and attributes needed to describe the real estate cadastral data.

J.8.9.3 Real Estate Geospatial and Tabular Data

The database incorporates both geospatial and tabular data (Figure J.8). Geospatial
features are geographically referenced to a real-world location (the spatial part of the
database). Each geospatial feature has an "attached" attribute table containing pertinent
data (the tabular or nonspatial part of the database). NOTE: Geospatial information
was extracted from http://el.erdc.usace.army.mil/gdaf/realestate/tables.html
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Figure J.8. Sample view of the database, showing the geospatial and tabular data

Geospatial data types and SDS tables are:
e Acquisition Fee and Less-Than-Fee Tracts

e Out grants

e Disposals

e Encroachments
e Fee Boundaries

e Deed Information
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Appendix K — Description of the Data Sharing
Framework

K.1 Data Sources

o At the base of the Data Sharing Framework (DSF) is the Data

Knowing the
Valueaf 1T

Manazemen Appica Source layer (Figure K.1), which includes the basic raw data

- that USACE applications require, such as Oracle databases,

Excel tables, binary files, or image files. These sources are

stored and maintained in varying formats on distributed servers
within many different organizations and are governed by
intraagency security, management, and infrastructure policies and
constraints within their native environments. Other Government organizations such as
USGS, NOAA, and EPA maintain data commonly used by USACE applications.
Commercial vendors such as ESRI, Pixxures, and ICubed provide access to data
required by USACE applications on a subscription basis.

Interagency

Accessibility

Provisioning

£
% “
=

Infrastructure

Intraagency

Figure K.1. Common Delivery Framework

USACE applications often share common data requirements, although in inconsistent
formats. Examples of data requirements include financial data, environmental data,
hydrologic data, meteorologic data, infrastructure data, topographic data, property data,
etc. This document provides a categorization of commonly used data, descriptions of
data sources by category, and mechanisms for accessing each data source. The
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categories are based on the application (service) types defined in the Service
Component Reference Model (SRM) of the CeA.

K.2 Provisioning

At the Provisioning level (Figure K.1), individual data sources are prepared for delivery
to distributed applications. The DSF supports three approaches to provisioning:
replicating the data source on an in-house server, warehousing specific data sources on
an in-house server, and providing a proxy mechanism for direct delivery of the data from
the source.

K.2.1 Data Replication

Replication involves the physical copying of the data from one data source to another.
When direct programmatic access to a required external data source is unavailable, or if
the data must be available 24/7, the data source can be replicated on an in-house
server. This approach requires a plan for periodic updates of the data source, as well as
software and hardware maintenance. The primary advantage of this approach is that
USACE applications are not dependent on other agencies’ data access strategies;
however, USACE incurs the cost of maintaining copies of their data.

K.2.2 Data Warehousing

A Data Warehouse is an enterprisewide repository that replicates data from publication
tables on different servers/platforms to a single subscription table. This implementation
effectively consolidates data from multiple sources. Data are extracted from
heterogeneous sources and translated to required formats, and the resulting data is
loaded into tables within the data warehouse. Automated data staging tools facilitate the
data extract, and manage data transformation, data merging, and aggregation.
Warehousing requires a plan for periodic updates of the data sources, as well as
software and hardware maintenance. The primary advantage is that USACE is not
dependent of other agencies’ data access strategies. The main disadvantage is that
USACE incurs the cost of maintaining copies of other agencies’ data and/or duplicate
copies of USACE data sources.

The USACE CorpsMap database is an example of a warehouse approach to data
provisioning. The CorpsMap geospatial database, which resides on a USACE Central
Processing Center server, includes a comprehensive nationwide base map consisting of
numerous data layers such as GDT Dynamap, USGS National Map, USACE Navigation
Data Center Data layers, and many others.

K.2.3 Data Proxy

The proxy approach involves the introduction of a proxy component which acts as an
intermediary between USACE applications and data sources. The proxy effectively
hides the details of the data location, encoding schemes, and communication protocols
from the client application. Web services will be used to implement the proxy approach.
A Web service provides a single point of programmatic access to data sources for use
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by multiple applications. Web service implementation guidelines are provided in the
Technical Architecture. Although a Web service may be developed and maintained by
USACE, the data it delivers is stored and maintained by the agency that owns the data.
In cases where a Web service delivers data from external sources, Service Level
Agreements (SLA) must be established with other agencies to ensure the availability,
stability, and performance of the data services within specified constraints.

The Common Delivery Framework (CDF) provides a Web Service Registry of available
USACE Web services. Access to the Registry is controlled by user-id/password login at
https://cdfportal.usace.army.mil. Currently, fourteen data services are registered and
available for use:

Meso West Surface Conditions Service

METAR Surface Conditions Service

NCDC-NOAA Historic Monthly Precipitation Data Service

NOAA Estuarine Bathymetry Data Service

USGS National Elevation Data (NED) Service

EPA STORET data service

NOAA Tidal Data Service

USGS Historic Stream Flow Service

USGS Real Time Stream Flow Service

National Inventory of Dams Data Service

USGS National Land Cover Dataset Service

USDA STATSGO Data Service

USGS Space Shuttle Radar Topographic Map Service

14. ESRI ArcWeb Services

© N oA~ wDdh =

[ N O G G <o )
W NN = o

K.3 Integration

Data sources vary significantly in format, structure, and content; therefore, some level of
preprocessing is needed to properly adapt the data for its most effective use. The
Integration layer (Figure K.1) provides mechanisms for tailoring data to meet the needs
of specific applications, such as data aggregation or fusion services, coordinating
conversion services, subsetting services, or format conversion services.

K.3.1 Data Conversion

Data conversion refers to the act of changing the format of a specific data source to
accommodate the required data format of a specific application.
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K.3.2 Data Fusion

Data fusion refers to the use of techniques that combine data from multiple sources and
gather that information in order to achieve inferences, which will be more efficient than if
they were achieved by means of a single data source.

K.3.3 Data Aggregation

Data aggregation involves the gathering of individual data sources into a single access
mechanism. Common aggregation mechanisms include:

e Aggregation Web Service - acts as a proxy service for locating and consuming
other Web services listed in the Data Proxy section.

K.4 Accessibility

The Accessibility layer (Figure K.1) defines the network gateways and the interface
information necessary for application developers to access data sources via the DSF.
Data sources are connected to the DSF by publicly accessible Internet gateways, a
publicly accessible but restricted Extranet gateway, an internally accessible Intranet
gateway, as well as local area networks. Application Programming Interfaces (API)
provide a set of routines, protocols, and tools that application developers use to access
DSF data. Thus, one consistent set of data access tools is developed and provided to
application developers to access specific data sources.

All of the Web services available via the DSF are currently operating on the USACE
Web Farm via Extranet gateways currently restricted to .mil and .gov users.

K.4.1 Application Program Interface

An APl is a series of software routines and development tools that compose an
interface between a computer application and lower-level services and functions (e.g.
the operating system, device drivers, and other low-level software). APIs serve as
building blocks for programmers putting together software applications. In the context of
the DSF, an API provides a consistent set of data access functions that applications can
call to acquire data. It allows application developers to access data without having
intimate knowledge of the details of the data format. Thus, application development is
faster and more consistent. Also, as data formats change, the API can be updated once
to reflect that change, instead of updating every application that accesses the data.
Development of an APl is recommended to expedite input/output of data formats for
which an industry-supported API does not exist, such as the eXtensible Model Data
Format (XMDF) and the Data Storage System (DSS).

K.4.2 Internet

The Internet refers the worldwide network of computer networks that use the TCP/IP
protocols to facilitate data transmission and exchange. Data sources and access
mechanisms whose audience is the general public should use the Internet gateway.
Technical details of the USACE Internet gateway are provided in the CeA-TRM.
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K.4.3 Intranet.

The Intranet refers to a computer network that is restricted to a specific group of users.
Data sources and access mechanisms whose intended audience is restricted to an
internal group of users should use the Intranet gateway. Technical details of the USACE
Intranet gateway are provided in the CeA-TRM.

K.4.4 Extranet.

The Extranet refers to the extension of an organization’s Intranet out onto the Internet,
that is to allow selected users to access the organization’s private data and applications
via the World Wide Web. Data sources and access mechanisms whose intended
audience includes other partnering organizations outside of USACE, such as USGS or
EPA, should use the Extranet gateway. Technical details of the USACE Extranet
gateway are provided in the CeA-TRM.

K.4.5 LAN.

A local area network (LAN) refers to a local computer network for communication
between computers, such as a network connecting computers and word processors and
other electronic office equipment to create a communication system between offices.
Data sources and access mechanisms whose intended audience includes a small group
of users within close geographic proximity should use a LAN. Technical details of LANs
are provided in the CeA-TRM.

K.5 Metadata

Metadata is required to describe data content, format, and access methods. According
to the Defense Discovery Metadata Specification (DDMS), metadata standards are
required to support the net-centric goals of data visibility, which depend on the ability of
users and systems to find and access a wide range of data assets through a consistent
and flexible search, or discovery capability. The term data asset refers to any entity that
is composed of data, including services that provide access to data. A common
specification for the description of data assets supports a comprehensive capability that
can locate all data assets across the Enterprise regardless of format, type, location, or
classification.

Common metadata standards:

e The Federal Geographic Data Committee (FGDC) Metadata standard is the
approved content standard for digital geospatial metadata. It provides a common
set of terminology and definitions for geospatial data elements including content,
quality, condition, and other characteristics.
http.//www.fgdc.gov/metadata/metadata.html

o Defense Discovery Metadata Specification (DDMS) defines discovery metadata
elements for resources posted to community and organizational shared spaces.
The DDMS specifies a core set of information fields that are to be used to
describe any data or service asset that is made visible to the Enterprise. The
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DDMS will be employed consistently across the Department s disciplines,
domains and data formats. http:/diides.ncr.disa.mil/mdreg/user/DDMS.cfm

e UDDI (Universal Description, Discovery, and Integration) is a standard metadata
specification for distributed Web-based information registries of Web Services.
UDDI registries are used to promote and discover distributed Web services.
Designed to assist software developers in finding available services, it contains
all the information necessary to describe a service, how it is used, and where it is
located. http.//www.uddi.org/specification.html

e WSDL (Web Services Description Language), a standard metadata specification
for describing Web services based on eXtensible Markup Language (XML),
contains all of the information needed to interact with a Simple Object Access
Protocol (SOAP) service, such as input parameters, type, and number for
method input, as well as the output parameters, type and number for method
output. It also contains the URL address of the SOAP service, and the SOAP
encoding scheme that is used. http://www.w3.0rg/2002/ws/desc/

K.6 Security

Security issues pervade every layer of the DSF. The security measures imposed on the
DSF must be able to interoperate with the varying levels of security associated with
individual data sources, especially external sources. If we think of the DSF as a
collection of nodes that represent common access to data, with links between those
nodes representing network connections, the primary security issues deal with
controlling access to the various nodes. Three methods of access control defined in the
DSF are network gateways, encryption, and authentication.

K.6.1 Network Gateways.

One method of access control is performed through the selection of network gateways
(Internet, Extranet, Intranet, LAN). Since the DSF operates on a collection of network
servers homed to one of two Internet gateways, the Corps of Engineers Enterprise
Infrastructure Services (CEEIS) Internet gateway or the Defense Research and
Engineering Network (DREN) gateway, security measures are well-defined for those
gateways. Security devices, including gateway router, stateful firewall, VPN
concentrator, intrusion detection devices, site intrusion detection devices and site
firewalls, are monitored 24/7. Access to the USACE computer resources is limited to
users who have a valid requirement, through the use of hardened passwords and
permissions. Information Assurance Vulnerability Alerts are monitored by HQ USACE
and Department of the Army for strict compliance. To filter hostile traffic, virus packages
from Antigen, Norton and McAfee are used. Routine hardware/software upgrades,
backups, and monitoring of usage metrics are provided.

K.6.2 Encryption.

A second required security measure for Web applications involves the use of Secure
Sockets Layer (SSL) encryption. The DSF requires the use of SSL encryption to ensure
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that all traffic, including user-ids and passwords, is encrypted as it passes between the
client application and the server.

K.6.3 Authentication.

All applications that interface with the DSF are required to go through an authentication
process. This is the first line of defense to manage access to the DSF as well as control
the use of computational and networking resources. Authentication is the process of
assuring that someone is who they say they are.

Common authentication mechanisms:

e CDF Authentication Web Service - provides a standard method for controlling
access to specific components of the DSF. The service authenticates based on a
set of authentication sources, which are managed sets of user-ids and
passwords. Once users (a user can be a person or an application) are
authenticated, access rights to specific DSF components are defined through the
use of user communities and profiles.

Available Authentication Sources:
e Corps User-ld and Password System (U-PASS)

e Army Knowledge Online (AKO) user-id and password system.

e Common Access Cards (CAC). As the DoD continues the issuance of CACs, the
DSF will extend the authentication service to include the CAC as an
authentication source. This will increase security by ensuring that the user
actually has in his or her possession a DoD-issued CAC and associated digital
certificates.

K.7 Management

The Management layer encompasses those activities that control the maintenance of
components within the DSF as well as processes associated with it, such as standards,
service level agreements, change control, and monitoring of components. A network-
based framework for data delivery demands a managed process to ensure quality of
service. We must be prepared to manage the assimilation of ever-changing technology
into our business process. Standards, which govern data content and format as well as
data transfer protocols, provide the basis for storing and delivering data from disparate
sources.

K.7.1 Data Standards.

Data standards govern data content, format and transfer protocols. The following
standards are recommended for use by all USACE data managers.
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K.7.2 Data content standards:

Spatial Data Standard for Facilities, Infrastructure, and Environment (SDSFIE) is
the required standard for geospatial data.
https://tsc.wes.army.mil/products/TSSDS-TSFMS/tssds/html/

Architectural/Engineering/Construction Computer-Aided Design and Drafting
(A/E/C CADD) Standard is the required standard for architectural, engineering,
construction design data.
https://tsc.wes.army.mil/products/standards/aec/intro.asp

K.7.3 Data format standards:

eXtensible Model Data Format (XMDF) is the recommended standard file format
for computational modeling data. XMDF provides a fast, efficient, and simple
methodology for storing, accessing, and sharing data used in numerical
simulation. http.//www.wes.army.mil/ITL/ XMDF/

K.7.4 Web Services Standards.

All DSF Web services were developed according to the World Wide Web Consortium
(W3C) standards including:
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XML — XML is designed to improve the functionality of the Web by providing
more flexible and adaptable information identification. It is called extensible
because it is not a fixed format like HTML (a single, predefined markup
language). Instead, XML is actually a metalanguage—a language for describing
other languages—which lets you design your own customized markup languages
for limitless different types of documents.

SOAP — SOAP uses a combination of XML-based data structuring and the Hyper
Text Transfer Protocol (HTTP) to define a standardized method for invoking
methods in objects distributed in diverse operating environments across the
Internet. Client applications make remote procedure calls to SOAP “services,”
which are basically code libraries/objects with exposed methods. According to
the W3C specification, SOAP is a lightweight protocol for exchange of
information in a decentralized, distributed environment. It is an XML-based
protocol that consists of three parts: an envelope that defines a framework for
describing what is in a message and how to process it, a set of encoding rules for
expressing instances of application-defined datatypes, and a convention for
representing remote procedure calls and responses.

WSDL — WSDL is a specification for describing Web services based on XML. A
WSDL file contains all of the information needed to interact with a SOAP service,
such as input parameters, type, and number 